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#define UT_LINESIZE 32
#define UT_NAMESIZE 32
#define UT_HOSTSIZE 256
struct utmp {

short ut_type;

pid_t ut pid;

char ut_line[UT_LINESIZE];

char ut_ id[4];

char ut_user[UT_NAMESIZE];

char ut_host[UT_HOSTSIZE];

struct exit status ut_exit;

#if _WORDSIZE == 64 && defined _ WORDSIZE_COMPAT32
int32_t ut session;
struct {

int32_t tv_sec;
int32_t tv_usec;
} ut_tv;
#else
long ut session;
struct timeval ut_tv;

#endif
int32_t ut_addr_ve6[4];
char _unused[20];

b

Hrh exit_status &M% :

struct exit_status {
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short int e_termination;

short int e_exit;
b
Hrp ut_type HEFICRAIEE, FEFUT/IMHAE
#define EMPTY 0
#define RUN_LVL 1
#define BOOT TIME 2
#define NEW_TIME 3
#define OLD_TIME 4
#define INIT_PROCESS 5
#define LOGIN_PROCESS 6
#define USER_PROCESS 7
#define DEAD_PROCESS 8
#define ACCOUNTING 9
#define UT_LINESIZE 32
#define UT_NAMESIZE 32

#define UT_HOSTSIZE 256

utmp iEROIF (CHHEIRNBETLIER)

X LEutmpBIX B TNEN , LT EENTFRERT

FINFR7 RAXFICREE, —RNAFPEEERIERERRAZE7, HIRERE6, URAZE
btmpPrid RAVFEEY

BE2NFER1497 Bpid , BEDBFHEEAsshiZEERlinux, XEBIEIFLEsshdByF#iZEbashiy
pid
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lastlog X &=L -

#define UT_LINESIZE 32
#define UT_HOSTSIZE 256
struct lastlog

{
__time_t Il_time;
char ll_line[UT_LINESIZE];
char ll_host[UT_HOSTSIZE];
b
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2. MR EERIZER(Wtmp)
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python fake_login_log.py -mode add -type=lastlog -user=hacker -date="2017-7-24
14:22:07
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https://github.com/ForrestX386/x386/blob/master/%E5%88%A0%E9%99%A4%EF%BC%8C %E4%BC%AA%E9%80%A0Linux%E7%B3%BB%E7%BB%9F%E7%99%BB%E5%BD%95%E6%97%A5%E5%BF%97/fake_login_log.py

/var/run/utmp

/var/log/wtmp

/var/log/btmp

/var/log/lastlog

HITHIER, FAMAEICRINEE, HAEEESHEXNMHEIRE HiEEMSE (LbansHiAinatE

MXEERBTE) , BARRT, EiEecho ™ >/var/log/xtmp FERITT IS, FHHX2FM,
EEMFREEF, FIERHER, ATEFRNAULIRE SN, BRAF, HEEE

FFEITERFBMER, EIURMPEERIER, LWARXIRATELZEN. FEHIT—R

B2, BRIERCIMRIENEXEIRBIFIEEICR, BREFEHEBNEFHT—TF

BE .

1) https://linux.die.net/man/5/utmp
2) https://github.com/krig/lastlog/blob/master/lastlog.c
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