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Configure and validate exclusions based on extension, name, or location

Jmicrosoft-365/security/defender-endpoint/configure-extension-file-exclusions-microsoft-defender-antivirus
Exchude files from Micrasoft Defender Antivirus scans based on their file extension, file name, or location.

Antivirus exclusions recommendations - Operations Manager
/roubleshoot/system-center/scom/antivi ation

Describes some recommendations for antivirus e:m:luslnrls that 'ela\e to Operations Manager. These exdusions include process-
based exclusions, directory-specific exclusions, and file name extension-specific exelusions,

Microsoft Defender Antivirus in the Windows Security app
Jmicrosoft-365/security/defender-endpoint/microsoft-defender-security-center-antivirus

With Microsoft Defender Antivirus now included in the Windows Security app, you can review, compare, and perform common
fasks.

Configure Microsoft Defender Antivirus exclusions on Windows Server
/microsoft-365/security/defender-endpaint/canfigure-server-exclusions- microsoft-defender-antivirus
Windows Server includes automatic exclusions, based on server role.You can also add custom exclusions.

Set up exclusions for Microsoft Defender Antivirus scans " e
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fmicrosoft-365/security/defender-endpoint/configure IO nti
You can exclude files (including files modified by specified processes) and foldars from being scanned by Microsoft Dsfarﬁw
Antivirus Validate your exclusions with PowerShell
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° $SystemRoot%\IIS Temporary Compressed Files

® 3SystemDrive%\inetpub\temp\IIS Temporary Compressed Files
® 3SystemDrive%\inetpub\temp\ASP Compiled Templates

® 3systemDrive%\inetpub\logs

® 3systemDrive%\inetpub\wwwroot
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® gSystemRoot%\system32\inetsrv\w3wp.exe
® 3SystemRoot%\SysWOW64\inetsrv\w3wp.exe

° $SystemDrive%\PHP5433\php-cgi.exe
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